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Specialty Engineering Discipline (SED) Framework Overview 
The SED framework includes the essential activities, tasks, and products that shape the body of knowledge for 
each SED. A SED framework is essential for each engineering discipline to effectively scope, plan, staff, and 
execute engineering activities and to ensure that each discipline's contribution is timely, adequate, consistent, 
and compliant to support development, deployment, and sustainment of the SMC space p011folio of programs 
and systems. The SED fi:amework captures the SEDs identified in Table 1 below. 

Table 1 List of SMC SEDs 

SMC Specialty Engineering Disciplines 

Systems Engineering 
Test & Evaluation 
Software Engineering 
Integrated Logistics Support 
Design Engineering 
Manufacturing and Producibility 
Quality Assurance 
Reliability and Maintainability 
Spectrum Management 
Concept Development 
Architecture Engineering 
System Safety Engineering 
Acquisition Systems Protection & International Program Security 
Survivability 
Human Systems Integration 
Mass Properties 
EMI/EMC 
Parts, Materials & Processes 
Information Assurance 
Netcentric Engineering 
Environmental Engineering 
Prognostics, Diagnostics Health Management 

Standard SED Framework Characteristics and Parts 
The SMC SED framework is designed to characteristically capture the following attributes: 

1. Provide SED contributions to all major SMC acquisition activities while accotmting for acquisition 
phase dependencies. 

2. Integrate with the overarching Systems Engineering activities and adjtmct Specialty Engineering 
activities. 

3. Integrate with the program and project management activities. 
4. Comply with technical mandates, regulations, and objectives. 
5. Provide a high degree of usability to leverage for Program Office detailed Specialty Engineering 

planning, process development and SEDs execution. 
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6. Provide a low risk and cost effective path toward mission success. 

To capture these attributes, the SEDs framework is made up of the following parts: 
1. Applicable governance, standards, and guidance. 
2. Specialty Engineers' contributions within the acquisition life cycle framework for SMC Specialty 

Engineering. 
3. Specialty Engineers' conu'ibutions within d1e engineet'ing life cycle framework for SMC Specialty 

Engineering. 
4. Specialty Engineers ' contl'ibutions to program and project management. 

How to use this SED Framework 
This SED framework describes necessary tasks and products, the policy from which they are derived, their 
relationship to the engineering, acquisition, and program management frameworks, and the engineering details 
one should consider in working towards effective and efficient integrated engineering. The importance of this 
document is not only to the government, but also to the providers (contractors). 

Program and Project Managers 
If you are a program or project manager, you should be familiar with all system and specialty engineering 
major events, activities and products that apply to yom program or project including those that fall within the 
ptuview of the engineering directorate. With the assistance of the Chief Engineer or Lead Systems Engineer, 
use this SED fi:amework to: 

1. Determine which SEDs apply to yom program. 
2. Assist the systems engineering organization to scope the engineering work to be accomplished, 

determine the resomces required, provide the detailed and integrated planning and scheduling, staff, 
and execute all activities in an integrated fashion. 

3. Ensme the detailed planning is sufficiently integrated into the integrated planning and scheduling. 
4. Ensme the engineering control activities are coupled to the program monitoring and conu·ol activities. 
5. Ensme the engineering contl'ibutions are sufficiently provided to support the acquisition activities and 

products. 

Chief Engineer 
1. Read through this entire SED fi:amework and supp01t the Program or Project Manager to determine 

which SEDs apply to yom program. 
2. Ensme the program organization is struchrred to execute the applicable engineering activities 

described in this SED framework. 
3. Determine and ensme development and management of technical and engineering Operating 

lnstluctions (lOs = processes) to perform the engineering tasks described herein and other relevant 
engineering tasks that apply to the program. 

4. Monitor the overall effectiveness and progress of program technical efforts. 
5. Assessment of the contractors' capability to meet the program technical requirements. 
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Lead Systems Engineer and Systems Engineering Staff Members 
Systems Engineers must orchestrate all Specialty Engineers' activities and products to ensme effective and 
timely integration of the disciplines through the full system life cycle. As illustrated in Figure 1 there are 
significant intetTelationships between the SEDs that require cross-discipline interactions, integration of 
activities, and sharing of engineering products. Tllis matrix, along with the discussions throughout this SED, 
provides a means to plan and perfonn effective integration of activities and engineering products. 

1 
2 X X X X X X X X X X X X X X X X X X X X X 
3 X X X X X X X X X X X X X X X X X X X 
4 X X X X X X X X X X X X X X X X X 
5 X X X X X X X X X X X X X X X X X X X X 
6 X X X X X X X X X X X X X X X X 
7 X X X X X X X X X X X X X 
8 X X X X X X X X X X X X X X X X X X X 
9 X X X X X X X X X X X 
10 X X X X X X X X X X X X X X X X X X X 
11 X X X X X X X X X X X X X X X X X X X 
12 X X X X X X X X X X X X X X X X X 
13 X X X X X X X X X X X X 
14 X X X X X X X X X X X X X X X X 
15 X X X X X X X X X X X X X X X X X X X 
16 X X X X X X X X 
17 X X X X X X X X X X X X X X X 
18 X X X X X X X X X X X X X X X X X X X X 
19 X X X X X X X X X X X X X X X X X 
20 X X X X X X X X X X X X X X 
21 X X X X X X X X X X X X X 
22 X X X X X X X X X X X X X X X X 

Figure 1 Intenelationships among SEDs 

Systems Engineers must read through and apply this entire SED document to: 
1. Supp01t the Program or Project Manager to determine which SEDs apply to the program. 
2. Prepare the systems engineering planning and sufficiently integrate into the overall planning and 

scheduling. 
3. Facilitate development of the SEDs detailed planning and ensure integration into the Systems 

Engineering Plan (SEP) and program integrated planning and scheduling. 
4. Ensure the engineering control activities are fhlly suppo1t ed by the specialty engineering disciplines 

and are coupled to the program monitoring and control activities. 
5. Ensure all specialty and systems engineering contributions are timely, adequate, consistent, and 

compliant to support the engineering, acquisition, and management activities and products. 
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Specialty Engineers 
SMC Specialty Engineering Disciplines 17 

Specialty Engineers must read, tmderstand and apply the infonnation contained herein to plan and execute their 
SED. Specialty Engineers must also read and tmderstand all other related SEDs. (Figure 1 identifies the related 
SEDs.) Each Specialty Engineer also determines which adjunct SED activities they must contribute to or 
leverage off of then plan and perf01m to supp01t the Program Office' s objective for effective integrated 
engineering. 

Specialty Engineers also use this SED fi:amework along with available SMC instructions and guidance to: 
1. Prepare the specialty engineering planning and sufficiently integrate into the SEP and integrated 

program planning and scheduling. 
2. Ensure all specialty engineering conu1butions are timely, adequate, consistent, and compliant to 

support systems engineering and adjtmct specialty engineering activities. 
3. Support the engineering control activities and program monitoring and control activities. 
4. Ensure all specialty engineering contributions are sufficiently provided to support the acquisition 

activities and products. 

The SED fi·amework is first presented for systems engineering. The systems engineering fi:amework represents 
the standard framework that is applied to each SED albeit expanded to captme each SED unique conu·ibution. 
The next section presents the SMC SEDs fi:amework as applied to the systems engineering discipline. The 
Appendices provide the applied fi:amework for each SED typically performed on an SMC program. 
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Life Cycle Systems Engineering - Overarching Engineering 
The Systems Engineer (SE) has the responsibility to perfmm the overarching engineering management and 
control functions. The Systems Engineer plans and executes the combined engineering effotts in an integrated 
and effective manner to ensure that each SED contribution is timely, adequate, consistent, and compliant. 
Hence, the Systems Engineer prescribes and manages the SMC Program's engineering management and 
technical controls processes. 

Systems Engineering is also considered a SED since this discipline includes specific engineering functions: 
requirements analyses, interface analyses, functional analyses, technical solutions trades, systems studies, and 
system element allocations, as well as the integration, verification, and validation planning and execution. 

Applicable governance, standards, and guidance 
Policy, directives, and instructions that mandate systems engineering related requirements are many. Table 2 
identifies the significant governance, standards, and guidance which generally require SMC compliance. 

Table 2 Governance, standards, and guidance that shape the Systems Engineeting discipline 

Documt>nt Xo Gowrnanct> Titlt> lssut> 

Systems engineering practices are critical to acquisition and eventually mission success. Requirements for a 
systems engineering progt·am are delineated in SMC-S-001 , Systems Engineering Requirements and Products. 
This standard generally applies to all SMC acquisitions. 

Systems Engineers' Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. Systems engineering contributions over this life 
cycle are best represented within the phase of acquisition. Figme 2 provides the acquisition life cycle 
framework within which Systems Engineers perform as well as the products that Systems Engineers must 
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develop or contribute to their development. Tllis figure along with SMC-G-001 delineate the Program Office 
SE OPR requirements to perfonn SE plaruling, support pre- and post- contract award acquisition activities, and 

perfonn SE management and engineering across the system lifecycle. SMC Program Offices establish and 

implement SE program strategies and objectives consistent with the tenets of appropriate policies, SMC 
acquisition objectives, and program objectives. The Program Office will then develop, attain approval for, and 

implement a SEP in accordance with cunent DoD policy. This planning will be finnly based on these 
objectives, strategies, DoD mandates, and instmctions. An effective SE program supports all of the major 

acquisition activities tln·ough the full system life cycle. The SEP is executed concunently with a broad based 
01 that documents the process to perform, control, and integrate all Systems Engineering activities for each 

phase of acquisition. The SMC Program Office SEP and 01 will also be based upon the appropriate program
approved life cycle. 

1. Materiel Solution Analysis (MSA). During this phase SE 
provides inputs to and supports all program acquisition 

activities to include the development and preparation of a 
cost model based on anticipated technical solutions, 

solicitation/RFP development for Contractor sh1dies, and 
proposal evaluation activities. The SE also contributes to 

the development of the MSA Phase acquisition products. 

2. Technology Development (TD). TheSE provides inputs 

to and supports all program acquisition activities to 
include updates to the TES and inputs to the ASP, TDS, 

and development of the TEMP. The SE provides inputs to 
the CDD and updates to the cost model; development of 

the Cost Analysis Requirements Description (CARD); and 

MSA Phase- SMC Acquisition Products 

PMD 
TDS, OMS, TES 
LC Cost Estimate 
RFP 
PPP, APB, CCA 
SEP LCMP 

TD Phase- S:\1C Acquisition Products 
ASP, TDS, OMS 
SEP, LCMP, APB 
LC Cost Estimate Update I CARD Develooment 
RFP: SE objectives in SOO; PWS, CDRLs; SMC and 
Proaram standards - tailored 
SSP: evaluation criteria for SE 
. . 

solicitation/RFP development and proposal evaluation act1v1t1es. The SE ass1sts m the preparation of 
conh·act requirements such as advanced technology demonstrations; prototyping, and developmental I 
qualification testing to meet and Program Office objectives and requirements. The SE also conh·ibutes to 
the development and updates to the TD Phase acquisition products and assesses the effectiveness of the 

Contractor SE efforts. 

3 . Engineering & Manufacturing Development (EMD). 
The T &E Engineer provides inputs to and supports all 
program acquisition activities to include updates to the 

ASP, TDS and DMS; inputs to the cost model and CARD 
to reflect the engineering resources required; development 

of the APB. SE suppmts the solicitation/RFP development 

E:\1D Phase - S:\1C Acquisition Products 
Updates to ASP, TDS, OMS 
SEP LCMP APB 
LC Cost Estimate Update I CARD Develooment 
RFP SE objectives in SOO; PWS, CDRLs; SMC and 
PrOQram standards - tailored 
SSP evaluation criteria for SE 

and proposal evaluation activities which include providing the techillcal mputs mcludmg techillcal 

requirements, compliance standards, engineering approaches, incentives, and wananty programs to meet 
program objectives. SE also contributes to the development and updates to the EMD Phase acquisition 

products. 



20 

Cl 
1: 
'i: 
c: 
I'll 
0: 
E 
~ 
Cl 
~ 
a. 

Cl 
c: 

·;: 

3l 
c: ·a, 
c: 
w 
Ul 

E .s 
Ul 
>o 

C/) 

c: 
0 

:.;::; 
:::1 
u 
Q) 
>< 
w -u 
~ -c: 
0 

(.) 

SMC Specialty Engineering Disciplines Overarching Engineering 

Acquisition Life-Cycle Process for System 

Finite Produc{(s) 

'Y Review, /liJesJone 

Repeal in Subsequent Phases 
as Required 

D Process Element 

0 Review Support Activity 

OoOI 5000.02 

Mission 
Performance and 
Constraints 
2) Define & Assess 
Capabi •y Gaps and 
Constraints, Assess 
Mission Models & 
MOPs 
3) Provide/ Assess 
Allerna1ive 
Approaches lo 
Solve Gaps 
Identified in CBA 

S IS 

Figure 2 Acquisition life cycle process for SMC Systems Engineering 



Overarching Engineering SMC Specialty Engineering Disciplines 

s Engineering (Tailor to meet your program objectives and requirements) 

Dissemination of 
'ical lnformati>n 
19 Stakeholders 

I Assess Contractors' Compliance to ContractuaV I 
. TechRqmts . 

Assess Adequacy and Validation of Models, 
Simulations Used 

Assess Adequacy of De.;g, Analyses, Trades 
and Contractors' Effectiveness to Design lor 
interoperabiity, supportal>aity, Producibility ... 

ASSess EfteCbveness of PiOblem 10 and 
Corrective Action P~ams 

I Assess Contractors' V&V Procedures & Results: 
. Analyses, Tests, Demos 

Production & 0 men s&S ort 

Update SE Planning to Meet O&M Objectives 
I Update & Integrate SE & Speciaky Eng Tasks 

1-Perform Previous Phase Tasks As Requioed 

- Support SE Activities: Production Process Controls; 
V&V Activities, Integration, and System Modif!Ci!lions 

- Collect & Analyze Test & Field Performance; Update 
Performance Mode~s) 

I -Conduct ERBs SEll s and olher SE Forums 

I -Manage Engineering Changes 

Provide V&V Resources, Methods, Procedures, 
Results 

Perfonn Sustainment Analyses and Implement 
Engneering & Techniques to Minimize Unsched.ed 

Down Time & lnaease Ope,ational Readness, Sched 
Oependabilty, Operational Performance ... 

I Perform S..,portal>ility Analysis; Using CAMS, REMIS I 
I Continue to Conduct EngriT ech Reviews as Required I 

Manage Closed Loop Problem Identification & 
Corrective Action Process 

21 
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4. Production & Dt>ploymt>nt (P&D), Opt>rations & Support 

(O&S). SE provides inputs to and supp01ts aU program 
acquisition activities to include updates to the acquisition 
strategy and updates to the cost model to reflect the actual 
technical solutions detennined and updates to the CARD. SE 
suppotts the solicitation/RFP development and proposal 
evaluation activities. 

P&D/O&S Pbast>s - SMC Acquisition 
Products 

Updates to ASP, TDS, TEMP, SEP, LCMP 

RFP: objectives in SOO; PWS, CDRLs; SMC- SMC 
and Proqram Standards - tailored 
Detailed T&E planninq, SEP, LCMP, CARD updates 
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Systems Engineers' Contributions to the Engineering Life Cycle Framework 
Systems Engineers manage the engineering process and activities depicted in Figme 3. The characteristics of this 
process are defined in the SMC Systems Engineering Primer and Handbook and the SMC Systems Engineering 
Standard SMC-S-001. In summary, tllis engineering life-cycle fhmework: 

Provides engineering activities over a system or product life cycle 
Aligns activities to an evolving technical baseline 
Aligns both the activities and technical baseline with required technical review gates 
Provides an overarching engineering management and control ftmction as defined within the Analysis & 
Control process 

This framework also inherently caphrres the SE SED -- specific engineering ftmctions -- requirements analyses, 
interface analyses, functional analyses, technical solutions trades, requirements and system element allocations, 
as well as the integration and verification and validation planning and execution. 

The responsibility to orchestrate the engineering ftmctions and manage technical infmmation typically resides 
within the systems engineering organization. In performing the management and control ftmction, the SE 
effectively integrates all engineering ftmctions through the ftlll system life cycle. The SE ensures technical 
information advances through systematic control, collaboration and sharing across the organization. The 
approach to concunently perform these engineering functions and manage information is delineated in the SMC 
Systems Engineering Primer and Handbook. 

Tools Selection and Use 
Effectiveness and efficiencies are also gained by selecting and using an optimal nlix of engineering tools. 
Generally, the SE leads the study to deternline the 
selection and use of engineering tools. Each SED 
suppo1t s this tool determination ensuring their unique 
tool requirements are considered and ensming timely 
exchanges of technical info1mation among the tools 
and their respective databases. Systems Engineers 

SE Functions Requiring Tools 
Architecture Development 
Requirements Development & ManaQement 
Requirements Analyses 
Modeling & Simulations 
Verification & Validation 

typically require a suite of tools to support the ftmctions illustrated here. 

Engineering Activities and Products over the Life Cycle 
The following subsections summarize SE contributions to engineering activities and technical products by DOD 
acquisition phase. For detailed activities, requirements and products refer to the SMC publications SMC-S-001, 

SMC-G-001. 
1. Materiel Solution Analysis. During this phase the SE provides inputs to and supports the Capabilities 

Based Assessment (CBA) process and the Joint Capabilities Integration and Development System (JCIDS) 
process. The SE assists the operating command to develop the operational concept(s), prepare the lCD, 
STAR, operational architechrral products (OVs, CVs), support AoA studies, and suppo1t threat assessments. 
The SE develops and contributes to 
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development of the MSA Phase technical products. SE leads in the development of or supports the 
technical strategy development, e.g., TES, 
ASP, TDS, and DMS. The SE manages the 
system concept development activities: inputs 
and factors for concept, architectme, 
technology studies and demonstrations, and 
trades. The SE ensmes the development of 
technology roadmaps and identification and 
mitigation of technical and program risks. 

2. Technology Development. Dtrring this phase 
the SE continues to provide inputs to and 
supports the JCIDS process. The SE also 
initiates the set of engineering activities 
highlighted within the box titled Engineering 
Activities f or System & Segment Development 
& Design Figme 2 to commence system 
definition and development. SE develops and 
contributes to development of the TD Phase 
technical products. 

3. Engineering & Manufactming 
Development. SE continues to provide inputs 
to and suppo1t the JCIDS process. The SE also 
initiates the expanded set of engineering 
activities highlighted within the box titled 
Engineering Activities for Detailed Design 
Figme 2 to commence detailed systems 
definition and development. SE develops and 
contributes to the development of the EMD 
Phase technical products. 

4. Production & Deployment~ Operations & 
Support. SE continues to provide inputs to and 
supports the JCIDS process. SE develops and 
contributes to the development of the P&D I 
O&S technical products. 

MSA Phase- Technical Products Required 
Sl\IC SE Tecbnical SE Contiibutions to Other 

Products Org~ations'Producu 

T echnoiOQY Sol'ns Studies OperntionaiConcepts 
System Concepts Analysis of Alternatives (AoA) 

Studies 
System Tech Req'ts (drnft) Initial Capabilities Doc (lCD) 

Development STAR 
DoDAF CVs OVs 

TD Phase- Technical Products Required 
SMC SE Technical SE Contlibutions to Other 

Products Orga8Uations'Producu 
System & Arch Concepts OperntionaiConcepts 
Technology & Technical Sol'n Operntional Assessments, 
Studies, and Trades STAR,AoA 
Architectures: System & Capabilities Development Doc 
Service DODAF Views; ISP (COD) 
System Tech Req'ts, TRD, SRD, DoDAF CVs, OVs 
Specs, ICDs, Standards 

EMD Phase- Technical Products Required 
SMC SE Technical SE Conn·ibutions to Other 

Products Org~ations' Products 
Update System Concept Operational Concepts 
Technical Studies/ T rndes Operational Assessments 
System Tech Req'ts, TRD, Capabilities Production Doc 
SRD Soec ICDs (CPO) 
SVs, SvcVs, TVs, ISP DoDAF CVs, OVs 
EnQineerin!l Analyses Rpts 
V&V reports 

P&D/O&S Phases- Technical Products Required 
SMC SE Technical SE Conn·ibutions to Other 

Products 01'2~ations' Products 
System Design Docs Supportability Analyses Rpt 
System Production Docs Operational Assessments 
Engineering Analyses Rpts ( Transition & Fielding Docs 
OT&E results; performance 
reports· field test reports) 
Tech Baseline Engineering 
ChanQe Products 
Analyses of production quality 
reports and test reports 
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Systems Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and business and technical approach structw:e based 
primarily on their program objectives, program and teclmical challenges, organizational structure, as well as 
program and engineering planning (SEP plus detailed engineering planning). Execution of the planning is 
typically defined through Program Office Operating h1Stmctions (Ois). The Program Control activities are also 
defmed within the processes (Ols) or as separate processes. SE provides full suppott to defme the program 
objectives, establish a business model, develop program planning and schedules, and define and implement 
program processes. SE must ensure the technical components of the program are appropriately represented in 
the program plans, program schedules, work breakdown schedules, and cost estimates. 

SE also ensures the timely reporting and integrity of the technical performance and developmental progress. 
SE shares in the risk management responsibilities to identify, assess, and propose mitigating actions of 
technical risks. SE suppotts the program manager's problem identification, resolution, and decision making 
processes. 

The SMC Systems Engineering Primer & Handbook 
describes the role-up and relationships of the engineering 
detailed plans, schedules, and WBS, as well as the 
integration of SE with program and project management. 
SE develops and contributes to the development of the 
program management products identified in the table to 
the right. 

SE Contributes to the dewlopment & updates 
to S~VIC Program :\1anagement Products 

PMD 
IMP, IMS, WBS 
Decision-makinQ & problem solvinQ inputs 
Technical proQression and issues reportinQ 
Life-Cvcle Cost Estimate (CARDs) 
Processes (Ois) 
Risk ManaQement Inputs 
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Appendix A - Test and Evaluation Engineering 
Test and Evaluation (T&E) is a pervasive Program Office discipline that is essential for the successful 
acquisition of space, missile, and ground systems that ultimately leads toward full verification of the technical 

baseline of the system. allocated, and design requirements and validation of the operational capabilities. The 
SMC Program Office T&E Engineer stand-ups and executes the T&E program. The T&E Engineer initially 
develops the SMC Program's test strategy in the Materiel Solution Analysis (MSA) phase and initiates and 
implements the test planning beginning in the Technology Development (TD) and succeeding phases of 
acquisition. The T &E Engineer strategizes, plans, coordinates, and manages the T &E program and ensures 
progress through technology demonstrations, prototyping, qualification testing, production testing, integration 
testing, pre and post launch systems check-out, and operational testing through the development, production, 
operation, and sustainment of a system or product. 

Throughout the program acquisition life-cycle, the T &E Engineer ensures evolving technologies and design 
solutions meet system and design specifications and the final design meets operational requirements and 
constraints. The T &E Engineer organizes and integrates T &E activities, resources, and inf01mation within 
statutory and regulato1y guidelines and sound engineering principles. The T &E Engineer ensures the baseline 
test requirements are appropriately established, resources are available, and the events are incorporated in the 
contractors Integrated Master Schedule (IMS) and gove1nment master schedules. The T &E Engineer strives for 
the identification and elimination of inherent or latent defects, process (e.g. workmanship), and procedural 
deficiencies to ensure a high level of confidence in the progression of the system development efforts to meet 
the intended reliability growth targets, performance requirements, and Total Ownership Cost (TOC) targets. 
The T &E Engineer collaborates with the Program Office Systems Engineering organization and the acquisition 
community, and provides the evaluation results including deficiency and risk discove1y and remedies. 

The T&E Engineer, Air Force Operational Test and Evaluation Center (AFOTEC) (or the lead operational test 
organization) and stakeholders prepare the Integrated Test Team (ITI) cha1t er and conduct the ITT through all 
program phases. The T &E Engineer assures that all stakeholder requirements are satisfied by working with the 

ITT as a cross-ft.mctional team. 

Applicable governance, standards, and guidance 
Policy, directives, and instiuctions that govem T &E are included in a wide range of mandates including those 
providing requirements for acquisition, systems engineering, info1mation assurance, software development, 
safety, and others. Table 3 below identifies significant govemance and standards which require SMC 
compliance for T &E as well as implementation guidance. 

DoDD 5000.01 directs that T&E is integrated throughout the defense acquisition process and that "test and 
evaluation shall be struchrred to provide essential information to decision-makers, assess attainment of 
technical performance parameters, and determine whether systems are operationally effective, suitable, 
survivable, and safe for intended use. The conduct of test and evaluation, integrated with modeling and 
simulation, shall facilitate learning, assess technology mah1rity and interoperability, facilitate integration into 
fielded forces, and confirm perfo1mance against documented capability needs and adversary capabilities as 
described in the system threat assessment." 
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DoDI 5000.02 Enclosure 6, Integrated T&E, details specific test and evaluation procedures. CJCSI 3170.01G 
instructs that KPPs must be testable to enable feedback from test and evaluation eff011s to the requirements 
process. 

AFI 99-103 provides the primary T&E govemance to implement DoDD 5000.01 and DoDI 5000.02. The 
standards listed in the table below provide typical requirements and guidelines for T &E. The SMC design 
standards generally provide T&E requirements specific to the technology, Line-Replaceable Unit (LRU) type, 
and device. Hence, the more detailed test requirements are largely determined during the system development 
and design process. 

Table 3 Governance, standards, and guidance that shape the Test and Evaluation Engineeting discipline 

Document Xo Governance Title Issue 



T &E Engineers' Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defmed by DoDI 5000.02. The T&E Engineer contributions over this life 
cycle are best represented within the acquisition phase. Figure 4 provides the acquisition life cycle framework 
within which T &E Engineers perfo1m as well as the products that they must develop or contribute to the 
system development. This figure along with the governance sited above such as AFI 99-103, Capability-Based 

Test & Evaluation provide the requirements to perform T&E planning, stand-up and conduct the ITT, support 
pre and post contract award acquisition activities, and perform T &E management and engineering across the 
system lifecycle. The SMC Program Office establishes and implements T &E program strategies and objectives 
consistent with SMC acquisition and program objectives. From the T &E program strategies the Program 
Office develops, approves, and incorporates detailed T&E planning into the Test and Evaluation Master Plan 
(TEMP), Systems Engineering Plan (SEP) and higher level integrated planning (e.g., Integrated Master Plan, 
Life-Cycle Master Plan, Life-Cycle Sustainment Plan) in accordance with DoD policy and Program Office 
practices. Hence, T &E planning is fumly based on program objectives and technical requirements, strategies, 

and DoD mandates and instructions. 

An effective T &E program suppo1t s all of the major acquisition activities through the full system life cycle. 
The planning sufficiently defmes the T &E program to achieve the T &E and overall program objectives/goals 
and requirements; specifies tasks and ftmctions to be perfo1med, timing of tasks, resources required, products 
to be developed, and fo1ms the basis for the development of the program T&E Operating Instruction (01). The 
T &E planning and 01 are then reflected appropriately in the WBS, IMS, and other program documents that 
address T &E related elements. The T &E planning is executed concull'ently with the Program Office 01 that 
docmnents the process to perfo1m, control, and integrate all T &E activities for each phase of acquisition. 

The SMC Program Office T &E planning (usually contained in the SEP and the detailed T &E program 
planning) and 01 are to be based upon the appropriate program-approved life cycle. SMC Program Offices 
establish and implement T &E program strategies and objectives consistent with the tenets of appropriate 
policies, SMC acquisition objectives, and program objectives. 
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1. Materiel Solution Analysis. During this phase the T &E 

Engineer with community involvement fonnulates the 

T &E Strategy (TES), Technology Development Sn·ategy 

(TDS), and provides inputs to and supp01ts acquisition 
activities to include development of acquisition strategy, 

technology development strategy, and data strategies. 
The T &E Engineer provides inputs to the cost estimates, 

solicitation/ Request for Proposal (RFP) development for 

MSA Phase- SMC Acquisition Products 
Inputs ASP. TDS. OMS 
Prepare TES 
Inputs to SEP. LCMP. CARD 
lnouts to LC Cost Estimate 
Inputs to APB 
RFP: T&E objectives in the SOO; T&E tasks in PWS, 
T&E data products in CDRLs; SMC- T&E standards 

Contractor studies, and proposal evaluation activities. The T &E Engineer also conn·ibutes to the 

development of the MSA Phase acquisition products. 

2. Technology Development. The T&E Engineer provides 

inputs to and supports all program acquisition activities to 
include inputs to the Acquisition Strategy and 

development of the TEMP. The T&E Engineer provides 
updates to the cost model; development of the Cost 

Analysis Requirements Description (CARD); and 

solicitation/RFP development and proposal evaluation 
activities. The T &E Engineer assists in the preparation of 

contract requirements such as advanced technology 
demonstrations; prototyping, and developmental I qualification testing to meet T &E and Program Office 

objectives and requirements. The T &E Engineer also contributes to the development and updates to the 
TD Phase acquisition products. The T &E Engineer assesses the effectiveness of the Contractor T &E 

efforts. 

3. Engineering & M anufacturing Development. The T &E 

Engineer provides inputs to and supports all program 
acquisition activities to include updates to the Acquisition 

Sn·ategy Panel (ASP) and Data Management Sn·ategy 
(DMS); updates to the TEMP; inputs to the cost model 

and CARD to reflect the test events and resomces 

required; inputs to the Acquisition Program Baseline 
(APB). 

T &E strategies are likely integral to the reliability growth 

strategies as well as strategies to achieve system 

perf01mance. The sn·ategies now extend to ensme full 
verification and validation (V & V) of the system design determined through system trades and engineering 

analyses. The T &E Engineer suppo1t s the preparation of contract requirements such as T &E performance 
work statements; identification and tailoring of the compliance test standards; preparation of the T &E 

related Conn·act Data Requirements Lists (CDRLs) for submission of test plans, procedmes, repo1t s; 
government fmnished test equipment and facilities; government monitoring of tests. The T &E Engineer 

also contributes to the development and updates to the EMD Phase acquisition products. 
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Figw·e 4 Acquisition life cycle process for SMC Test and Evaluation Engineering 
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4. Production & Deployment~ Operations & Support. P&D I O&S Phase- SMC Acquisition 

The T &E Engineer provides inputs to and supp01ts all 
program acquisition activities to include updates to the 
ASP and DMS; updates to the TEMP; inputs to the cost 
model and CARD to reflect the test resources required; 
inputs to the APB. The T&E Engineer supp01ts the 
preparation of contract requirements such as T &E 
perf01mance work statements; identification and tailoring 

Products 
~ 

Detailed T&E planning; Inputs to SEP, LCMP 
RFP: T&E objectives in the SOO; T&E tasks in PWS, 
T&E data products in CDRLs; SMC- T&E standards -
tailored 
Detailed T&E planning, SEP, LCMP updates 
CARD update 

of the compliance test standards; preparation of the T &E related CDRLs for submission of test plans, 
procedures, rep01ts; govemment furnished test equipment and facilities; government monitoring of tests. 

The T &E Engineer identifies other contract requirements: incentives programs; production and operational 
test & demo requirements; and field performance and sustainment analyses to meet T &E objectives. The 
T &E Engineer ensures successful validation of the intended operational capabilities through operational 
test and evaluation. The T &E Engineer supports Developmental Test and Evaluation (DT &E), Initial 
Operational Test and Evaluation (IOT&E), Operational Test and Evaluation (OT&E), Initial Operational 
Capability (IOC) and Full Operational Capability (FOC) to meet community T &E objectives. 

T &E Engineers' Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The T &E Engineer plans and executes essential T &E engineering and management eff01t s within the context 
and full support to the overarching Systems Engineering ftmction. The T &E Engineer ensures that each T &E 
contribution is timely, adequate, consistent, and compliant. The T &E Engineer ensures that their conu·ibutions 
are channeled through the Systems Engineering Analyses and Control and V&Vactivities. Systems Engineers 
manage the engineering process and activities depicted in Figme 3 while the T &E Engineer conu'ibutes to this 
process by supporting concept and architectme development and analyses; modeling and simulation efforts; 
and technology development; design u·ades, V&V, and sustainability analyses. The T&E Engineer supp01ts 
the requirements analyses and allocation process, to assme that the specifications are well stated, are testable, 
and that associated test scenarios are tmambiguous. Ftuther, the T &E Engineer develops/derives verification 
and test requirements. The scope of the T &E Engineers activities with system engineering includes evaluation 
of verification and validation of interfaces, ftmctions, and integration and test at the component, segment and 
system levels. The T &E Engineer ensmes specification test strategies, plans, and methodologies developed by 
System Engineering are adequate. The T &E Engineer evaluates integrated test plans and procedures for space 
system hardware, software, and information exchanges to verify/validate developmental, qualification, 
acceptance, and operational testing requirements. The T &E Engineer ensures results of testing are applied to 
the overall engineering eff01t through systematic conu·ol, collaboration and sharing across the organization to 
facilitate system development and implementation. 

Relationship to other SEDs 
T &E, by the natme of their function, must interface with every specialty discipline involved with the design, 
development, manufacturing, deployment and operation of a system to ensme that their requirements and test 
needs are addressed as part of the T&E program For example, the T&E Engineer works with: 
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• System Safety to plan and conduct tests of safety devices, perform demonstrations for manufacturing 

and production, and operations and maintenance safety procedmes 

• Reliability Engineers to establish and conduct reliability testing and implement the reliability growth 
program. 

• Information Assmance Engineer to demonstrate integrity of system information is safeguarded; anti
spoofmg measures are effective. 

• Manufacturing & Producibility Engineer to develop and implement production tests, e.g., 151 a1ticle, 

acceptance tests. 

• Design Engineering in a multi-disciplina1y process during all program phases to evaluate 
requirements and validate the flow-down of verification methods for credible test and evaluation 

solutions for spacecraft, payload, C3 data processing, and mission operations. 

• Integrated Logistic Support to plan, prepare for and conduct maintenance test demonstrations, Built
in-Test (BIT), diagnostics development and verification. 

• Quality Assurance to assist to defme and validate process controls and quality conf01mance 
verification. 

• Prognostics Health Management to assist in architecting and validating diagnostics capabilities. 

• Software Engineer to develop prototyping approaches, plan and conduct software testing. 

Tools Selection and Use 
The T &E Engineer considers effectiveness and 

efficiencies gained by selecting and using the 

best choice of T &E tools needed to supp01t 
requirements for test, modeling, simulation, 

prototyping, test data evaluation, information 

Typical T &E Functions Requiring Tools 

Modelino & Simulations 
Test Requirements Development 
Test Automation 
Test assets trackinQ, schedulinQ, assessments 
Anomaly I deficiency status trackino and resolution 

sharing, automated data exchanges with other tools, and other considerations. 

Engineering Activities and Products over the Life Cycle 
The Program Office and the operational test organization dete1mine the full scope of T &E activities, events, 
and products. There are many aspects of the T &E program that are required to ensure successful 

developmental and operational V & V of a. system. The following subsections delineate T &E contributions to 
engineering activities and technical products by DoD acquisition phase. 

1. Mater iel Solution Analysis. During this 

phase the T &E Engineer prepares the ITT 

Charter and conducts the ITT. The T&E 
Engineer develops the TES and provides 

inputs to the ASP, TDS, and DMS. The 
T &E Engineer supp01ts the concept 

development activities providing inputs and 
factors for concept, architecture, technology 

studies and demonstrations, and trades. The 
T &E Engineer supp01ts the development of 

MSA Phase- Technical Products Required 

SMC T&E Technical T &E Contiibutions to Other 
Products Organizations' Products 

ITI Charter Inputs to Operational Concepts 
TES· Inputs ASP TDS DMS Inputs to lCD STAR 
T&E inputs and factors for Inputs to AoA Studies 
concept, architectu re, technology 
studies, and trades 
Roadmap inputs - mitigations of DoDAF CVs, OVs 
T&E risks 
Inputs to SEP LCMP CARD 

technology roadmaps and assists to identify and mitigate technical and program risks. The T &E Engineer 
assists the operating command to develop the operational concept(s), prepare the lCD, STAR, operational 
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architectural products (OVs, CVs), supp01t AoA studies, and threat assessments. The T&E Engineer 
contributes to development of the MSA Phase technical products. 

2. Tt>chnology Dt>vt>lopment. During this 
phase the T &E Engineer continues to 
provide inputs to and supports the JCIDS 
process. The T &E Engineer also supp01ts all 
the engineering activities highlighted within 
the box titled Engineering Activities for 
Development & Design Figure 4 to 
commence system definition and 
development. The T &E Engineer develops 
and contributes to development of the TD 
Phase technical products. 

The T &E Engineer supp01t s the concept, 
architechiral, technology development, and 
engineering trades and analyses to ensure the 
concept, architecrural, technology and 
design solutions are determined: 

• Through the appropriate evaluations, analyses and trades, modeling and simulation (M&S) eff01t s, 
tests, demonstrations. 

• With consideration of the required test, M&S, and other resources 

• With the complement of approaches, including test, M&S, demonstration, to achieve technical 
mahirity 

• In conjtmction with the complementary verification and validation (V & V) requirements 

The T &E Engineer participates in technology mahtration activities throughout this phase. The 
responsibility includes assessing the risk Initigation "bum-down" approach, establishing the adequacy of 
hardware and software proto typing, M&S and resources. The T &E Engineer assesses the results and 
provides recommendations for transition to higher marurity levels. 

Using the TES as a baseline, the T &E Engineer prepares and coordinates the TEMP with all stakeholders 
to provide the roadmap for DT &E and OT &E. The TEMP addresses the use of resources, measures of 
effectives and suitability, defmes the critical operational issues and provides program compliance direction 
for T &E to assure the system is capable of meeting its requirements and implementing the concept of 
operations. The T &E Engineer plans and documents the M&S approach, and prepares the M&S Supp01t 
Plan in conjtmction with System Engineering. M&S will be used to verify and validate system capabilities 
throughout DT &E and OT &E. 
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3. Engineering & Manufacturing EMD Phast>- Tt>chnical Products Rt>quirt>d 

Devt>lopmt>nt. During this phase the T &E 
Engineer continues to provide inputs to and 
suppotts the JCIDS process. The T &E 
Engineer also supports all the engineering 
activities highlighted within the box titled 
Engineering Activities for Development & 

Design Figure 4 to conunence detailed 
system design and development. The T &E 
Engineer develops and contributes to 
development of the EMD Phase technical 
products. 

The T &E Engineer updates and coordinates 
the TEMP and M&S Suppott Plan. The T &E 
Engineer assists to determine test 
requirements for long lead procurements and 

SMC T&E Terbniral 
Products 

ITI charter update 
Updates to TEMP ASP TDS 
Architectural inputs: System & 
Service DODAF Views· ISP 
T&E inputs and factors for design 
analyses and trades 
T&E verification requirements 
inputs & evals: TRD, SRD, Specs 
Inputs to detailed eng planning, 
SEP, LCMP, CARD 
RFP inputs: SOO, PWS Tasks, 
CDRLs, DIDs; T&E standards 
Evals of test plans, procedures; & 
results; Assessments of 
inteQration fieldinQ, sustain docs 
System and Service DODAF 
Views TVs ISP inputs 

T&E Conhibutions to Other 
0J'2anizations' Products 

Inputs to Operational Concepts 
Inputs to CPO STAR 

Inputs to AoA Studies 

Input to DoDAF AVs, CVs, DIVs, 
OVs 

GFE. The T &E Engineer supports the engineering requirements development and design efforts to ensure 
the design solutions are detemlined: 

• Through the appropriate evaluations, analyses and trades, modeling and simulation effmts, tests, 
demonstrations. 

• With consideration of the required test and M&S equipment, test software, test sites and facilities, 
personnel resources 

• To attain commitments and schedule resources 
• In conjtmction with the complementaty verification and validation requirements 
• With consideration of test requirements for integration, fielding, and sustainment test assets 

The T &E Engineer ensures the adequacy of the entire verification program to include contractual 
establishment and adherence to qualification and acceptance testing to include bottoms-up developmental 
qualification testing of materials, piece patts, components, assemblages and integration of assemblages; 
reliability growth testing, safety demonstrations, maintainability demonstrations, and aging and 
surveillance testing of limited life materials and parts. The T &E Engineer ensures adequate qualification 
of critical manufachrring processes. 

The T &E facilitates or supports an effective failtrre rep01ting and conective action system (FRACAS), 
problem identification and resolution process, and risk management program. The T &E Engineer reports, 
validates, tracks, evaluates and responds to deficiency rep01t s in accordance with TO 00-35D-54, USAF 
Deficiency Repmting and Investigating System. The T &E Engineer compiles and scores test data and 
implements and conducts the Test Data Scoring Board (TDSB). 

The T &E Engineer assists the PM to prepare the cettification for Operational Test & Evaluation (OT &E), 
and conduct the OT &E program. T &E efforts also concentrate on refining and finalizing the Integrated 
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Test Plans to perform qualification and acceptance testing required during Production Deployment and 
Operations Suppmt Phase. 

4. Production & Deployment~ Operations & 
Support. The T &E Engineer continues to 
provide inputs to and suppmts the JCIDS 
process. The T &E Engineer continues to 
oversee the DT &E program through the 
systems engineering process to perform 
V & V and support development and 
perfmmance of the lOT &E and OT &E 
program The T &E Engineer develops and 
contributes to the development of the 

P&D I O&S Phase- Technical Products Required 
SMC T&E Technical T&E Contributions to Othe1· 

Products On!anizations' Products 
Inputs to tech baseline Supportability Analyses Rpt 
enaineerina chanaes 
Analyses of production quality Operational Assessments 
reports and test reports 
Analyses of OT&E results; Survivability Assessments 
performance reports; field test 
reports 
Inputs to FRACAS 
Transition & FieldinQ Docs 

Production and Deployment I Operations and Supp01t Phase technical products. The T &E Engineer assists 
the PM in the preparation, coordination and issuance of the Certificate of System Readiness to enter 
OT&E. 

The T &E Engineer continues to ensure the adequacy of the entire verification program to include 
contractual establishment and adherence to qualification and acceptance testing to include bottoms-up 
quality conf01mance and acceptance testing of materials, piece parts, components, assemblages; 
production acceptance and first atticle testing; reliability growth testing, integration testing, and aging and 
surveillance testing. 

The T &E Engineer continues to support the engineering requirements development and design eff01t s to 
ensure the design solutions are detennined: 

• Through the appropriate evaluations, analyses and trades, modeling and simulation efforts, tests, 
demonstrations. 

• With consideration of the required production test equipment, test software, test sites and facilities, 
personnel resources 

• To attain commitments and schedule resources 

• In conjtmction with the complementary verification and validation requirements 

• With consideration of test requirements for integration, fielding, and sustainment test assets 

The T &E facilitates or supports an effective FRACAS, problem identification and resolution process, and 
risk management program The T &E Engineer rep01t s, validates, tracks, evaluates and responds to 
deficiency reports lAW TO 00-35D-54, USAF Deficiency Repmt ing and Investigating System. The T&E 
Engineer continues to compile and score test data and conduct the TDSB. 

After system deployment, T &E provides technical support, documentation, and test planning and 
evaluation supp01t to supportability assessments, system modifications, sparing procurements; and 

cett ifications. 
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T&E Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach based primarily on program objectives, 
technical challenges, organizational stmcture, and required engineering planning including test and evaluation 
for cost-effective execution. 
T &E Engineer suppmts Program Management by initially developing an integrated test strategy for the 
program, scoping the T &E efforts over the acquisition life-cycle phases, then developing and implementing the 
T &E program planning to implement the required statutes and regulations and to achieve Program Office 
objectives and requirements. The planning defines the T &E tasks and functions to be performed and products 
to be developed; timing of tasks, task outputs, resomces (skills, tools, test equipment and facilities). The T&E 
Engineer plans tasks to integrate T &E activities within the Program Office, test organizations, operational 
community, and between Contractors and stakeholders. The T &E Engineer coordinates the T &E planning with 
the Program Office, ITT, stakeholders, test commmlity as appropriate and ensmes planning consistency with 
the other ftmctional and acquisition plans (i.e. SEP, IMP, LCMP, LCSP). 
The T &E Engineer provides full supp01t to defme the program and technical objectives where T &E related 
challenges and risks are known or anticipated. The T &E Engineer assists to establish the business model, 
develop program planning and schedules, and define and implement program processes. Execution of the T &E 
planning is typically defined through an Operating Instruction which implements SMC and higher level 
instructions, policies, and directives. The PMP Engineer ensmes the T &E components of the program are 
appropriately represented in the program plans, program schedules, work breakdown schedules, cost estimates. 
The T &E Engineer also reports their technical performance and progress. The T &E Engineer shares in the risk 
management responsibilities to identify, assess, and propose mitigating actions ofT &E related risks. They also 
support the Program Manager's problem identification, resolution, and decision-making processes. The T&E 
Engineer assists the PM and the operational test organization to prepare, coordinates, and implements the ITT 
charter. 

The T &E Engineer contributes to the development of the program management products identified in the 
Table. 

SMC Program Management Products 
PMD 
SEP, IMP, IMS, WBS 
Decision-makin!l & problem solvin!l inputs 
Technical proQression and issues reportin!l 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk ManaQement Inputs 
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Appendix B - Software Engineering 
Software engineering is an engineering discipline with a focus on all aspects of software, which includes 
software development, design, production, verification, operation and maintenance. It is the application of a 
systemic, quantifiable and disciplined approach to analyzing, designing, assessing, implementing, testing, 
maintaining and developing software. Software is a well-defined and established SMC Specialty Engineering 
Discipline (SED), and is an integral element of all space and missile systems today. At SMC, there are 
instructions, guidance, and SMC Staff resources available to assist the Program Office Software Engineer to 
stand-up and execute essential software acquisition engineering activities and to implement Software 
Engineering mandates and best practices. 

The Software Engineer plans and executes the essential software engineering and management efforts in an 
integrated and effective manner to ensure that each Software SED contl'ibution is timely, adequate, consistent, 
and compliant. Software is an integral part of the overall systems planning and design. The Software Engineer 
POC ensures that the software engineering contl'ibutions are cha1111eled through the Systems Engineering 
Analyses and Control activity. 

Applicable governance, standards, and guidance 
Policy, directives, and inst11.1ctions that mandate SMC software engineering related program requirements are 
included in a wide range of mandates including those providing requirements for acquisition, Systems 
Engineering, Test and Evaluation (T &E), Human Systems Integration (HSI), Systems Safety, and others. 
Table 4 below identifies the significant governance, standards, and guidance that require SMC compliance for 
Software Engineering. 

Table 4 Governance, standards, and guidance that shape the Software Enginee1ing discipline 
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DoDI 5000.02 establishes requirements for software design progression as an element of Integrated System 
Design to include technical design reviews and post-design review assessments. This Instruction also requires a 
Software Resources Data Report (SRDR) for all major contracts and subcontracts for contractors 
developing/producing software elements within acquisition categ01y (ACAT) I and lA programs and pre
Major Defense Acquisition Program (MDAP) and pre-Major Automated Info1ma.tion System (MAIS) 
programs subsequent to Milestone A approval for any software development element with a projected software 
effo1t greater than $20M. 

DoDD 8500.01E applies to weapons systems 
software, that is physically part of, dedicated to, 
or essential to a platform's mission performance 
where there is a platfo1m Information 
Technology (IT) interconnection. 

At SMC, the Software Engineering discipline 
confo1ms to SMC's Software Development for 
Space System, SMC-S-012. This standard 
provides requirements and expectations for 
contractor software development activities. It 
applies to the development of systems that 
contain software (e.g., hardware-software 
systems, software-only systems, and stand-alone 
software products). It is also relevant to 
goveilllllent in-house agencies, contractors, or 
subcontractors perfo1ming software 
development. The SMC Software Acquisition 
lnstiuction SMCI 63-104 provides requirements 

Date Item Title 

Software Development Plan (SOP) 
Software Test Plan (STP) 
Software Installation Plan (SIP) 
Software Transition Plan (STrP) 
Interface Requirements Specification (IRS) 
System/Segment Design Description (SSDD 
Interface Design Description (IDD) 
Software Requirements Specification (SRS) 
Software Design Description (SOD) 
Database Design Description (DBDD) 
Software Test Description (STD) 
Software Test Report (STR) 
Software Product Specification (SPS) 
Software Version Description (SVD) 
Software User Manual (SUM) 
Computer Operation Manual (COM) 
Computer Programming Manual (CPM) 

Firmware Support Manual (FSM) 

Date Item 
Description 

SMC-S-012 Appendix H 
DI-IPSC-81438A 
DI-IPSC-81428A 
DI-IPSC-81429A 
DI-IPSC-81434A 
DI-IPSC-81432A 
DI-IPSC-81436A 
DI-IPSC-81433A 
DI-IPSC-81435A 
DI-IPSC-81437 A 
DI-IPSC-81439A 
DI-IPSC-81440A 
DI-IPSC-81441 A 
DI-IPSC-81442A 
DI-IPSC-81443A 
DI-IPSC-81446A 
DI-IPSC-81447 A 
DI-IPSC-81448A 

for software-intensive program acquisitions to ensure successful acquisition of software-intensive systems. 
This instruction identifies activities and processes that must be followed. From a safety aspect, the Software 
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Engineering discipline is also subject to the Space System Safety Policy Process and Teclmiques, SMCI 63-
1205 and the MIL-STD-882C System Safety Program Requirements standard at SMC. This standard specifies 
a list of Dills that are required as contract deliverables which are exhibited in the table below. SMCI 63 -104 
also provides a list of life cycle milestone reviews for the DID's and their software development products for 
which CDRLs should be considered. 

Software Engineers' Contributions to Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. The Software Engineers' contributions over this 
life cycle are best represented within the phase of acquisition. Figure 5 below provides the acquisition life 
cycle framework within which Software Engineers perfo1m as well as the products that the Software Engineers 
develop or contribute to their development. This figure along with SMCI 63-104, Software Acquisition 
lnst:Iuction, summarizes the requirements to perform software engineering planning, supports pre- and post
contract award acquisition activities, and performs software engineering and management across the system 
lifecycle. SMC Program Offices establish and implement software engineering program su·ategies and 
objectives consistent with the tenets of appropriate policies, SMC acquisition objectives, and program 
objectives. The directorate or the Program Office prepares an initial Software Acquisition Management Plan 
(SWAMP) at the MDD activity for MDA approval. The final SWAMP is then updated prior to the 
perfo1mance of the System Functional Review (SFR). The Program Office develops, attains approval for, and 
incorporates software engineering planning into the Systems Engineering Plan (SEP) and higher level 
integrated planning (e.g., IMP) in accordance with cunent DoD policy. This planning is firmly based on 
program and technical objectives, su·ategies, DoD mandates, and instructions. 

An effective software engineering program suppo1ts all of the major acquisition activities throughout the full 
system life cycle. The Software Engineer sufficiently defines the software engineering program planning to 
achieve the software engineering and overall program objectives and requirements. The planning specifies 
tasks and ft.mctions to be performed, timing of tasks, resources required, and products to be developed. The 
software engineering planning are then reflected appropriately in the WBS, IMP, IMS, and other program 
documents that address software engineering related elements. The Software Engineer delineates the program 
office su·ategy for integrating software into the systems engineering process and describes the software 
management approach in the SWAMP. The software engineering planning is executed concunently with the 
Program Office Operating lnst:Iuction that documents the process to perform, conu·ol, and integrate all software 
engineering and management activities for each phase of acquisition. 

The SMC Program Office software engineering planning (usually contained in the SWAMP, SEP, IMP) and 
the processes delineated in the 01 are also based upon the appropriate program-approved life cycle. The 
following subsections delineate software engineering contributions to acquisition activities and products by 
DOD acquisition Phase. Refer to SMCI 63-104 for a more complete list of software engineering activities and 
products that are prepared by the Program office and their Contractors. 
1. M ater iel Solution Analysis. During this phase the 

Software Engineer provides inputs to and suppo1t s most 
program acquisition activities to include the development 
of the acquisition su·ategy, inputs to the cost estimates, 
solicitation/Request for Proposal (RFP) development for 
Contractor studies, and proposal evaluation activities. 

:\1SA Phase- S:\1C Acquisition Products 
PMD, ASP, TDS, OMS, TES 
Software Cost Estimate 
RFP inputs (software requirements; assessment 
reQuirements· Hi!lh level software concepts 
APB, CCA, SEP, LCMP, draft SWAMP 
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The Software Engineer also contributes to the development of the MSA Phase acquisition products. 

2. T echnology Dt-velopment. The Software Engineer provides inputs to and supports all program 
acquisition activities to include the development of the 
acquisition strategy, updates to the software cost 
estimate and development of the Cost Analysis 
Requirements Description (CARD), solicitation/RFP 
development and proposal evaluation activities. The 
Software Engineer is key to the solicitation/RFP 
development and proposal evaluation in addition to 
identifying the software related contract requirements, 

TD Pbast-- S:viC Acquisition Products 
Uodates to ASP TDS OMS 
Software Cost Estimate Update I CARD Development 
RFP: SOP objectives in the SOO; software related tasks 
in SOW, Software data products in CDRLs; SMC-
Software standards - tailored 
APB: baseline software cost, risks, and pertorrnance 
Software planninQ e Q (SWAMP), SEP LCMP 
Software verification /TEMP updates 

software tasks, test and demonstration requirements to meet software engineering objectives. The Software 
Engineer also conu1butes to the development and updates to the TD Phase acquisition products. At TD 
Phase, software design evolves and is established at the allocated baseline level and architectmally 
documented to reflect a system level mahrrity commensmate for a successful PDR. 

3. Engineering & Manufacturing Development. The 
Software Engineer provides inputs to and supports all 
program acquisition activities to include updates to the 
acquisition su·ategy and updates to the software cost 
estimate to reflect the achml technical solutions 
detemlined and updates to the CARD. The Software 
Engineer supports the solicitation/RFP development and 
proposal evaluation activities which include providing the 
technical inputs including technical requirements, 
compliance standards, engineering approaches, 
incentives, and wananty programs to meet program objectives. The Software Engineer identifies other 
conu·act requirements as necessary to meet software engineering objectives and also conu·ibutes to the 
development and updates to the EMD Phase acquisition products. 

Dtrring this phase, Software Engineering effmts are concenu·ated on evolving and assessing the software 
design to assme that 1) the software design, including logic, algorithm, architech1ral attifacts, etc, is 
evolving consistent with the baselined requirements and u·ade decisions, 2) software design qualification is 
progressing consistent with the contract requirements, and 3) the software will conform to regulatory 
requirements. 

The Software Engineer supports the development of the acquisition, technology demonsu·ation, and test 
su·ategies to ensme successful implementation of software capabilities. The Software Engineer suppmts 
the definition of conu·act requirements such as Software performance work statements and specification 
requirements, and detailed design specification requirements associated with software perfonnance, 
development, and qualification to meet the system or enterprise level requirements and capabilities. The 
Software Engineer also supports the definition of incentives programs, T &E, RAM requirements. 
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4. Production & Deployment~ Operations & Support. 

The Software Engineer provides inputs to and supports all 
program acquisition activities to include updates to the 
acquisition strategy and updates to the software cost 
estimate to reflect the actual technical solutions 
detennined and updates to the CARD. The Software 
Engineer suppmts the solicitation/REP development and 
proposal evaluation activities. The Software Engineer 

P&D /O&S Phase- S:\1C Acquisition 
Products 

~ 
RFP: Software objectives in the SOO; Software related 
tasks in SOW, Software data products in CDRLs; 
SMC- Safety standards - tailored 
SWAMP 
Detailed Software planninQ, SEP, LCMP, updates 

identifies other contract requirements: production and field test & demo requirements; field perfonnance 
and sustainment analyses to meet Software Engineering objectives. 

Software Engineers' Contributions to Engineering Life Cycle Framework 

Relationship to the SE Organization 
The Software Engineer plans and executes the essential software engineering and engineering management 
efforts in an integrated and effective manner within the context and full support of the overarching Systems 
Engineering function and cunent software related govemance. The Software Engineer ensmes that their SED 
contributions are timely, adequate, consistent, and compliant. The Software Engineer ensmes that their 
contributions are channeled through the Systems Engineering Analyses and Control activity. 

Systems Engineers manage the engineering process and activities depicted in Figme 3 while the Software 
Engineer contributes to this process. Software Engineers support concept & architech1re development and 
analyses; Modeling and Simulation (M&S) effmts; technology sh1dies with potentially impacted software 
challenges. They also participate in technical studies and technical solutions trades when software engineering 
is either a factor or a component of the proposed technical solution. They provide design analyses contributions 
to mitigate potential causes to system level hazards. They assess and propose altemative mitigating actions or 
solutions. The Software Engineer also works closely with the System Engineers perfonning interface analyses 
and functional analyses to leverage the required software related analyses. The Software Engineer also 
supports the integration and verification & validation planning and execution. 

In perfonning the management and control ftmction, the Systems Engineer effectively integrates all 
engineering functions through the ftlll system life cycle. The Software Engineer ensmes their technical 
contribution to the overall engineering advances and is appropriately applied through systematic control, 
collaboration and sharing across the organization. In addition the Software Engineering products are used by 
the other Specialty Engineers to perfo1m their unique contributions, and are provided to technical and program 
management for decision making. 

Relationship to other SEDs 
The Software Engineer SED relationship to other SEDs is summarized in Figme 1. Software Engineer 
interactions with the other SEDs are critical to perfo1m and integrate their engineering contributions to the 
system development effo1ts. 

The Software Engineer collaborates with the Systems Engineer, Architechu·e Engineer, T &E Engineer, and 
Design Engineer to ensme the system architechue includes software related technology, physical and 
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ftmctional solutions that implement the software performance requirements as well as for built-in diagnostics, 
test and fault management requirements for real-time or periodic system integrity prognostics, health and/or 
fault repmting and fault conections. 

The Software Engineer collaborates with the T&E Engineer to strategize, plan, and execute the software 
DT &E and OT &E. The Software Engineer collaborates with the Systems Engineer and the T &E Engineer to 
strategize, plan, and execute software prototyping or rapid software development to validate requirements, 
explore software design alternatives, and confum performance. 

The Software Engineer supports the Reliability Engineer in the perfo1mance of the failure analyses to identify 
software failure modes and determine reliability solutions that may be partially achieved through application of 
software techniques and reliability measurement technologies. 

Software Engineers team with the System Safety Engineers to perform software contribution to system risk 
analyses and to dete1mine items or ftmctions when perfo1med or whose failure could lead to a. hazardous 
system state -- one that could result in unintended death, injmy, loss of prope1ty, or environmental hann. 
They also work with Reliability Engineers to improve the dependability, reliability, maintainability, and 
availability of the software products that are designed and developed. 

Software Engineers work closely with Human Systems Integration to ensure systems are design that can be 
operated and maintained by users; and are habitable and safe with minimal software and occupational health 
hazards. The Software Engineer works closely with the Logistics Engineers to determine software maintenance 
and maintainability requirements and technical solutions. Implementation of the software related requirements 
are initially conveyed in the maintenance concept and system architecture. Software Engineers play an intricate 
role with respect to Information Assurance and, in particular, to software items or po1t ions thereof whose 
failure could lead to a breach of system security or system privacy protection. 

Interactions among the Software Engineer and the other disciplines are extensive. Refer to the SMC Software 
instructions and guidance Table 4 for more detailed discussion of these interactions. 

Tools Selection and Use 
The Software Engineer considers 
effectiveness and efficiencies gained by 
selecting and using the best choice of 
Software Engineering tools. 

Typical Software Engineering Functions Requiring Tools 
Software Development PlanninQ 
Software Development Implementation 
Software Development 
Software Configuration Management 
Software Modelina and Architecture Development 
Software T estina 
Software lmorovements/Enhancements (ea. CMMI ISO 9000 ISO 15504) 
Software Cost Estimating 

Engineering Activities and Products over the Life Cycle 
Engineering activities that are prevalent in software engineering include: 
Note: this is not intended to be an all-inclusive list of activities. Each Software Engineer must scope their 
programs to determine their required software engineering activities. 
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• Early in the life cycle, identify software teclmology challenges. 

• Supp01t concept and architectural development; provide software related factors into concept and 
architectmal trades. 

• Contribute to identify all software components of each proposed concept, architecture, and design 
solution to include operational/mission software; engineering software to perfo1m modeling and 
simulations, test, and analyses; training software; production, integration; deployment, and 

sustainment software. 

• Assist in the conceptualization and realization of net-centric migration when SMC Program tmdergoes 
major modifications. 

• Assist in the conceptualization and realization of information assurance and system security as they 
relate to software solutions. 

• Determine all applicable software related governance that applies to the Program Office. 

• Identify, and extract requirements via requirements analysis. Assess Contractors ' requirements 
analysis performance. 

• Ensme the software design solution practices lead to well documented rationale and are balanced with 
all pertinent factors, e.g., reliability, growth potential, reusability, security, and other factors. 

• Assist to define and implement an effective mea.smement analysis and continuous improvement 
program to include collection and analysis of software related metrics as well as technical 
perfotma.nce measures. 

• Ensme Contractor performance of software quality engineering I quality assurance. 

• Ensme Program Office and Contractors retain adequate configuration control of the evolving software 
design. 

• Assist to plan, monitor, and assess software test I V &V results to ensure the system meets its software 
Technical Performance Measures as an integral and critical part of the software development process 
that ensmes software deficiencies are revealed and resolved as early as possible. 

Software Analysis and Impact Assessment: A software analysis is performed to determine the impact on and 
by each system product and process alternative. Proposed software-related tradeoffs and analyses are presented 
by the Software Engineer through the System Software Engineering process to detemline balanced technical 
solutions. The following subsections delineate Software Engineer contributions to engineering activities and 
technical products by DOD acquisition phase. Refer to SMCI 63-108 for a more complete list of Software 
Engineering activities and products prepared by the Program Office and their Contractors. 

1. Materiel Solution Analysis. During this 
phase the Software Engineer may provide 
inputs to and support the Capabilities Based 
Assessment process and the JCIDS process. 
The Software Engineer evaluates proposed 
concepts and architechrres to identify and 
assess implications of software design and 
development, and to provide 
recommendations for each alternative. The 
Software Engineer assists to defme, refme, 
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and validate feasibility of software related requirements to support Initial Capabilities Document (ICD) 
development and possibly Systems Requirements Document (SRD) development. Legacy program may 

employed TRD. The Software Engineer also contributes to the development of the MSA Phase technical 

products. 

2. Technology Development. Dtu'ing this 
phase the Software Engineer continues to 

provide inputs to and supports the JCIDS 

process. The Software Engineer identifies 
and assesses software related technology 

challenges including algorithm development, 
software, computing techniques, secmity 

assmance, and other software design 

TD Phase- Technical Products Required 
Sl\IC Software Technical S/W Conhibutions to Otber 

Products 0J'2anizations' Products 
Inputs to System Concepts OperntionaiConcepts 
Factors for Studies! T rndes Operntional Assessments 
Software Tech Req'ts, TRD, Capabilities Development Doc 
SRD, Specifications, ICDs, (CDD) 
Standards Selection/ Tail or 
Software inputs to ISP DoDAF CVs, OVs, AVs, SVs, 

challenges. The Software Engineer also supp01ts all the engineering activities highlighted within the box 

titled Engineering Activities for System & Segment Development & Design Figme 5 to commence system 
definition and development. Software Engineer develops and contributes to development of the TD Phase 

technical products. 

3 . Engineering & Manufacturing 
Development. Software Engineer continues 

to provide inputs to and supp01ts the JCIDS 
process. The Software Engineer suppo1ts all 

the engineering activities highlighted within 

the box titled Engineering Activities for 
Detailed Design Figme 5 to commence 

detailed systems definition and 
development. The Software Engineer 

ensmes a process is in place to report, 
analyze, and mitigate software development 

issues dming DT &E. The Software Engineer 
provides inputs to and supports the JCIDS process. 

Doc 

Refer to SMCI 63-104, Software Acquisition Process for Software Engineer activities and products 
typically required dming each phase. The Software Engineer develops and contributes to the development 

of the EMD Phase technical products. 
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4. Production & Dt'ployment~ Opt'rations & 

Support. The Software Engineer continues 

to ensure software meets the contractual 
software development requirements, and 

P&D I O&S Pbast'- Tt'chnical Products Rt'quirt'd 

integration activities, and is under 

configmation control. The Software 
Engineer continues to identify, assess, and 

resolve software related risks and issues as 
they arise. The Software Engineer develops 

and contributes to the development of the 
Production & O&S Phase technical products. 

SMC Softwat·e Technical 
Products 

Inputs tech baseline engineering 
changes 
Analyze reports of failures and 
mishap incidents 
T&E I Demo Reports 
Software evaluations of tech 
baseline docs, tech orders, 
operations manuals 

S/W Conbibutions to Other 
On!anizations' Products 

Supportability assessment Rpt 
Contribution 
Operational Assessments 
Contributions 
Transition & FieldinQ Docs 

Software Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach structme based primarily on their program 

objectives, program and technical challenges, organizational stmctme, as well as program and engineering 
planning, for example SWAMP, SEP, LCMP. Software Engineer also supports Integrated Baseline Review 

(IBR) . 

The Software Engineer develops and implements the software engineering program planning to achieve 
Program Office software engineering objectives and requirements. The planning should scope the software 

program to define key tasks and ftmctions to be performed and products to be developed; timing of tasks, task 
outputs, resources (skills, tools, equipment, and completion criteria) . The Software Engineer plans tasks to 

integrate software development activities within the Program Office, between Contractors and stakeholders. 

The Software Engineer plans the tasks to establish and manage software production; conduct review fomms; 
support Systems Engineering and Integration (SE&I) activities, risk management, integration, and system 

modifications; coordinate the software engineering planning with SMC Staff Software Engineering office, 
integrate software engineering planning with other ftmctional and acquisition plans (i.e . SWAMP, SEP, ASP, 

LCMP). 

Execution of the Software Engineer planning is typically defined through a program office Operating 
lnstmction which implements SMC and higher level instructions, policies, and directives. The Software 

Engineer provides ft.lll suppo1t to define the program and technical objectives where software challenges and 

risks are known or anticipated. The Software Engineer assists to establish the business model, develop program 
planning and schedules, and define and implement program processes. The Software Engineer ensmes the 

software components of the program are appropriately represented in the program plans, program schedules, 
work breakdown schedules, cost estimates. The Software Engineer also reports their technical performance and 

progress. The Software Engineer shares in the risk management responsibilities to identify, assess, and propose 
mitigating actions of software related risks. They also support the program manager' s problem identification, 

resolution, and decision-making processes. 
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The Software Engineer contributes to the 
development of the program management products 
identified in the Table. 

SMC Program Management Products 
PMD 
SWAMP SEP IMP IMS WBS 
Decision-making & problem solving inputs 
Technical proQression and issues reportinQ 
Software Cost Estimate, CARDs 
Earned Value Management (EVM) 
Processes (Ois) 
Risk ManaQement Inputs 
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Appendix C - Integrated Logistics Support 
DoDD 5000.0lrequires Program Managers to: "develop and implement peiformance-based logistics strategies 
that optimize total system availability while minimizing cost and logistics footprint." Further, within the 
Defense Acquisition Management System, DoDD 5000.0lrequires that: "Planning for Operation and Support 
and the estimation of total ownership costs shall begin as early as possible. Supportability, a key component of 
peifonnance, shall be considered throughout the system life cycle." 

The PM, as the life-cycle manager, is responsible for accomplishing program objectives across the life cycle, 
including the operating & supp01t (O&S) phase. Employing perfo1mance-based life-cycle product suppo1t tied 
to sustainment metrics is the overarching Department of Defense (DoD) concept for providing materiel 
readiness to the User. the Program Manager (PM), Product Suppo1t Manager (PSM) and Life-Cycle 
Logisticians can influence the design and provide effective, timely product support capability to achieve the 
system's materiel readiness and sustain operational capability. This can be effected by placing the emphasis on 
integrating life-cycle management principles, using perfo1mance-based life-cycle product suppo1t strategies, 
combining SystelllS Engineering processes resulting in materiel readiness at optimal life-cycle cost (LCC) 
through reduction of frequency, duration, and related costs of availability degrading events, reducing the 
system's manpower and logistics footprint. 

The SMC Program Office Logistician plans and executes the essential Logistics Engineering, acquisition, and 
management effo1ts in an integrated and effective manner to ensure that each Integrated Logistics Suppo1t 
(ILS) contribution is timely, adequate, consistent, and compliant. The Logistician ensures that their engineering 
contributions are challlleled through the SystelllS Engineering Analyses and Control activity. The Logistician 
also suppo1ts the Program Office engineering analysis and control effo1ts as well as technical and program 
management decision making. 

Applicable Governance, Standards, and Guidance 
Policy, directives, and instructions that mandate ILS related program requirements are included in a wide range 
of mandates including those providing requirements for acquisition, reliability and maintainability, T &E, 
software, SystelllS Engineering, and others. Table 5 below identifies the significant governance, standards, and 
guidance which generally require SMC compliance with ILS requirements and objectives. 

Table 5 Governance, standards, and guidance that shape the Integrated Logistics Support Engineeting discipline 

Documt>nt Xo Gowrnanct> Titlt> lssut> 
DoDI5000.01 The Defense Acquisition System 20 Nov O? 
DoDI5000.02 Operation of the Defense Acquisition System 08 Dec08 
CJCSI 3170 01G Joint Capabilities lnteoration and Development svstem 01 Mar 09 
DoDI 3020.37 Continuation of Essential DoD Contractor Services During Crises 26 Jan 96 
DoDI4151.19 Serialized Item Manaqement (SIM) for Materiel Maintenance 26 Dec06 
DoDI4151.20 Deoot Maintenance Core Capabilities Determination Process 05Jan 07 

Condition Based Maintenance Plus (CBM+) for Materiel 
DoDI4151.22 Maintenance 02 DecO? 

Prevention & Mitigation of Corrosion on DoD Military Equipment & 
DoDI5000.67 Infrastructure 01 Feb 10 
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DoDI 5200.39 16 Jul 08 

ILS Logisticians' Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. ILS contributions over this life cycle are best 
represented within the phases of the Defense Acquisition Management System. Figure 6 provides the 
acquisition life cycle framework within which Logisticians perform as well as the products that the 
Logisticians must develop or contribute to their development. SMC Program Offices establish and implement 
ILS program strategies and objectives consistent with the tenets of appropriate policies, SMC acquisition 
objectives, and program objectives. 

The Program Office then develops, attains approval for, and implements ILS planning through a Life Cycle 
Management Plan (LCMP), the Systems Engineering Plan (SEP) and higher level integrated planning (e.g., 
IMP) in accordance with ctment DoD policy. This planning will be fumly based on program and technical 
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objectives, strategies, DoD mandates, and instmctions. In addition the Logistics Engineer/Logistician prepares 
the Transition Support Plan (TSP) to establish plamling and implementation requirements associated with the 
production contracts fi:om the Developing Agency to the Using Agency. The Logistics POC also collaborates 
on the TOA (developed by A5 Tumover Agreement (TO A) to assist the Program Office to prepare for all the 
events and docmnentation needed for tmnover. 

An effective ILS program supports all of the major acquisition activities through the full system life cycle. 
Effective sustainment begins with the suppo1tability analysis to f01m CDD requirements for each 
supportability parameter to be designed, developed, or procured as proven commercial technology. It is these 
analysis-driven suppo1tability parameters, once integrated through Systems Engineering with all other 
technical parameters, which drive deployed system operational availability, sustainment effectiveness, and 
operator ownership affordability. 

All Phases - The Life Cycle Logistician considers each ILS support element, defining 
supportability objectives. 

Maintenance Planning: Establishes and documents maintenance concepts and requirements. 
Manpower and Personnel: Identifies personnel skills, grades and quantity required to support operation and maintenance of 
system. 
Supply Support: Determines requirements to acquire and manage spares and repair parts. 
Support Equipment: Identifies all equipment required to support operation and maintenance of the system. 
Technical Data: Ensures availability of scientific and technical information used to support systems acquisition, operations and 
sustainment. 
Training and Training Support: Determines requirements to acquire and support training devices and conduct training of the 
user community (ie., operators, maintainers, support personnel, etc). 
Computer Resources Support: Identifies facilities, hardware, software and support tools to operate and support embedded 
computer systems. 
Facilities: Identify real property required to support system operations and maintenance. 
Packaging, Handling, Storage and Transportation: Identifies designs and methods to ensure the system is preserved, 
packed, stored, handled and transported properly. 
Design Interface: Documents relationships of logistics-related design parameters to readiness and support resources 
requirements; influence design for supportability. 

The ILS plamling sufficiently defmes the ILS program to achieve the ILS and overall program objectives and 
requirements; specifies tasks and functions to be performed, timing of tasks, resources required, and products 
to be developed; fo1ms the basis for the development of the program ILS Operating lnstmction (01). The ILS 
planning is then reflected appropriately in the WBS, IMS, and other program documents that address ILS 
related elements. The ILS planning is executed concturently with the Program Office 01 that documents the 
process to perform, control, and integrate all ILS engineering and management activities for each phase of 
acquisition. The SMC Program Office ILS planning (usually contained in the LCMP, SEP and the detailed ILS 
program plamling) and 01 is based upon the appropriate program-approved life cycle. SMC Program Offices 
appoint establish and implement ILS program strategies and objectives consistent with the tenets of appropriate 
policies, SMC acquisition objectives, and program objectives. 
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1. Materiel Solution Analysis. Dlll'ing this phase the ILS 

Engineer provides inputs to and supp01ts most program 

acquisition activities to include the development of the 
acquisition strategy, inputs to the cost estimates, 

solicitation/RFP development for Contractor studies, and 
proposal evaluation activities. The ILS Engineer focus is 
on identifying initial concept and critical product supp01t 
capability requirements. Affordable operational 

effectiveness is the overarching sustainment objective 
that should be considered dtrring the JCIDS process. The 

~SA Phase- S~C Acquisition Products 

PMD 
AOA, ASP, lCD, TDS, OMS, TES 
LC Cost Estimate 
RFP inputs (ILS, Quality, RAM mission/operational/ 
system requirements; Assessment requirements; High 
level reliability formulations 
APB CCA 
SSP 
SEP, LCMP 
Draft COD Initial Spt & Main! Concepts 

ILS Engineer supp01ts mission, operational, and system concept definition and pla11lling to mahrre 

enabling technologies. The conclusion of this phase produces the initial acquisition strategy (including the 
sustainment strategy), a contrach1al document required to continue into the Technology Development 

Phase and includes initial support and maintenance concepts, LCC, and manpower estimates for the 
system concept. The ILS Engineer also contributes to the development of the MSA Phase acquisition 

products. 

2. Technology Development. The ILS Engineer provides 

inputs to and supports all program acquisition activities to 
include the development of the acquisition strategy and 

development of the Cost Analysis Requirements 
Description (CARD), solicitation/RFP development and 

proposal evaluation activities. The ILS Engineer 
identifies other contract requirements such as 

incentives/warranty programs and test & demo 

requirements to meet ILS objectives. The ILS Engineer 
also conu·ibutes to the development and updates to the 

TD Phase acquisition products. 

3. Engineering & Manufacturing Development. The ILS Engineer provides inputs to and suppo1ts all 

program acquisition activities to include updates to the 
acquisition strategy and updates to the CARD. The ILS 

Engineer supports the solicitation!RFP development and 
proposal evaluation activities which include providing the 

technical inputs including technical requirements, 
compliance standards, engineering approaches, 

incentives, and warranty programs to meet program 
objectives. The ILS Engineer identifies other conu·act 

requirements such as incentives/wall'anty programs and 
prototype and engineering qualification tmit supportability related test & requirements to meet ILS 

objectives. The ILS Engineer also conu·ibutes to the development and updates to the EMD Phase 

acquisition products. 
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4. P roduction & Deployment. The ILS Engineer provides 
inputs to and supports all program acquisition activities to 
include updates to the acquisition strategy and updates to 
the CARD. The ILS Engineer supp01ts the 
solicitation/RFP development and proposal evaluation 
activities. The ILS Engineer identifies other contract 
requirements: incentives/warranty programs; production 

ILS 

and field test & demo requirements; field performance and sustainment analyses to meet ILS objectives. 

5. Operations & Suppo11. In the total life-cycle systems 
management concept, providing user support and 
managing the demilitarization and/or disposal of old 
systems are the PM's responsibilities. During this phase, 
the PM is the system focal point to the User. The PM and 
his/her assigned ILS POC focuses on supp01ting the User 
by executing the sustainment program and on making 
adjustments based on effectiveness and operating 
conditions using Systems Engineering principles. The 

O&S Phase - SMC Acquisition Products 
Product Sot lntearator/Provider performance Rot 
Product Improvement Rpt 
ConfiQuration Control Rot 
Svstem Suoolv Mot 
LCMP 
Cost/Benefit Analysis 
Replacement Plannin!l 
Svstem Suooortabilitv Assessment 
Disposal Planning 

ILS Logistician consults with accountable militaty department logistics officials prior to making depot 
maintenance source of supp01t decisions to ensure the DoD Component depot maintenance 50 percent 
limitation sta.tutOiy requirement is being met. The PM and ILS Logistician coordinate with DoD 
Component logistics activities and DLA, as appropriate, to identify and apply applicable demilitarization 
requirements necessary to eliminate the ftmctional or military capabilities of assets and determine prope1ty 
disposal requirements for system equipment, support assets, and by-products. 

ILS Engineers' Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
Systems Engineers manage the engineering process and activities depicted in Figure 3 while the ILS Engineer 
contributes to this process. ILS engineers supp01t concept and architecture development and analyses; 
modeling and simulation eff01ts; technology studies. The ILS engineer develops/derives their requirements and 
supports the requirements analyses and allocations process. They also patticipate in technical sh1dies and 
technical solutions trades when logistics elements are a. factor. They provide design analyses contributions to 
determine and collaborate with the RAM Engineer to adjust reliability allocations, update reliability 
predictions, and ensure confidence in attaining ILS requirements through analyses, demo, and test. 

Relationship to other SEDs 
In performing the management and control ftmction, the SE effectively integrates all engineering ftmctions 
through the ft.lll system life cycle. The ILS Engineer ensures their technical inf01mation is current and 
appropriately applied through systematic control, collaboration and sharing across the organization. All 
elements ofiLS are developed in conceit with the system engineering effort and with each other. Tradeoff's are 
required between elements in order to detetmine balanced solutions and to acquire a. system that is : affordable 
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(lowest life cycle cost), operable, supportable, sustainable, transp01iable, and environmentally sotmd. ILS 
developmental eff011s are typically categorized into the following 10 elements: 

1. Reliability Engineering, Maintainability Engineering and Maintenance (preventive, predictive and 
corrective) Planning 

2. Supply (Spare prut) Suppo11 (e.g. AECMA 2000M standru·d) and acquire resources 
3. Suppot1 and Test Equipment/Equipment Suppot1 
4. Manpower and Pers01mel 
5. Training and Training Suppot1 
6. Teclmical Data I Publications 
7. Computer Resources Support 
8. Facilities 
9. Packaging, Handling, Storage, and Transportation (PHS&T) 
1 0. Design Interface 

The logistics suppot1 analyses must be timed and applied by the other Specialty Engineers to perform their 
unique contributions, and must be provided to teclmical and program management for decision making. 
The ILS Engineer SED's relationship to other SEDs is summarized in Figme 1. The ILS Engineer also works 
closely with the System Engineers performing deployment, integration and verification and validation planning 
and execution. The Logistics Engineer works closely with the Reliability Engineer perfonning maintenance 
and sustainment analyses. The Logistics Engineer aligns closely with the Quality Assmru1ce and Quality 
Engineer to ensme delivery and deployment of reliable products through controlled and predictable quality 
levels during production, handling, storage, packaging, ru1d transpotiation. 

Tools Selection & Use 
The ILS Engineer considers effectiveness and 
efficiencies gained by selecting and using the 
best choice of ILS tools considering the ILS tool 
requirements for LSA, logistics database 
development and management, information 

ILS Functions Requiring Tools 
Operations & Sustainment Modelinq 
RAM Analvses & Allocations 
Experiment Design, Growth, and Life Data Analysis 
Reliability Centered Maintenance 
FMEA LSA LSAR 
Training 

sharing, automated data exchanges with other tools, and other considerations. 

Engineering Activities and Products over the Life Cycle 
The following subsections summarize the ILS Engineer's contributions to engineering activities and technical 
products by DOD acquisition phase. Refer to SMC ILS guidance for detailed activities, requirements and 
guidance. 
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1. Mater iel Solution Analysis. Dw1ng this 

phase the ILS Engineer may provide inputs 
to and supp01t the Capabilities Based 
Assessment process and the JCIDS process. 
The ILS Engineer also contributes to the 
development of the MSA technical products. 

MSA Phase- Technical Products Required 

2. Technology Development. Dming this 
phase the ILS Engineer continues to provide 
inputs to and supp01ts the JCIDS process. 
The ILS Engineer also supports all the 
engineering activities highlighted within the 
box titled Engineering Activities for System 
& Segment Development & Design Figme 6 
to commence system definition and 
development. ILS Engineer develops and 

Sl\IC ILS Terbniral 
Products 

High level reliability analysis 
ILS inputs and factors for 
concept, architecture, technology 
studies and trades 
System ILS Req'ts {drnft) 
Roadmap inputs 

contributes to development of the TD Phase technical products. 

ILS Contributions to Other 
On!anizations' Products 

OperntionaiConcepts 

AoAStudies 

Initial Capabilities Doc {lCD) Dev 
DoDAF CVs, OVs 

The ILS Engineer focus is on developing preliminary design (down to subsystem/equipment level), 
reducing integration and manufacturing risk, and, fi:om a sustainment perspective, optimizing system 
sustainment through designed-in criteria to help ensme sustainability, with particular attention to reducing 
the logistics footprint, implementing human systems integration, and designing for support to help ensme 
life-cycle affordability. Detailed plans for organizing to manage implementation of the product support 
package begin in this phase. The supp01t concept and design-to requirements to design the product suppo1t 
package are defmed. Technology demonstrations and prototyping are conducted, determining matme, 
affordable technologies to be included in the system and support system designs. The demonstrations 
results and analysis refine requirements and the LCC estimate, nanow the ranges of all program metrics, 
and increase confidence the values can be met at an affordable cost. ILS Engineer emphasis is on matming 
the enabling technologies for achievement of suppo1tability objectives. Achievable performance 
evaluations, given demonstrated technologies, on refming supportability objectives, and identifying 
constraints, system or supply chain, to achieve operational readiness or mission effectiveness are 
completed. 
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3. Engineering & Manufacturing 

Devt>lopmt>nt. ILS Engineer continues to 
provide inputs to and supp01ts the JCIDS 
process. The ILS Engineer suppmts all the 
engineering activities highlighted within the 
box titled Engineering Act;vities for 
Detailed Design Figure 6 to commence 
detailed systems definition and 
development. The ILS Engineer along with 
the RAM Engineer establishes a closed-loop 
faihrre repmt ing system across contractors, 
stakeholders and other faihrre reporting/analysis & conective action contributors. The ILS Engineer works 
with the Reliability Engineer to establish JRMET to assist in collecting, analyzing, and categorizing ILS 
data during DT &E. The ILS Engineer inputs to and suppo1ts the JCIDS process. ILS Engineer develops 
and contributes to the development of the EMD Phase technical products. In this Phase, the ILS Engineer 
focus is on development of detailed integrated design to ensure producibility and operational 
suppo1tability by producing detailed manufacturing designs. Prototyping and analysis applied prior to this 
phase provides a design based on a matme technology, achievable within cost, schedule and sustainment 
constraints. Reduction of the logistics footprint; implementing human systems integration; designing for 
suppo1tability; and ensming affordability, integration with the supply chain, interoperability, and safety 
are used to refine the perfo1mance-based suppo1t concept and strategy, with associated requirements, and 
identify potential suppo1t providers. Developing the requirements for the long-term performance-based 
suppo1t concept and the initial product suppo1t package allows refinement of life-cycle management 
documents and analyses using iterative Systems Engineering analyses and developmental test results. 
Critical sustainment metrics are also refined and incentives developed for evenhial performance-based 
suppo1t contracts and/or perfo1mance-based agreements. Stakeholders are identified and included in 
Integrated Product/Process Team (IP1) processes to build an early understanding of and buy-in for 
sustainment requirements and objectives. The suppo1t concept is refined and potential support providers 
identified, Incentives to design for support and cost-effectiveness, are identified and included in the 
suppo1t strategy. 

4. Production & Deployment. The ILS 
Engineer continues to provide inputs to and 
suppo1ts the JCIDS process. The activities of 
ILS during this phase are extensive. Refer to 
the ILS guidance for activities and products 
typically required dming each phase. The 
ILS Engineer develops and contributes to the 
development of the Production & 
Deployment Phase technical products. 

Dming this phase, the ILS Engineer's 

P&D Phast>- Tt>chnical Products Rt>quirt>d 
SMC ILS Technical ILS Contiibutions to Other 

Products 0J'2anizations' Products 
Inputs tech baseline engineering Supportability Analyses Rpt chanqes 
Analyses of production quality Operational Assessments reports and test reports 
Transition & Fieldino Docs 
ILS Analyses Rpts; Reliability 
And Maintainability Information 
System Assessments (REMIS) 
V&V /T&E Reoorts 

emphasis is on fmalizing equipment product suppo1t packages/ maintenance plans, managing and 
deploying the initial sustainment capabilities, and demonstrating the product support capabilities and 
effectiveness. Once demonstrated, fielding and implementing sustainment capabilities provide users the 
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capabilities identified in requirements docmnents. Measuring the product sustainment package's 
effectiveness (including the associated supply chain) confirms user supp01t required to sustain the system 
within the budget provided is achieved, while informing senior leadership the consequences and impacts 
on the Sustainment KPP/KSAs of budget constraints. Coordinating with the contractors, supply chain and 
operators to ensure each understands and is implementing responsibilities in accordance with the LCMP in 
an integrated fashion. Monitoring any changes to the design, operational environment and supply chain 
and adjusting the logistics elements within the product supp01t package as required. Searching for 
improvements to reduce the product support package cost. Reliability of contractor cost and performance 
data. is verified by monitoring contracts. 

5. Operations & Support. ILS Engineer 
continues to provide inputs to and suppmt s 
the JCIDS process. The activities of ILS 
during this phase are extensive. Refer to the 
SMC-G-001 Life Cycle Systems 
Engineering, Section 4.3.5, Guide for ILS 
Engineer activities and products typically required. The ILS Engineer develops and contributes to the 
development of the O&S Phase technical products. 

During the O&S Phase, the ILS POC continually assesses the system performance fi:om the User's 
perspective with existing repmting systems and user feedback to evaluate the fielded system, focusing on 
perfmmance outcomes meaningful to the user. The data is analyzed, comparing performance expectations 
against actual perfo1mance, root causes of problems identified, and conective actions developed. 
Conective actions are implemented through maintenance plan/requirement changes, process changes, 
modification of perfo1mance-based product suppo1t agreements, and/or design changes. The final decision 
for the conective action selected will be determined by a balance between many factors, including but not 
liinited to risk/safety, costs, schedule, user requirements and probability of success. The ILS engineer 
continues to assess sustainability effectiveness of the fielded systems, adjusting the program as required to 
support the user. Users require readiness and operational effectiveness (i.e., systems accomplishing their 
Inissions) according to design parameters in an operational environment. Systems, regardless of 
application of design for suppo1tability, suffer varying stresses during actual deployment and use. 
Consequently, the PM should apply the Systems Engineering processes used in acquisition throughout the 
entire life cycle. The difference is that during this phase actual use data. including user feedback, failure 
reports, and discrepancy reports are used instead of engineering estimates. While acquisition phase 
activities are impo1t ant to designing and implementing a. successful and affordable sustainment strategy, 
the ultimate measure of success is supporting the User after the system has been deployed for use. 
Accordingly, the PM and DoD Components conduct periodic assessments of system support outcomes 
comparing actual vs. expected levels of performance and suppo1t. Assessments require close coordination 
with the user, support providers and appropriate Systems Engineering IPTs. The PM and ILS engineer 
conducts periodic In-Se1v ice Reviews which include suppo1tability assessments. These assessments may 
result in disposal of the system following statutory regulations and policy. 



ILS SMC Specialty Engineering Disciplines 63 

ILS Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach structme based primarily on their program 
objectives, program and technical challenges, organizational structme, as well as program and engineering 
planning (SEP plus detailed ILS planning). 

The ILS Engineer develops and implements the ILS program planning to achieve ILS objectives and 
requirements. The planning defines the ILS tasks and fimctions to be performed and products to be developed; 
timing of tasks, task outputs, resources (skills, tools, equipment, and completion criteria. The ILS Engineer 
plans tasks to integrate ILS activities within the program office, between Contractors and stakeholders. The 
ILS Engineer plans the tasks to establish and manage ILS activities and forums; support SE&I activities, e.g., 
production process controls, V & V activities, risk management, integration, and system modifications; 
Coordinate the ILS planning with SMC ILS OPR, operating commands, suppo1t ing commands, and test 
agencies; integrate ILS planning with other fimctional and acquisition plans (i.e. SEP, ASP, LCMP). 

Execution of the ILS planning is typically defined through an Operating Instruction. The ILS Engineer 
provides fi.Ill support to define the program and technical objectives where ILS challenges and risks are known 
or anticipated. The ILS Engineer assists to establish the business model, develop program planning and 
schedules, and defme and implement program processes. The ILS Engineer ensures the ILS components of the 
program are appropriately represented in the program plans, program schedules, work breakdown schedules, 
cost estimates. The ILS Engineer also reports their technical performance and progress. The ILS Engineer 
shares in the risk management responsibilities to identify, assess, and propose mitigating actions of ILS related 
risks. They also support the program manager's problem identification, resolution, and decision making 
processes. 

The ILS Engineer contributes to the development of the 
program management products identified. The SMC Systems 
Engineering Primer & Handbook describes the role-up and 
relationships of the engineering detailed plans and schedules, 
and WBS as well as the integration of ILS with program and 
project management. ILS develops and contributes to the 
development of the program management products identified. 

SMC Program Management Products 
SEP, IMP, IMS, WBS, LCMP 
Decision-makin!l & problem solvin!l inputs 
Technical proQression and issues reportin!l 
LC Cost Estimate (CARDs). Processes (Ois) 
Risk Management Inputs 
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Appendix D - Design Engineering 
SMC Program Office Design Engineers at the system, segment and subsystem levels patticipate throughout the 
acquisition life cycle process to achieve higher innovation, balanced solutions, reduced system development 
risks, apply reuse strategies, and reduce cycle time and system costs. For each of the life cycle phases ofFigme 
7, the SMC design engineer pruticipates to meet the objectives in planning, acquisition, ru1d engineering 
activities for effective contract execution. 

The following paragraphs provide an overview of the SMC Project officer' s design engineering roles and 
responsibility dming program execution. 

Design Integration 
Integrated System Design commences with the entry into the Engineering and Mrumfacturing Development 
(EMD) Phase. DoDI 5000.02 defines Integrated System Design as that eff01t intended to define system and 
system-of-systems ftmctionality and interfaces, complete hru·dware and software detailed design, and reduce 
system-level risk. Integrated System Design includes the establishment of the product baseline for all 
configmation items. It is commonly tmderstood that SMC contractors perform the actual design of space and 
missile systems subject to cost, schedule, and performance constraints. The SMC Program Office oversees 
contractor performance and participates in decisions on system architectme and perfonnance. Design 
implementation is achieved with concept documentation, architectural rutifacts, system requirements 
doctilllents and interface specifications approved by SMC at major design reviews. 

System Level 
At the system level, design engineering is a multi-disciplinru·y process that assesses 11llSSton operations, 
requirements and available technology for spacecraft, payload, C3 and data processing. A typical goal for 
system design is to produce a balanced design solution meeting all mission needs that provide the lowest life 
cost. In some cases, schedule and specific technology requirements may be the parameters that drive the 
system design. 

Initially, design engineers supp01t Systems Engineering to define the system architecture. The design engineer 
participates in trade studies which pattition performance and functionality between space and grotmd 
segments, meets user needs and disseminates information to interfacing systems. Example space/grotmd trades 
are processing requirements (flight vs. grotmd software), commtmications links (antenna size, data rates, 
power), orbits and ground station siting, and data latency allocations. Design engineers validate the flowdown 
of requirements to lower levels to assure that there is a credible technology solution( s) and that these solutions 
ftllly implement the operations concept. SMC participates by conducting reviews, controlling the trade space 
and decision process. 

As the program enters preliminruy system design, allocated, and interface design selections may have been 
detennined in prior program concept and technology development phases. Some early phase technology and 
make-or-buy decisions may constrain space and grotmd systems designs down to the component level. The 
impacts of these early design decisions fix costs, constrain technical trades, and often constrain system 
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perfonnance and operations when operational concepts are selected, technology choices are detennined, and 
system level defmition docwnents the system and allocated baseline 

As a program evolves, design engineering focuses on the design of segment and subsystems, interfac.es, 
verification, integration and test, and provides supp01t during operations and maintenance. Generally, lead 
engineers assigned within the Program Office systems engineering organization and lead engineers assigned to 
system, segment, or product development IPTs fulfill the design engineers' role described below. In addition, 
SMC design engineers support all program acquisition Milestones, with planning, engineering and 
programmatic inputs. The following sections discuss design engineering for grotmd systems and space, 
respectively. 

Ground System 
At the grotmd system level, design engineering validates the flow-down of requirements by demonstrating the 
availability of implementable solutions and assessing risks for technology development. The grotmd system 
design engineer seeks implementation solutions for mission operations, C3, mission data processing, training 
and operations and maintenance support. 

Ground System Subsystem Design 
SMC Program Office ground system design engineers may specialize in a particular technology, system 
component or device as shown in Table 6. Several subsystem engineering disciplines support the design 
integration activities at the grotmd segment level. 

Table 6 SMC Ground Subsystem Enginee1ing 

Design Disciplines S:\1C Responsibilities 

Spacecraft Ooerations • Support Acquisition Process 
Mission Planning • Define operational constraints 
Ground Communications • Support CONOPS development 
Personnel TraininQ • Lead Interface worl<ing groups 
O&M Support • Participate in program IPTs 
Mission Data ProcessinQ • Control ground trades and decisions 
Software Development • Oversee contractor technical performance 
Facilities • Assess proqrammatic performance 

Grotmd segment subsystem design engineers are instmmental in planning and implementing technology 
mahlrity strategies, assisting defmition of technology demonstrations, and performing assessments of 
technology readiness. The subsystem design engineer also assists in definition of developmental risk 
mitigations through prototyping, qualification testing, and analyses and is a primary participant in technology 
sh1dies, design trades, make-or-buy decision process, and a vital contributor to design reviews. 

Space System 
At the space system level, design engineering validates the flowdown of by demonstrating the availability of 
implementable solutions and assessing risks for technology development. The space system design engineer 
seeks implementation solutions for the spacecraft, payloads, commtmications, and flight software. 
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Space System Subsystem Design 
This SED addresses the SMC Program Office space system design engineer that specializes in a patticular 
technology, system component or device. Most SMC Programs rely heavily upon space system engineers that 
specialize in design disciplines as shown in Table 7. These design engineers provide insight into the 
engineering and operational limitations of a design and its adequacy to meet stated requirements and interface 
constraints. 

Table 7 SMC Space Subsystem Design Engineering 

Design Discipline S:\1C Responsibilities 

Payloads • Support Acquisition Process 
Communications • Define operational constraints 

Remote Sensing • Support space architecture development 

NaviQation • Lead Interface worl<ing groups 

Special (SIGINT, lasers, etc.) • Participate in program IPTs 

Spacecraft • Control space trades and decisions 
• Validate subsystem requirements 

Guidance. Navigation • Assess technology options 
Attitude Control • Participate in risk management/mitigation 
n&c • Monitor and assess V&V activities 
Command & Data Handling • Provide authority to proceed to manufacturing 
Power • Support system test 
Thermal • Oversee contractor technical performance 
Propulsion • Assess programmatic performance 
Structures and Mechanisms 

Space segment subsystem design engineers are instnunental in planning and implementing payload and space 
technology maturity strategies, assisting definition of technology demonstrations, and performing assessments 
of technology readiness. The space segment subsystem design engineer also assists in definition of 
developmental risk Initigations through prototyping, qualification testing, and analyses and is a primary 
participant in technology studies, design trades, make-or-buy decision process, and a vital contributor to design 
reviews. 

Applicable governance, standards, and guidance 
Policy, directives, and instructions that mandate SMC design engineering related program requirements are 
included in a wide range of mandates providing requirements for acquisition, systems engineering, safety, 
reliability, T &E, Human Systems Integration (HSI), and others. The DoDI 5000.02 Design Engineer related 
mandates for SMC acquisition programs include ensuring the TDS addresses all known or probable Critical 
Program Information (CPI) and potential cotmtetmeasures such as anti-tamper in the prefened system concept 
and in the critical technologies and competitive prototypes to inform program protection and design integration 
during the Technology Development Phase. 

DoDI 5000.02 also provides instnrctions for the realization of system design characteristics that provide 
producible, reliable and maintainable systems; modular open systems; diagnostics, prognostics, and health 
management in embedded and off-equipment applications; and system designs that minitnize or eliminate 
system characteristics that require excessive cognitive, physical, or sensory skills; entail extensive training or 
workload-intensive tasks; result in Inission-critical enors; or produce safety or health hazards. 
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AFI 63-1201, Life Cycle Systems Engineering, restates the 5000.02 requirements and instructs the Program 
Office Chief Engineer to ensme development of robust design solutions that balance technical and 
progranunatic requirements, including considerations for additional capability increments. Robust designs are 
relatively insensitive to variations in manufacturing and operational environments, and accommodate change 
by incorporating attributes of scalability and expandability. 

Table 8 below identifies the significant govemance, standards, and guidance which require SMC Program 
Offices to apply effective Design Engineering practices to satisfy mandates. 

Table 8 Governance, standards, and guidance that shape the Design Engineeting discipline 

Document X umber Governance Title Issue 
DoDI500002 Operation of the Defense Acquisition System 08 Dec08 
AFI63-101 Acquisition and Sustainment Life Cycle Management 22 Mar 11 
AFI63-1201 Life Cycle Systems Engineering 23 Jul 07 

Document X umber Standards Title Issue 
MIL -STD-15428 15 Nov 91 
MIL-STD-461F 10 DecO? 

In addition, the SMC requirements for system and system element design solution and validation are provided 
in SMC-S-001. SMC guidance to perf01m common design engineering activities are provided in SMC-G-001 
and in this SED. 
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The Design Engineer understands the relevant requirements inherent in the above directives to facilitate the 
application and integration of design considerations into the Systems Engineering process. As patt of risk 
reduction, the Design Engineer supports the PM and Lead Systems Engineer I Chief Engineer to effectively 
implement and manage the design decision process. 

Design Engineers' Contributions to Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. Design engineering contributions over this life 
cycle are best represented within each lifecycle phase. Figme 7 provides the acquisition life cycle fi:amework 
within which Design Engineers perform as well as the products that the Design Engineers develop or 
contribute to their development. This figme provides the guidance to perform design engineering planning, 
support pre and post contract award acquisition activities, and perform design engineering across the system 
lifecycle. SMC Program Offices establish and implement design engineering program strategies and objectives 
consistent with the tenets of appropriate policies, SMC acquisition objectives, and program objectives. The 
Program Office develops, attains approval for, and implements design engineering plalllling into the SEP and 
higher level integrated plalllling (e.g., IMP) in accordance with cunent DoD policy. This planning is fumly 
based on program and technical objectives, strategies, DoD mandates, and instructions. 

Effective design engineering supp01t s all of the major acquisition activities through the full system life cycle. 
The Design Engineer sufficiently defmes the engineering related program plalllling to satisfy design 
engineering requirements to achieve overall program objectives. The initial planning specifies tasks and 
fi.mctions to be performed, timing of tasks, resomces required, and products to be developed. This planning 
then forms the basis for the development of the program design engineering (or systems engineering) 
Operating Instruction (01). The Design engineering planning and 01 are then reflected appropriately in the 
SEP, WBS, IMS, and other program documents that address design engineering related elements. The Design 
Engineer delineates the strategy for integrating a solid technical decision process into the overarching systems 
engineering process. The design engineering planning is executed concmrently with the Program Office 
Operating Instruction that documents the process to petfonn, control, and integrate all engineering and 
management activities for each phase of acquisition. 

The SMC Program Office design engineering planning (usually contained in the SEP and the detailed 
engineering program plalllling) and process descriptions (Ois) are also based upon the appropriate program
approved life cycle. The following subsections delineate design engineering contributions to acquisition 
activities and products by DOD acquisition Phase. Also refer to SMC-G-001 for a more complete list of design 
engineering activities and products that are prepared by the Program office and their Contractors. 

1. Materiel Solution Analysis. Dming this phase the 
Design Engineer provides inputs to and supp01t s most 
program acqmsttlon activities to include the 
development of the acquisition strategy and technology 
development stt·ategy, inputs to the cost estimates, 
solicita.tion/RFP development for Contractor studies. The 
Design Engineer may lead or support evaluations of 

MSA Phase- SMC Acquisition Products 

ASP, TDS, OMS, TES 

LC Cost Estimate 
RFP inputs (Design solutions or constraints; concept 
development I assessment requirements) 

APB, SEP, LCMP 
. . 

altemative concept solutions and identification of potential cnttcal technologtes and tdentificatton of 
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competitive prototypes. The Design Engineer also contributes to the development of the MSA Phase 
acquisition products. 

2. Technology Development. The Design Engineer 
provides inputs and supports program acquisition 
activities to include development of the acquisition 
strategy, updates to the cost model and the Cost Analysis 
Requirements Document (CARD), solicitation/RFP 
development and proposal evaluation activities. The 
Design Engineer also contributes to the development and 
updates to the TD Phase acquisition products. The Design 
Engineer may lead or suppo1t technology trades, 
technology advancement strategies, technology readiness 

TD Phase- SMC Acquisition Products 

Updates to ASP, TDS, OMS 
LC Cost Estimate Update I CARD Development 
RFP: design objectives in the SOO; design related 
tasks in SOW; SMC- Design standards - tailored 

APB: Technology objectives & related concept 
descriptions 
Detailed technology development planning, SEP, 
LCMP, TEMP 

assessments, critical technology assessments, and evaluations of alternative solutions. The Design 
Engineer begins to document technical solutions decisions (see section below Design Engineers' 
Contributions to Engineering Life Cycle Framework) . 

The Design Engineer identifies contract requirements relating to the evolving design and known design 
constraints, design I prototyping related tasks, test & demo requirements to meet design engineering 
objectives. The Design Engineer also contributes to the development and updates to other TD Phase 
acquisition products. 

3 . Engineering & Manufacturing Development. 
During this phase, Design engineering efforts are 
concentrated on evolving and analyzing the system design 
to assme that 1) the design is evolving consistent with the 
baselined requirements, 2) design qualification is 
progressing consistent with the contract requirements, 3) 
the fielded system will conform to regulatory 
requirements. 

E:\1D Phase- SMC Acquisition Products 

Updates to ASP, TDS, OMS 
CARD update 
RFP: design objectives in the SOO; design related 
tasks in SOW; SMC- Design standards - tailored; 
design baseline descriptions 
APB: Eng objectives & related concept descriptions 
Detailed design related planning, SEP, LCMP, TEMP 

The Design Engineer also provides inputs to and supports program acquisition activities to include updates 
to the acquisition strategy and updates to the cost model to reflect the actual technical solutions baselined 
and updates to the CARD. The Design Engineer suppo1ts the solicitation!RFP development and proposal 
evaluation activities which include providing the technical inputs including technical requirements, 
compliance standards, engineering approaches, incentives, and wananty programs to meet program 
objectives. The Design Engineer identifies other contract requirements as necessary to meet design 
engineering requirements and program objectives. The Design Engineer also contributes to the 
development and updates to the EMD Phase acquisition products. 
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Figm·e 7 Acquisition life cycle process for SMC Design Enginee1ing 
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4. Production & Deployment~ Operations & Support. 
P&D I O&S Phase- S.\1C Acquisition During the Production and Deployment phase, Design 

efforts are concentrated on the evaluation proposed 
engineering changes, assessments of production and 
fielding tests, and production and fielding challenges that 
potentially alter the baselined design. The Design 
Engineer provides inputs to and supp01ts program 
acquisition activities to include updates to the acquisition 
strategy and updates to the cost model to reflect the actual 

Products 
Updates to ASP, TDS, OMS 
RFP: design objectives in the SOO; design related 
tasks in SOW; SMC- Design standards - tailored 
Detailed planning, SEP, LCMP, TEMP updates 
CARD update 

technical solutions detel1llined. The Design Engineer supports the solicitation/RFP development and 
proposal evaluation activities. The Design Engineer identifies other contract requirements: production and 
field test & demo requirements; field performance and sustainment analyses to meet program objectives. 
At the end of its useful life, the Design Engineer ensures that the system is demilitarized and disposed of 
in accordance with all legal and regulat01y requirements and policy. 

Design Engineers' Contributions to Engineering Life Cycle Framework 

Relationship to the SE Organization 
The Design Engineer plans and executes the essential design engineering efforts in an integrated and effective 
manner within the context and full supp01t of the overarching Systems Engineering function. The Design 
Engineer ensures that their SED contributions are timely, adequate, consistent, and compliant. The Design 
Engineer ensures that their contributions are channeled through the Systems Engineering Ana~yses and Control 
activity. 

Systems Engineers manage the engineering process and activities depicted in Figure 3 while the Design 
Engineer contributes to this process. The Design Engineer may be designated to be the process owner of the 
Design Solution element of the process as well as select Analyses & Control activities. The set of activities 
associated with the design solution (synthesis) element is described in the SMC Systems Engineering Primer 
and Handbook. 

In addition the Design Engineer defines and provides the roadmap to realize system design characteristics that 
provide producible, reliable and maintainable systems; modular open systems; diagnostics, prognostics, and 
health management in embedded and off-equipment applications; and system designs that minimize or 
eliminate system characteristics that require excessive cognitive, physical, or sensory skills; entail extensive 
training or workload-intensive tasks; result in mission-critical enors; or produce safety or health hazards. Table 
9 below highlights typical design characteristics that are addressed in SMC space systems acquisition 
strategies, transformed into system requirements, and implemented through design practices. 
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Table 9 Typical Design Characteristics Addressed in SMC Space Systems Acquisition Sh·ategies 

Design Characteristic Descriptions Source 
Characteristic 

Producible Design analyses for manufacturing efficiencies Manufacturing SED 
Reliable Design analyses and test to determine product life. Failure SMCI 63-1201 SMC RAM 

analyses to model system reliability and determine potential Instruction 
failure modes and remedy reliability issues 

Maintainable Design analysis to determine ease of maintenance and remedy SMCI 63-1201 SMC RAM 
maintainability issues Instruction 

Modular Open Systems Design for open systems. Incorporates the six basic elements of SMC Systems Engineering 
an open architecture into all design considerations and trades: Primer and Handbook 
open-standards, interoperable, interchangeable, portable, 
modular, and scalable. Design for desirable attributes of modular 
units such as low coupling, high cohesion, and low connectivity. 

Diagnostics, Prognostics, Design for autonomous or prompted space systems fault SMCI 63-1201 SMC RAM 
& Health Management detection, isolation, and management Instruction 
Interoperable Design for interoperability. Systematically derive the system CJCSI 6212.01 E lnteroperability 

functionality from the operationally stated interoperability and Supportability of Information 
constraints. Collaborate functional and physical interface Technology & National Security 
architectures, requirements, and designs across systems. Systems 
operators, maintainers 

Scalable & Expandable Plan and design for growth to support future needs: physical SMC Systems Engineering 
expansion, increased capacity, improved performance. Define Primer and Handbook 
growth strategies, requirements, and design characteristics. 

Interchangeable Design practice to select common parts, materials, processes, SMC Systems Engineering 
components; reuse software, documentation, and procedures. Primer and Handbook 

The Design Engineer supports concept and architecture development and analyses; modeling and simulation 
eff01ts; technology studies, and technology advancement effo1ts. The Design Engineer develops/derives design 
related requirements and suppo1ts the requirements analyses and allocations process. He/she also participates 
and sometimes manages the technical studies and technical solutions trades. The Design Engineer provides 
design analyses contributions to determine or assess design characteristics, propose altemative solutions, and 
determine mitigating actions or solutions to problems or identified risks through prototyping effo1ts. The 
Design Engineer also works closely with the Systems Engineers performing interface analyses and ftmctional 
analyses. The Design Engineer also suppo1ts the integration and verification and validation planning and 
execution. 

In performing the management and control ftmction, the Systems Engineer effectively integrates all 
engineering ftmctions through the ftlll system life cycle. The Design Engineer ensures their technical 
contribution to the overall engineering advances and is applied through systematic control, collaboration and 
sharing across the organization. For example, their products, e.g., documented design constraints, are timed to 
coincide with architectural trades, design trades, reliability analyses (fault tree, failure modes, critical items 
lists, reliability block diagrams, etc). In addition, Design Engineering products are timed and applied by the 
other Specialty Engineers to perform their tmique contributions, and must be provided to technical and 
program managers for decision making. 

Relationship to other SEDs 
The Design Engineer SED relationship to other SEDs is summarized in Figure 1. Design Engineer interactions 
with the other SEDs are critical to perform and integrate their engineering contributions to the system 
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development effmts. Design Engineers team with the architecture engineers, Operations Analysts, and others 
to perfonn technology assessments and advance technologies. Design Engineers team \Vith the requu·ements 
analysts and multiple specialty engineers to perfonn technical solutions trades, requu·ements analyses and 
baseline control of the design constrail1t:s. 

The Design Engineer works closely with the Manufacturing Engineers, QA/QE, and Process Engineers to 
ensure the production envu·munent is adequately designed and controlled to preserve the design during 
production, packaging, shippil1g, and handling. 

Tools Selection and Use 

The Design Engineer considers effectiveness and efficiencies 
gained by selecting and using the best choice of Design 
Engineering tools considering the tool requirements for 
identifying, analyzing, and managing the design requirements and 
design constraints; performing technology trades and advancing 
technologies through maturity. 

Engineering Activities and Products over the Life Cycle 

Engineering activities that are tmique to design engineering il1clude: 

Typical Dt>sign Engint>t>ring Functions 
Rt>quiring Tools 

Technology trades 
Technology Readiness Assessments 
Design constraints analyses 

• Maintain the integrity of the technical solutions decision process 
• Manage or support an effective technology development program 
• Identify and analyze design requu·ements and constraints 
• Ensure the design baseline is appropriately defined and managed during development 

Design Analyses. The Design Engineer promotes adherence to all applicable statutes and to contrach~ally 
designated design requil·ements as applicable. The Design Engineer ensmes the Contractor(s) identify and 
analyze all applicable design factors; employs design techniques to mitigate design related risks or challenges; 
avoids use of products and materials that present personnel and envu·onmental hazards and minimizes life 
cycle costs bmdens. Design analyses are performed in many forms to essentially ensme that the final design 
reconciles engineering problems and provides balanced solutions. Design-related tradeoffs and analyses are 
presented throughout the System Engineering process to identify balanced technical solutions. 

Example SMC specifications and standards program for space vehicles include the following design 
categories: 

• Stt1.rch1res 
• Moving Mechanical Assemblies 
• Pressmized Hardware 
• Electrical Power 
• Ordnance 
• Patt s, Materials, & Processes 
• Software 

Other design related analyses may include thermal, shock and vibration, safety, reliability, critical program 
information protection and design countermea.smes, and other analyses. The following subsections delil1eate 
Design Engineer contributions to engineering activities and technical products by DoD acquisition phase. 
Refer to SMC-S-00 1 for a more complete list of Design Engil1eer activities and products prepared by the 
Program Office and their Contt·a.ctors. 
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1. Matt>rit>l Solution Analysis. Tllis is the 
initial study phase. Top level 
requirements, broad altemative solutions 
to the space mission, its components, 
interfaces and constraints are defined, 
along with technology development 
strategies, risk assessments and nlitigation 
approaches are developed. During this 
phase the Design Engineer may provide 
inputs to and suppmt the Capabilities 
Based Assessment process and the JCIDS 

MSA Phast>- Tt>chnical Products Rt>quirt>d 

SMC Desi~n En~eer Contlibutions to Other 
Technical Products Org~tions'Producu 

High level assessment Operational Concepts 
proposed concepts & archs 
Design inputs and factors for AoAStudies 
concept, architecture, 
technology studies, and trades 
Design constraints and design lCD Dev 
req'ts (draft) 

process. The Design Engineer evaluates proposed concepts and architectures to identify and assess 
implications of concephml solutions to tmnecessarily constraining trade-space and provides 
recommendations for each altemative. The Design Engineer assists to define I refine design 
constraints and technology related requirements to support the 1st iteration of the requirements 
analysis of the Initial Capabilities Document (I CD). The Design Engineer also and contributes to the 
development of the MSA Phase technical products in supp01t of Milestone A 

2. Technology Development. During this 
phase the Design Engineer continues 
reassessment and validation of 
requirements, development of designs for 
altemative nlission concepts, perfmm 
architech1re trades; develop brass boards 
and prototypes as necessary for risk 
nlitigation to provide inputs to and 
supports the JCIDS process and Milestone 
B. The Design Engineer also suppmts all 
the engineering activities highlighted 
within the box titled Engineering 
Activities for System & Segment 

TD Pbast>- Tt>cbnical Products Rt>quirt>d 

SMC Design Engineer Contributions to Other 
Technical Products Org~ations'Producu 

Technology studies & Operational Concepts 
assessments. Factors for other 
studies/ trades 
Identification of Critical Operational Assessments 
Technologies 
Design constraints I reqts COD 
Inputs to arch dev: physical DoDAF CVs, OVs , ISPs 
elements & descriptions 
Inputs to system design, System Baseline 
production, fielding, sustain docs Documentation . . 

Development & Design Figure 7 to commence system definitiOn and development. Des1gn Engmeer 
develops and contributes to development of the TD Phase technical products. The Design Engineer 
typically manages or ensures effective execution of the Design Solution element of the process. The 
Design Engineer also contributes to the development and updates to the TD Phase acquisition and 
engineering products. The Design Engineer may lead or support technology trades, technology 
advancement strategies, technology readiness assessments, critical technology assessments, and 
evalmtions of altemative solutions. The Design Engineer begins to document technical solutions 
decisions (see section below Design Engineers ' Contributions to Engineering Life Cycle Framework) 
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3. Enginet>ting & Manufactming 

Developmt>nt. Design engineer suppotts 
completion of detailed definition and 
design of system components, 
design/requirements compliance and 
verification, development of test hardware 
and software. Design Engineer continues 
to provide inputs to and suppo1ts the 
JCIDS process for Milestone C. The 
Design Engineer supports all the 
engineering activities highlighted within 
the box titled Engineering Activities for 
Detailed Design Figure 7 to commence 
detailed systems definition and 
development. The design Engineer 
documents the evolving design elements, 
aligns the elements to the specification 

E:MD Phast>- Tt>chnical Products Rt>quirt>d 

Sl\IC Design Engineer Conbibutions to Other 
Technical Products Orga8Uations'Producu 

Technology Studies, Operational Concepts 
assessments. Factors for other 
studies/ trades 
Identification of Critical Operational Assessments 
Technologies 
Documented design constraints I Capabilities Production Doc 
requirements (CPO) 
Inputs to architecture DoDAF CVs, OVs , ISP 
development:: physical elements 
and descriptions determined 
through trades & analyses 
Inputs to system design, System Baseline Documentation 
production, fielding, sustain docs 

tree, CARD architecture, and DoDAF architecture products. The design engineer ensures design 
related constraints and requirements are defined, analyzed, and managed through the requirements 
development and management process. The design engineer assesses the Contractor design analyses 
activities, results and ensures contract compliance. The Design Engineer ensures process is in place to 
repo1t, analyze, and Initigate design issues during DT &E. The Design Engineer provides inputs to and 
supports the JCIDS process. Refer to SMC-G-001 for Design Engineer activities and products 
typically required during each phase. The Design Engineer develops and contributes to the 
development of the EMD Phase technical products. 

4. Production & Deployment, Operations 
& Support. The Design Engineer 
continues to assess the design to deterlnine 
if it meets the contractual requirements 
and that build and integration activities do 
not induce additional Design risks. The 
Design Engineer supports technical 
baseline engineering change activities. 
Constmction of grotmd and flight systems, 
system integration and test, operations and 
maintenance of the system takes place in 
this phase. The design engineer provides 

P&D I O&S Phast>- Tt>dmical Products Rt>quirt>d 

SMC Design Engineer Contlibutions to Other 
Technical Products Orga8Uations' Producu 

Inputs tech baseline engineering Supportability assessment Rpt 
changes Contribution 
Analyses of failures and mishap Operational Assessments 
incidents Contributions 

Transition & Fielding Docs 
T&E I Demo Reports 
Evaluations of T ech Orders, 
operations manuals 

operations and maintenance oversight and suppo1t through end of life. The Design Engineer ensures 
that the build instructions adequately implement the documented design and ensures the 
manufachiring envirolllllent Ininors the manufach1ring design. (This is usually performed during the 
PCA.) The Design Engineer helps the Program Office address end-of-life safing, and space 
envirolllllents per AFSPC Supplement to AFI 91-202. The Design Engineer develops and contributes 
to the development of the Production & O&S Phase technical products. 

Design Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach struchu·e based primarily on their program 
objectives, program and technical challenges, organizational stmchu-e, as well as program and engineering 
planning (SEP plus detailed engineering planning). 
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The Design Engineer develops and implements a Design engineering approach to achieve Program Office 
Design engineering objectives and requirements. The approach, which is documented in the SEP, defines the 
Design Engineering tasks and ftmctions to be performed and products to be developed; timing of tasks, task 
outputs, resources (skills, tools, equipment, and completion criteria). The Design Engineer plans tasks to 
integrate design activities within the Program Office, between Contractors and stakeholders. The Design 
Engineer plans the tasks to establish and manage the design solutions and decision process; technical review 
fonuns; supp01t SE&I activities, risk management. integration, and system modifications; coordinate the 
engineering pla1ming with SMC Staff Design Engineering office, integrate design engineering planning with 
other ftmctional and acquisition plans (i.e., SEP, ASP/Acquisition Strategy Document, LCMP). 

Execution of the Design Engineer planning is typically defined 
through an Operating lnstmction which implements SMC and 
higher level instructions, policies, and directives. The Design 
Engineer provides ft1ll support to defme the program and 
technical objectives where design challenges and risks are 
known or anticipated. The Design Engineer assists to establish 
the business model, develop program planning and schedules, 
and define and implement program processes. The Design 
Engineer ensures the technical solutions elements of the program 
are appropriately represented in the program plans, program 

S:\1C Program Management Products 

PMD 
SEP, IMP, IMS, WBS 
Decision-making & problem solving 
Technical progression and issues reporting 
LC Cost Estimate (CARD) 
Processes (Ois) 
Risk Management Inputs 

schedules, work breakdown schedules, cost estimates. The Design Engineer also rep01ts their technical 
perfonnance and progress. The Design Engineer shares in the risk management responsibilities to identify, 
assess, and propose mitigating actions of design related risks. They also support the program manager' s 
problem identification, resolution, and decision-making processes. 

The Design Engineer contributes to the development of the program management products identified in the 
Table. 
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Appendix E - Manufacturing and Producibility 
The SMC Manufacturing & Producibiity Engineer, hereafter refened to as Manufacturing Engineer (ME), has 
the responsibility to f01mulate and execute the Manufacturing and Producibility Program for new and existing 
programs at SMC. The ME plans and executes the essential Manufacturing Engineering and Manufachuing 
Management for the contracted manufachu·ing operations to ensme that manufachll·ing planning and operations 
are timely, adequate, consistent, and compliant. The ME ensures that manufachuing engineering conn'ibutions 
are channeled through the Systems Engineering Analyses and Control activity. 

Applicable governance, standards, and guidance 
Policy, directives, and instl'ltctions that mandate manufachu·ing engineering and management requirements are 
included in a wide range of mandates including those for acquisition, T &E, software, systems engineering, and 
others. Governance specific to manufachll·ing and producibility extends from United States Code (USC) Title 
10, Federal Acquisition Regulations, as well as DoD and Air Force directives and instructions. Mandated 
requirements that the ME must address also span the full acquisition lifecycle from the requirements to assess 
the critical technology elements (CTEs) associated with each proposed materiel solution, including 
manufachu'ing feasibility, and, where necessary, demonstration needs; Industl'ial Base assessments and 
protection; and continual assessments and actions to mitigate manufachmng sources. One of the most 
important tasks for the SME ME to accomplish is to tailor the application of the governance and standards to 
the pa1ticular system acquisition to assure that manufachu·ing and producibility are appropriately included in 
the RFP and evenhlal contract SOW, CDRL, and baseline of technical requirements. 

National Technology and Industrial Base (10 U.S.C. 2506). The ME ensures technological and industl'ial 
capability considerations are integral to SMC space systems acquisitions practices to develop, produce, 
maintain, and support the industrial base protection program. The ME ensures performance of an analysis of 
the capabilities of the national technology and industrial base to develop, produce, ma.intain, and supp01t such 
program, including consideration of the following factors related to foreign dependency: 

1.) The availability of essential raw materials, special alloys, composite materials, components, tooling, 
and production test equipment for the sustained production of systems fully capable of meeting the 
perf01mance objectives established for those systems; the tmintemtpted maintenance and repair of 
such systems; and the sustained operation of such systems. 

2.) The identification of items that are available only fi:om sources outside the national technology and 

industl'ial base. 
3.) The availability of altematives for obtaining such items fi:om within the national technology and 

industl'ial base if such items become tmavailable from sources outside the national technology and 
industl'ial base; and an analysis of any military vulnerability that could result from the lack of 
reasonable altematives. 

4.) The effects on the national technology and indusn·ial base that result fi:om foreign acquisition offums 
in the United States. 
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The ME also ensures the following considerations are integral to SMC space systems acquisitions practices 

1.) Consideration of requu·ements for efficient manufacture during the design and production of the 
systems to be procured under the program 

2.) The use of advanced manufacturing technology, processes, and systems during the research and 
development phase and the production phase of the program. 

3.) To the maxilnum extent practicable, the use of contract solicitations that encotu·age competing 
Offerors to acquire, for use in the performance of the contl·act, modem technology, production 
equipment, and production systems (including hardware and software) that increase the productivity 
of the Offerors and reduce life-cycle costs. 

4.) Methods to encotu·age investment by U.S. domestic sources in advanced manufacturing technology 
production equipment and processes through - (I) Recognition of the contractor's investment in 
advanced manufacturing technology production equipment, processes, and organization of work 
systems that build on workers' skill and experience, and work force skill development in the 
development of contl·act objective; and(ii) Increased emphasis in source selection on production 
efficiency. 

5.) Expanded use of corrunercial manufacturing processes rather than processes specified by DoD. 
6.) Elimination of barriers to, and facilitation of, the integrated manufacture of corrunercial items and 

items being procured under DoD contl·acts. 
7.) Expanded use of corrunercial items, commercial items with modifications, or to the extent commercial 

items are not available, non-developmental items 
8.) Acquisition of major weapon systems as commercial items. 

The ME also ensures implementation of best manufacturing practices and consistent proven processes through 
standardization. Although Mil-Std-1528A has been canceled, it is a required compliance standard for SMC 
major acquisitions. This standard contains excellent inf01mation on the objectives and specific 
activities/outputs for Manufacturing Management and Manufacturing Engineering and is tailored for use on 
each developmental and production acquisition. Table 10 below identifies the most significant govemance, 
standards, and guidance which generally apply to SMC for manufachu·ing and producibility. 

Table 10 Govemance, standards, and guidance that shape the Manufactwing Engineeting discipline. 
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ME Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. ME contributions over this life cycle are initiated 
dtrring the acquisition phase. The ME supports pre and post contract award activities, by stipulating 
manufacttrring requirements and perfomling manufacttrring management and engineering analyses across the 
system lifecycle. SMC Program Offices establish and implement manufacturing and producibility program 
strategies and objectives consistent with appropriate policies, SMC objectives, and program objectives. The 
Program Office then develops manufacturing plans obtains approval for them, and incorporates manufacturing 
planning into the Systems Engineering Plan (SEP) and higher level integrated planning (e.g., IMP) in 
accordance with cunent DoD policy. This planning is firmly based on program and technical objectives, 
strategies, DoD mandates, and instructions. 

An effective manufacturing and producibility program supports all of the major acquisition activities through 
the full system life cycle. The Systems Engineering process assures that the manufacturing ftmction is 
considered early in the concept phase when producibility considerations are paramotmt in conducting trade 
studies of the prelimina1y and evolving concepts. As system ftmctions are defined and solutions are 
synthesized in the design evolution, each proposed solution is evaluated to identify any producibility concems 
and provide manufacturing altematives that may impact the design to insure consistent repeatability in the 
hardware manufacturing process. 
DoD envisions a prevention-based strategy that encourages continuous improvement across the indusuy by 
identifying the most advanced methods of manufacttrring that could be applied to the program. The ME assists 
the Program Office to identify those contractors that provide evidence of using recognized advanced 
manufacttrring concepts (design for manufacttu·ing, reduced variation and process conu·ol techniques, improved 
value streams, defect fi:ee products) so that they can be given proper credit during the source selection process 
(reference GAO/NSIAD-96-162 Best Practices). 

Manufacttu·ing and producibility planning should define a program that achieves the overall program 
objectives and requirements; specifies tasks and functions to be perfmmed, timing oftasks, resources required, 
products to be developed, that forms the basis for the development of the Manufacttuing and Producibility 
Operating lnst11.1ction (01). The manufacttmng planning and 01 are then reflected appropriately in the WBS, 
IMS, and other program doctunents that address manufacruring and producibility related elements. The 
manufacttrring planning is executed concunently with the Program Office 0 1 that documents the process to 
perfonn, conu·ol, and integrate all manufacruring engineering and management activities for each phase of 
acquisition. The SMC Program Office manufacruring planning is doctunented in the SEP and, the detailed 
manufacttrring program plans; then the 01 are based upon these doctunents. SMC Program Offices appoint ME 
personnel, establish and implement manufacttu·ing and producibility program su·ategies and objectives 
consistent with appropriate policies, SMC acquisition objectives, and program objectives. 
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1. Materiel Solution Analysis. During this phase the ME 

provides inputs to and suppmts most program acquisition 
activities to include the development of the acquisition 
strategy, inputs to the cost estimates, requu·ements for 
solicitation/RFP development for Contractor studies, and 
proposal evaluation criteria. The ME also contributes to 
the development of the MSA Phase acquisition products 

~SA Phase- S~C Acquisition Products 
PMD 
ASP TDS OMS TES 
LC Cost Estimate 
RFP inputs:(manufacturing requirements; 
Manufacturin!lfproducibilitv assessment requirements) 
APB CCA 
SSP. SEP. LCMP 

that are impacted by or impact manufacturing and producibility. 

2. Technology Development. The ME identifies 
manufacturing technology acquisition activities that may 
be needed to produce the software and/or equipment for 
the new system. These effmts may include development 
of an acquisition strategy, updates to cost models and 
development of Cost Analysis Requu·ements Descriptions 
(CARD), solicitation!RFP requirements and proposal 
evaluation criteria. The ME identifies other conu·act 
requu·ements such as incentives/wananty programs, and design for manufacturing requu·ements to meet 
program objectives. The ME also contributes to the development and updates to the TD Phase acquisition 
products. 

3. Engineering & Manufacturing Development. The ME 
evaluates and approves supplier manufacturing plans and 
schedules so that they meet overall program timing 
requu·ements. The ME's effort includes updates to the 
acquisition su·ategy and updates to the cost model to 

reflect the actual technical solutions determined and 
updates to the CARD. The ME suppmts the 
solicitation/RFP development and proposal evaluation 
activities which include providing the technical inputs including technical manufacturing requil·ements, 
manufacturing compliance standards, manufacturing engineering and process control approaches, 
incentives, and wananty programs to meet program objectives. The ME also develops updates to the EMD 
Phase acquisition products related to manufachrring and producibility. 
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4. Production & Deployment, Operations & Supp01t. During 

this phase the ME monitors the perf01mance of the 
suppliers in providing the system software and 
equipment. The ME provides inputs to and supp01ts 
acquisition activities that are related to manufacturing 
including updates to the acquisition strategy, the cost 
model and the CARD; to reflect the actual technical 
solutions. The ME supp01ts any solicitation!RFP 

P&D I O&S Phase- SMC Acquisition 
Products 
~ 
RFP: Mfg requirements in the SOO; Mfg related tasks 
in SOW, Mfg data products in CDRLs; SMC- Parts, 
materials and processes standards - tailored 
SSP: evaluation criteria for MfQ/producibilitv 
Detailed Mf!l plannin!l, SEP, LCMP, TEMP updates 
CARD update 

development and proposal evaluation activities that may be required. The ME identifies other contract 
requirements such as value stream and process cycle efficiency analysis, production process capability 
analysis (in conjunction with the Quality Engineer), critical manufachrring steps and tests to verify product 
design conformance, incentives/wananty programs. 

ME Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The ME plans and executes essential manufacturing engineering and management efforts within the context 
and full supp01t of the overarching Systems Engineering function. The ME ensmes that each Manufachu·ing 
and Producibility SED contribution is timely, adequate, consistent, and compliant, and that their contributions 
are channeled through the Systems Engineering Ana~yses and Control activity. Systems Engineers manage the 
engineering process and activities depicted in Figme 3 and the ME contributes to this process. The ME 
develops/derives the program specific manufactm1ng/producibility requirements and supp01t s the requirements 
analyses and allocations process. They also participate in technical studies and solutions trades when 
manufachrring methods are a factor and/or schedules may be impacted. They provide design analyses 
contributions to dete1mine the appropriate level of manufachumg smveillance through analyses, demo, 
inspection, and test. 

The ME also works closely with the System Engineers perfo1ming interface analyses, functional analyses, and 
the integration and verification and validation planning and execution. The ME works closely with the Quality 
Assmance Officer/Engineer (QAOE) and Reliability and Maintainability (RAM) Engineer to ensme quality 
and reliability through controlled and predictable quality levels dtrring production, handling, storage, 
packaging, and transpo1tation. 

In support of the overall program management and control ftmction, the ME monitors and integrates all 
manufachrring engineering ftmctions through the full system life cycle. The ME ensmes that effective 
informational and process control techniques and advances are applied for systematic M&P control, 
collaboration and sharing across the organization. For example, some key lean manufactming process control 
indicators are Process Cycle Efficiency = Value Added Time/Total Lead Time; and Process Capability (Cpk) = 
Process spread/specification tolerance and comparison to target value. The ME ensmes their technical 
contribution to the overall systems engineering is appropriately applied through systematic control, 
collaboration and sharing across the organization. Since a do-it-right-the-first-time mindset must be realized by 
all acquisition specialists, the ME works closely with other specialty engineers in defming and accomplishing 
the product quality expectations. As any program evolves there are inevitable refinements and changes that can 
impact the manufachu·ing process. The ME must be able to react to program changes to assme that schedule 
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and cost impacts are minimized. In addition, the ME products and metrics are timed and applied by the other 
Specialty Engineers to perfonn their mlique contributions, and must be provided to technical and program 
management for decision making. 

In addition, the ME works closely with the Quality Engineer and RAM Engineer to identify, assess and address 
process and workmanship concems that may potentially impact product quality and reliability, and to review 
process improvement oppmtunities. 

Tools Selection and Use 
The ME considers effectiveness and efficiencies 
gained by selecting and using the best choice of 
manufachrring tools for manufachu·ing/ 
producibility system analyses, T &E, information 
sharing, automated data exchanges with other 
tools, and other considerations. 

Engineering Activities and Products over the Life Cycle 
The following subsections delineate ME contributions to engineering activities and technical products by DoD 
acquisition phase. Refer to Mil-Std-1528A and the SMC CPAT for Manufachu'ing for a more complete 
description of manufacturing activities that are perfonned by the Program Office and their contractors. 

1. Materiel Solution Analysis. DW'ing this 
phase, the ME may provide inputs to and 
supp01t the Capabilities Based Assessment 
process and the JCIDS process. The ME also 
contributes to the development of the MSA 
Phase technical products. 

2. Technology Development. DW'ing this 
phase the ME continues to provide inputs to 
and suppmts the JCIDS process. The ME 
also suppmts all the engineering activities 
highlighted within the box titled 
Engineering Activities for System & Segment 
Development & Design FigW'e 8 to 
conunence system defmition and 
development. The ME contl·ibutes to 
development of the TD Phase technical 
products. 

MSA Phase- Technical Products Required 
SMC ME Technical l\Ug Conflibutions to Othel' 

Pl'oducts Organization's Products 
High level Mfg/Producibility Operational Concepts 
requirements analysis 
ME inputs for concept, arch, AoAStudies 
technology studies and trades 
Mf!l System Req'ts (draft) Initial Capabilities Doc (lCD) Dev 
Roadmap inputs - mitigations of DoDAF CVs, OVs 
critical process points/ risks 

TD Phase- Technical Products Required 
SMC ME Technical l\Ug Conflibutions to Othel' 

Pl'oducts Oraanization's Products 
Inputs to Svstem Concepts OoerationaiConcepts 
Factors for Mfg applications Operational Assessments 
MfgTech Req'ts, TRD, SRD, Capabilities Development Doc 
Specifications, ICDs, Standards (COD) 
Selection/Tailor PDRs CDRs 
Mfg inputs to ISP DoDAF CVs, OVs 
Mfg/Producibility Program Mfg Management Reviews 
Analysis Reports 
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3. Engineer ing & M annfactnring 

Development. The ME continues to provide 

inputs to and support the JCIDS process. 

The ME supp01ts all the engineering 
activities highlighted within the box titled 

Engineering Activities for Detailed Design 
Figtue 8 to coiDIDence detailed systems 

defmition and development. The ME 
establishes a manufacturing management 

reporting system across contractor's. The 
activities of the ME during this phase are 

imp01t ant to assure the contractor is building 

things right the first time per design 
requirements and with minimal waste. Refer 

Manufacturing 

Doc 

Readiness 
Test Readiness 

to Mil-Std 1528A and SMC Manufach1ring CPAT for manufacmring program requirements and activities. 
The ME develops and contributes to the development of the EMD Phase technical products to assure a 

high level of manufachued-in quality. 

4. Production & Deployment, Oper ations & 
Support. The ME continues to provide 
inputs to and suppo1t s the JCIDS process. 

The activities of manufachll'ing during this 
phase are extensive. Refer to Mil-Std-1528A 

and SMC Manufachlring CPATS for ME 
activities and products typically performed 

during each phase. The ME develops and 

contributes to the development of the P&D I 
O&S Phase technical products. 

P&D I O&S Phase- Technical Products Required 
SMC ME Technical Mfg Conflibutions to Other 

Products 0fl{anization's Products 
Inputs to tech baseline/ Supportability Analyses Rpt 
enQineerinQ chanQes 
Analyses of contractor mfg Operational Assessments 
reports and test reports Hardware Acceptance Reviews 

(HARs) 
Transition & FieldinQ Docs LOQistics Reports 
Mfa Analvses Reoorts Manaaement Svstem Reviews 
Process capability and cycle Program Performance Reviews 
efficiencv reoorts 

ME Contributions to Program and Project Management 
Each SMC program defines their business model and approach stn.Ichire based primarily on their program 
objectives, program and technical challenges, organizational stmchlre, as well as program and engineering 

planning. The ME develops and implements the manufachuing and producibility program planning to suppo1t 
program objectives and requirements. The planning defmes the manufachlring engineering tasks and ftmctions 

to be performed and products to be developed; timing of tasks, task outputs, resources (skills, tools, 
equipment), and completion criteria. The ME plans tasks to integrate contractor manufacmring activities within 

the program office, between Contractors and stakeholders. The ME plans the tasks to establish and manage the 

Manufachu·ing and Producibility program; support SE&I activities, e.g., production process controls, V &V 
activities, risk management, integration, system modifications, contractor manufacturing performance 

requirements; coordinate the manufachll'ing planning with the SMC Manufachiring and Producibility OPR, 
operating coiDIDands, suppo1ting coiDIDands, and test agencies; and integrate manufachu·ing planning with 

other ftmctional and acquisition plans (i.e. SEP, ASP, LCMP). 
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Execution of the manufacturing plamring is typically defined through an Operating Instmction (01). The ME 
helps define the program and technical objectives by identifying where manufachuing management and 
engineering should be applied. The ME assists to establish the business model, develop program planning and 
schedules, and to define and implement program processes. The ME ensures the manufachu'ing and 
producibility components of the program are appropriately represented in the program plans, program 
schedules, work breakdown schedules, and cost estimates. The ME also evaluates and rep01ts the assigned 
program contractor's technical perfonnance and progress. 
They support the program manager's problem identification, 
resolution, and decision-making processes. 

The ME provides inputs to the development of the program 
management products identified in the Table. 

SMC Program Management Products 
PMD 
SEP IMP IMS WBS 
Decision-making & problem solving inputs 
Technical proqression and issues reportinq 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk Manaqement Inputs 
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Appendix F - Quality Assurance 
The SMC Quality Assurance Executive (QAE) has the responsibility to update and execute the Quality 
Assurance Program. The QAE plans and executes the essential Quality Assurance, Quality Engineering, and 
management effotts in an integrated and effective manner to ensure that each QA Specialty Engineering 
Discipline contribution is timely, complete, consistent, and compliant. The QAE ensures that their 
contributions are channeled through the Systems Engineering Analyses and Control activity. 

Applicable governance, standards, and guidance 
Policy, directives, and instructions that mandate quality assurance related program requirements are included in 
a wide range of mandates including those providing requirements for acquisition, T &E, software, Systems 
Engineering, and others. All SMC acquisitions require a quality program! Table 11 below identifies the most 
significant governance, standards, and guidance which generally require SMC compliance for Quality 
Assurance 

Table 11 Governance, standards, and guidance that shape the Quality Assurance Engineering discipline. 

Document No Gowrnance Title Issue 

The QAE implements the relevant requirements inherent in the above directives to facilitate the integration of 
quality considerations into the engineering, acquisition, and management processes. As patt of risk reduction, 
the QAE suppotts the PM to identify, eliminate, and manage deficiencies; the QAE provides suppott to 
manage risks where potential deficiencies cannot be totally eliminated. 
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QAE Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. QAE contributions over this life cycle are first 
instituted during the acquisition phase. QAE supp01ts pre and post contract award acquisition activities, and 
perfonns QA management and engineering across the system lifecycle. SMC Program Offices establish and 
implement QA program strategies and objectives consistent with appropriate govenunent policies, SMC 
acquisition objectives, and program objectives. Using this guidance the Program Office develops, obtains 
approval for, and implements QA planning into the Systems Engineering Plan (SEP) and higher level 
integrated planning (e.g., IMP) in accordance with current DoD policy. Thus this planning is fmnly based on 
program and technical objectives, strategies, DoD mandates, and instructions. 

An effective QA program supports all of the major acquisition activities tlu·ough the full system life cycle. 
DoD envisions a prevention-based quality strategy that encomages continuous improvement across the 
industry by identifying the most advanced methods of ensming quality. Those contractors that provide 
evidence of using recognized advanced QA concepts (design for manufachrring, process contl·ol techniques, 
sotmd relationships with key suppliers, etc.) should be given credit dtrring a somce selection process (reference 
GAO/NSIAD-96-162 Best Practices). 

QA program planning to achieve vigorous quality assmance and overall program objectives and requirements; 
specifies tasks and ftmctions to be performed, timing of tasks, resomces required, products to be developed and 
f01ms the basis for the development of the program Quality Asstrrance Operating lnst11.1ction (01). The QA 
plan and 0 1 are then reflected appropriately in the WBS, IMS, and other program docmnents that address QA 
related elements. The QA plan is executed conctll1'ently with the Program Office 01 that documents the process 
to perf01m, control, and integrate all quality assmance and management activities for each phase of acquisition. 
The SMC Program Office QA planning (usually contained in the SEP and the detailed QA program plan) and 
01 are to be based upon the appropriate program-plan. SMC Program Offices appoints QAE personnel; 
establishes and implements QA program stl·ategies and objectives consistent with appropriate policies, SMC 
acquisition objectives, and program objectives. 

1. Materiel Solution Analysis. Dming this phase the QAE 
provides inputs to and supp01ts most program acquisition 
activities including the development of the acquisition 
stl·ategy, inputs to the cost estimates, solicitation!RFP 
development for Contl·actor shtdies, and proposal 
evaluation activities. The QAE also contl·ibutes to the 
development of the MSA Phase acquisition products by 
specifying applicable QA regulations and data. items such 

~VISA Phase- S~VIC Acquisition Products 
PMD 
ASP TDS DMS TES 
LC Cost Estimate 
RFP inputs (QA mission/operational/system 
requirements; QA Assessment requirements) 
APB, CCA 
SSP 
QAP, SEP, LCMP 

as the QA Plan, QA inputs for the RFP development, QA prevention system and assessment requirements, 
and deficiency feedback system requirements. The QAE contl·ibutes to Contl·a.ctor shldies, evaluates 
alternative concept solutions, and identifies deficiencies and risks associated with each concept solution 
and proposal evaluation activities. 
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2. Technology Development During the Technology 

Development Phases the QAE provides inputs to and 
supp01ts and updates to the cost model and development 
of the Cost Analysis Requirements Description (CARD), 
solicitation/RFP development and proposal evaluation 
activities. The QAE identifies other contract requirements 
that influence or impact product and perfonnance quality 
such as incentives/wananty programs, quality of design 
requirements to meet QA objectives; progress and performance measm-ements and metrics. The QAE also 
contributes to the development and updates to the TD Phase acquisition products as noted in the table. 
Dm-ing this phase, the QAE assesses the systems, subsystems, components, and system operations, and 
maintenance concepts to detennine and address deficiencies or quality related risks. The QAE ensm-es 
reliability, hazards, safety, secm-ity analysis and other analyses that indicate deficiencies are completed, 
and program-tmique risks are identified and mitigations implemented to eliminate or reduce the severity of 
the risks. The QAE also ensm-es that the effectiveness of mitigation measm-es is verified. 

3. Engineering & M anufacturing Development. During 
the EMD Phase the updates the cost model to reflect the 
actual technical solutions determined and updates to the 
CARD. The QAE supp01ts the solicitation/RFP 
development and proposal evaluation activities which 
include providing the technical inputs including technical 
QA requirements, QA compliance standards, QA 
engineering and process control approaches, incentives, 
and wan anty programs to meet program obj ectives. The 
QAE also contributes to the development and updates to 
the EMD Phase acquisition products as noted in the table. 

4. P roduction & Deployment~ Operations & Support. 
The QAE continues to provide QA inputs to all program 
acquisition activities including updates to the acquisition 
strategy and the cost model to reflect the actual technical 
solutions, program office decisions, and updates to the 
CARD as the system evolves. The QAE supp01ts the 
solicitation/RFP development and proposal evaluations. 
The QAE identifies other contract requirements: 
production process capability analysis (in conjtmction 
with the Manufacturing Engineer), critical tests and 
inspections requiring QA verification. The QAE 

P&D I O&S Phase- SMC Acquisition 
Products 

~ 
RFP: QA objectives in the SOO; QA related tasks in 
SOW, QA data products in CDRLs; SMC- QA 
standards - tailored; QA program and system quality 
requirements; Inspection, calibration/meteorological, 
audit requirements 
SSP: evaluation criteria for QA 

Detailed QA olannino. SEP LCMP TEMP uodates 
CARD update 

formulates QA incentives/wananty programs; as well as requirements for packaging and inspection/test on 
delivery of contracted items being tendered for govenunent acceptance. 
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QAE Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The QAE plans and executes essential quality assmance and quality engineering/management eff01ts within 
the context and in full supp01t of the overarching Systems Engineering ftmction. The QAE ensmes that the 
program QA planning is complete and each QA SED contribution is timely, adequate, consistent, and 
compliant. The QAE ensures that their contributions are channeled through the Systems Engineering Analyses 
and Control activity. 

Systems Engineers manage the engineering process and activities depicted in Figme 3 while the QAE 
contributes to this process. The QAE develops/derives the program specific QA requirements and supp01ts the 
requirements analyses and allocations process. They also participate in technical studies and solutions trades 
when quality assurance disciplines are a factor. They maintain a close liaison with the design engineers and 
provide design analyses conu·ibutions to determine and adjust the appropriate level of quality requirements 
through analyses, demo, inspection, and test. 

The QAE works closely with : System Engineers performing interface analyses, ftmctional analyses, and the 
integration, verification and validation planning and execution; Software Engineers to oversee software 
development, they are typically designated as Software Quality Assmance (SQA) or Software Quality 
Engineers (SQE); the Reliability and Maintainability (RAM) Engineer to ensme quality and reliability through 
controlled and predictable quality levels during production, handling, storage, packaging, and u·anspOitation. 

In performing the management and conu·ol ftmction, the SE effectively integrates all engineering ftmctions 
through the full system life cycle. The QAE ensmes that effective informational and statistical quality 
assmance techniques and advances are appropriately applied through systematic control, collaboration and 
sharing across the organization. For example, the major quality system indicators i.e. ; Process Capability 
(Cpk), Process Cycle Efficiency (the key lean metric), Cost of Quality (COQ), MRB's, FRB's, Major Defect 
and Conective/ Preventive Actions, must be routinely evaluated and reviewed at Program Reviews to assme 
the Quality Program is yielding a high level of quality which is being sustained by both acquisition specialists 
and contractor organizations, including subcontmctors. 

Relationship to other SEDs 
The QAE ensmes their technical contribution to the overall systems engineering is appropriately applied 
through systematic conu·ol, collaboration and sharing across the organization. Since a do-it-right-the-first-time 
mindset must be realized by all acquisition specialists, the QAE works closely with other specialty engineers in 
accomplishing the quality expectations. In addition, the QAE products and metrics are timed and applied by 
the other Specialty Engineers to perform their unique contributions, and must be provided to technical and 
program management for decision making. 

The QAE works closely with the Manufacturing Engineer, and RAM Engineer to identify and assess process 
and workmanship concems that may potentially impact product quality and reliability; and to review process 
improvement opp01ttmities with the contractor. 
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Tools Selection and Use 
The QAE evaluates the choice of QA tools for 
effectiveness and efficiencies that are used for QA 
system analyses, T &E, infonnation sharing, automated 
data exchanges with other tools, and other 
considerations. 

Engineering Activities and Products over the Life Cycle 

QA 

The following subsections delineate QAE contributions to engineering activities and technical products for 
each DoD acquisition phase. Refer to SMC-S-003 for a more complete description of QA activities that are 
perfonned by the Program Office and their contractors. 

1. Materiel Solution Analysis. Dming the 
MSA phase the QAE may provide inputs to 
and supp01t the Capabilities Based 
Assessment process and the JCIDS process. 
The QAE also contributes to the 
development of the MSA Phase technical 
products as noted in the Table. 

2. Technology Development. During the TD 
phase the QAE continues to provide inputs 
to and supports the JCIDS process. The 
QAE also supports all the engineering 
activities highlighted within the box titled 
Engineering Activities for System & Segment 
Development & Design Figure 9 to 
commence system defmition and 
development. The QAE conl11butes to 

MSA Phase- Technical Products Required 
SMC QA Technical QA Conh·ibutions to Other 

Products Ore:anizations' Products 
Hiqh level QA req'ts analysis OperntionaiConcepts 
QA inputs & factors for concept, AoAStudies 
arch technoloqy studies& trndes 
QA System Req'ts (drnft) Initial Capabilities Doc (lCD) Dev 
Roadmap inputs - mitigations of DoDAF CVs, OVs 
critical process points! risks 

TD Phase- Technical Products Required 
SMC QA Technical QA Conh·ibutions to Other 

Products Ore:anizations' Products 
Inputs to System Concepts OperntionaiConcepts 
Factors for QA applications Operntional Assessments 
QATech Req'ts, TRD, SRD, Capabilities Development Doc 
Specifications, ICDs, Standards (COD) 
Selection/Tailor PDRs, CDRs 
QA inputs to ISP DoDAF CVs, OVs 
QA Proornm Analvsis Reoorts Compliance Audits 

development of the TD Phase technical products as noted in the Table. 

3. Engineering & Manufactw·ing 
Development. The QAE continues to 
provide inputs to and suppo1t the JCIDS 
process. The QAE suppo1ts all the 
engineering activities highlighted within the 
box titled Engineering Activities for 
Detailed Design Figme 9 to commence 
detailed systems definition and 
development. The QAE establishes a closed
loop defect/deficiency repo1t ing system 

Doc 

Test 

across Conll·actors, stakeholders and other discrepancy repo1ting/analysis & conective action contributors. 
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The activities of the QAE during this phase are extensive. Refer to the SMC-S-003 QA Guide for QAE 
activities and products typically required during each phase. The QAE develops and contributes to the 

development of the E:tviD Phase technical products to assure a high level of manufactured-in quality. 

4. Production & Dt>ployment~ Operations & 
Support. The QAE continues to provide 

inputs to and supports the JCIDS process 
during the P&D/O&S phase. The activities 

of QA during this phase are extensive. Refer 
to the SMC-S-003 Quality Assurance Guide 

for QA activities and products typically 
required during each phase. The QAE 

develops and contributes to the development 
of the P&D I O&S Phase technical products 

as noted in the Table. 

P&D I O&S Phast>- Tt>chnical Products Rt>quirt>d 

SMC QA Tt>cbnical QA Conhibutions to Othel' 
Pl'oducts 01'1tanizations' Products 

Inputs to tech baseline/ Supportability Analyses Rpt 
enQineerin!l chanQes 
Analyses of production quality Operational Assessments 
reports and test reports Hardware Acceptance Reviews 
Transition & Fieldina Docs Looistics Reoorts 
QA Analyses Reports; Process Management System Reviews 
capability & cycle efficiency 
reoorts 
COQ Reports Financial Assessments 

QAE Contributions to Program and Project Management 
Each SMC program defines their business model and approach stmcture based primarily on the tmique aspects 
of each project. These factors include: program objectives, program and technical challenges, organizational 

struchrre, as well as program and engineering planning (SEP plus detailed RAM planning). 

The QAE develops and implements the QA program plan to achieve QA objectives and requirements. The 
planning defines the QA tasks and ftmctions to be performed and products to be developed; timing of tasks, 

task outputs, resources (skills, tools, equipment), and completion criteria. The QAE plans tasks to integrate QA 
activities within the program office, between Contractors and stakeholders. The QAE plans the tasks to 

establish and manage the QA program; suppo1t SE&I activities, e.g., production process controls, V&V 
activities, risk management, integration, system modifications, contractor compliance verification 

requirements; coordinate the QA planning with the SMC QA OPR, operating commands, supporting 

commands, and test agencies; and integrate QA planning with other ftmctional and acquisition plans (i.e. SEP, 
ASP, LCMP). 

Execution of the QA plan is typically defined through an 

Operating lnstiuction (01). The QAE provides ftlll suppo1t to 
define the program and technical objectives where quality 

asstrrance and engineering should be applied. The QAE assists 
to establish the business model, develop program planning 

and schedules, and defme and implement program processes. 

SMC Program Managt>mt>nt Products 

PMD 
SEP, IMP, IMS, WBS 
Decision-makina & problem solvina inputs 
Technical progression and issues reporting 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk Management Inputs 

The QAE ensures the QA components of the program are appropnately represented m the program plans, 
program schedules, work breakdown schedules, and cost estimates. The QAE also repo1ts their assigned 

program's technical performance and progress. The QAE suppo1ts the program manager's problem 
identification, resolution, and decision-making processes by providing: program quality perfo1mance 

assessments, conti·actor cost of quality and deficiency identification repo1ts and assessments as available, 
evaluations of conti·actor and DCMA system audit restllts, preparing and executing Program Office/DCMA 
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MOAs and maintaining interaction with contractor QA Management and DCMA QA persollilel. The QAE 
contributes QA inputs for the development of the program management products identified in the Table. 
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Appendix G - Reliability, Availability and Maintainability 
The SMC Program Office Reliability, Availability & Maintainability (RAM) Engineers have the responsibility 
to stand-up and execute the RAM program. The RAM Engineer plans and executes the essential RAM 

engineering and management eff01ts in an integrated and effective manner to ensure that each RAM SED 
contribution is timely, adequate, consistent, and compliant. The RAM Engineer ensures that their contributions 

are channeled through the Syste1ns Engineering Analyses and Control activity. 

Applicable governance, standards, and guidance 
Policy, directives, and instmctions that mandate RAM engineering related program requirements are included 

in a wide range of mandates including those providing requirements for acquisition, T &E, software, Systems 

Engineering, and others. Table 12 below identifies the significant governance, standards, and guidance which 
generally require SMC compliance for RAM. 

Table 12 Governance, standards, and guidance that shape the RAM engineering discipline 

RAM Engineers' Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. RAM Engineer contributions over this life cycle 

are best represented within the phase of acquisition. Figure 10 provides the acquisition life cycle framework 
within which RAM Engineers perform as well as the products that the RAM Engineers must develop or 

contribute to their development. This figure along with SMCI 62-001, Sections 4 and 5 requirements to 
perf01m RAM planning, support pre and post contract award acquisition activities, and perf01m RAM 

management and engineering across the system lifecycle. SMC Program Offices establish and implement 
RAM program strategies and objectives consistent with the tenets of appropriate policies, SMC acquisition 

objectives, and program objectives. The Program Office then develops, attains approval for, and implements 
RAM planning into the Systems Engineering Plan (SEP) and higher level integrated planning (e.g., IMP) in 

accordance with cunent DoD policy. This planning is firmly based on program and technical objectives, 
strategies, DoD mandates, and instmctions. 
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An effective RAM program suppotts all of the major acquisition activities through the ftul system life cycle. 
The plamling sufficiently defines the RAM program to achieve the RAM and overall program objectives and 
requirements; specifies tasks and ftmctions to be performed, timing of tasks, resomces required, products to be 
developed, and fonns the basis for the development of the program RAM Operating Instruction (OI). The 
RAM plamling and OI are then reflected appropriately in the WBS, IMS, and other program docmnents that 
address RAM related elements. The RAM plamling is executed concm1·ently with the Program Office OI that 
docmnents the process to perfonn, control, and integrate all RAM engineering and management activities for 
each phase of acquisition. The SMC Program Office RAM plamling (usually contained in the SEP and the 
detailed RAM program plamling) and OI are be based upon the appropriate program-approved life cycle. SMC 
Program Offices appoint establish and implement RAM program strategies and objectives consistent with the 
tenets of appropriate policies, SMC acquisition objectives, and program objectives. 
1. Materiel Solution Analysis. Dming this phase the RAM 

Engineer provides inputs to and suppotts most program 
acquisition activities to include the development of the 
acqmsttlon strategy, inputs to cost estimates, 
solicitation/RFP development for Contt·actor sh1dies, and 
proposal evaluation activities. The RAM Engineer also 
contt·ibutes to the development of the MSA Phase 
acquisition products. 

2. Technology Development. The RAM Engineer provides 
inputs to and supports all program acquisition activities to 
include the development of the acquisition strategy, 
updates to the cost model and development of the Cost 
Analysis Requirements Description (CARD), 
solicitation/RFP development and proposal evaluation 
activities. The RAM Engineer identifies other contract 
requirements such incentives/wananty programs and test 
& demo requirements to meet RAM objectives. The RAM Engineer also contributes to the development 
and updates to the TD Phase acquisition products. 

3. Engineering & Manufacturing Development. The 
RAM Engineer provides inputs to and supports all 
program acquisition activities to include updates to the 
acquisition stt·ategy and updates to the cost model to 
reflect the ach1al technical solutions detemlined and 
updates to the CARD. RAM Engineer suppott s the 
solicitation/RFP development and proposal evaluation 
activities which include providing the technical inputs 
including technical requirements, compliance standards, engineering approaches, incentives, and wan anty 
progralllS to meet program objectives. The RAM Engineer identifies other contract requirements such 
incentives/wananty progralllS and prototype and engineering qualification tmit reliability related test & 
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requirements to meet RAM objectives. RAM Engineer also contributes to the development and updates to 
the EMD Phase acquisition products. 

4. Production & Dt>ployment, Opt>rations & Support. 
The RAM Engineer provides inputs to and supp01ts all 
program acquisition activities to include updates to the 
acquisition strategy and updates to the cost model to 
reflect the actual technical solutions determined and 
updates to the CARD. RAM Engineer supp01ts the 
solicitation/RFP development and proposal evaluation 
activities. The RAM Engineer identifies other contmct 

P&D I O&S Phast>- SMC Acquisition 
Products 

~ 
RFP: RAM objectives in the SOO; RAM related tasks 
in SOW, RAM data products in CDRLs; SMC- RAM 
standards - tailored 
SSP: evaluation criteria for RAM 
Detailed RAM planning, SEP, TEMP updates 
CARD update 

requirements: incentives/warranty programs; production and field test & demo reqmrements; field 
perf01mance and sustainment analyses to meet RAM objectives. 
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Figure 10 Acquisition life cycle process for SMC RAM Enginee1ing 
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RAM Engineers' Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The RAM Engineer plans and executes essential RAM engineering and engineering management eff01ts in an 
integrated and effective manner within the context and ihll supp01t of the overarching Systems Engineering 
ftmction. The RAM Engineer ensures that each RAM SED contribution is timely, complete, consistent, and 
compliant. The RAM Engineer ensures that their contributions are channeled through the Systems Engineering 
Analyses and Control activity. Systems Engineers manage the engineering process and activities depicted in 
Figme 3 while the RAM Engineer contributes to this process. The RAM Engineer supports concept and 
architectme development and analyses; modeling and simulation efforts; and technology studies. The RAM 
Engineer develops/derives their requirements and supports the requirements analyses and allocations process. 
They also patt icipate in technical studies and solutions trades when reliability and/or maintainability are a 
factor. They provide design analyses contributions to detemline and validate reliability allocations, update 
reliability predictions, and ensure confidence in attaining RAM requirements through analyses, demo, and test. 

The RAM Engineer also works closely with the System Engineers performing interface analyses, ftmctional 
analyses, and the integration and verification and validation planning and execution. The Reliability Engineer 
works closely with the Logistics Engineers performing maintenance and sustainment analyses. The Reliability 
Engineer aligns closely with the Quality Assurance and Quality Engineer to ensme reliability through 
controlled and predictable quality levels dming production, handling, storage, packaging, and transportation. 
In performing the management and control function, the SE effectively integrates all engineering ftmctions 
through the full system life cycle. The RAM Engineer ensures their technical information advances and is 
appropriately applied through systematic control, collaboration and sharing across the organization. For 
example, their analytical products (e.g., fault tree, failme modes, critical items lists, reliability block diagrams, 
etc) must be timed and applied by the other Specialty Engineers to perform their tmique contributions, and 
must be provided to technical and program management for decision making. 

Relationship to other SEDs 
The RAM Engineer ensmes their technical contribution to the overall engineering advances and is 
appropriately applied through systematic control, collaboration and sharing across the organization. For 
example, their failure analysis products are timed to coincide with hazards analyses, HSI analysis, architectural 
trades, design trades, and supportability analysis. In addition the RAM Engineers products are timed and 
applied by the other Specialty Engineers to perform their unique contributions, and must be provided to 
technical and program management for decision making. 
The RAM Engineer works closely with the Logistics Engineers to detemline maintenance needs for system 
elements prone to failures. The RAM Engineer works closely with QA/QE specialists to identify and assess 
process and workmanship concetns that may potentially impact system reliability. 
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Tools Selection and Use 
The RAM Engineer considers effectiveness and 
efficiencies gained by selecting and using the 
best choice of RAM tools considering the RAM 
tool requirements possibly for RAM 
fonnulations, modeling, predictions, reliability 
analyses, T &E, information sharing, automated 
data exchanges with other tools, and other 
considerations. 

Typical RA..:\1 Functions Requiring Tools 
Modelinq & Predictions 
RAM Reauirements Analyses & Allocations 
Experiment Design, Growth, and Life Data Analysis 
Accelerated Life Testinq; System Analysis: RBDs & Fault Trees 
Reliability Centered Maintenance 
FMEA 

Engineering Activities and Products over the Life Cycle 
The following subsections delineate RAM contributions to engineering activities and technical products by 
DoD acquisition phase. Refer to SMC-G-002 for a more complete list of RAM Engineering activities and 
products that are prepared by the Program Office and their Contractors. 

1. Materiel Solution Analysis. DW'ing this 
phase the RAM Engineer may provide 
inputs to and support the Capabilities Based 
Assessment process and the JCIDS process. 
The RAM Engineer also contributes to the 
development of the MSA Phase technical 
products. 

MSA Phase- Technical Products Required 
SMC RAM Technical Conflibutions to Othel' 

Pl'oducts Oraanizations' Products 
Hiah level reliabilitv analysis OoerationaiConcepts 
RAM inputs and factors for AoAStudies 
concept, architecture, technology 
studies and trades 
System RAM Req'ts (draft) Initial Capabilities Doc (lCD) Dev 
Roadmap inputs - mitigations of DoDAF CVs, OVs 
RAM risks 

2. Technology Development. DW'ing this phase the RAM Engineer continues to provide inputs to and 
supp01ts the JCIDS process. The RAM 
Engineer also supports all the engineering 
activities highlighted within the box titled 
Engineering Activities for System & Segment 
Development & Design FigW'e 10 to 
commence system defmition and 
development. RAM Engineer develops and 
contributes to development of the TD Phase 
technical products. 

TD Phase- Technical Products Required 
SMC RAM Technical Conflibutions to Othel' 

Pl'oducts Organizations' Products 
Inputs to System Concepts Operational Concepts 
Factors for Studies! Trades Operational Assessments 
RAM Tech Req'ts, TRD, SRD, Capabilities Development Doc 
Specifications, ICDs, Standards (CDD) 
Selection/Tailor 
RAM inputs to ISP DoDAF CVs OVs 
RAM Analyses Rpts 
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3. Engineering & Manufacturing 

Development. RAM Engineer continues to 
provide inputs to and supp01t the JCIDS 
process. The RAM Engineer supp01ts all the 
engineering activities highlighted within the 
box titled Engineering Activities for 
Detailed Design Figure 10 to connnence 
detailed systems definition and 
development. The RAM Engineer 
establishes a closed-loop failure reporting 
system across Contractors, stakeholders and 

RAM 

other failure repo1t ing/analysis & conective action contributors. The RAM Engineer establishes JRMET 
to assist in collecting, analyzing, and categorizing RAM data during DT &E inputs to and suppo1t s the 
JCIDS process. The activities of RAM during this phase are extensive. Refer to the SMC-G-002 RAM 
Guide for RAM Engineer activities and products typically required during each phase. RAM Engineer 
develops and contributes to the development of the EMD Phase technical products. 

4. Production & Deployment~ Operations & 
Support. RAM Engineer continues to 
provide inputs to and suppo1ts the JCIDS 
process. The activities of RAM during this 
phase are extensive. Refer to the SMC-G-
00 1 RAM Guide for RAM Engineer 
activities and products typically required 
during each phase. The RAM Engineer 
develops and contributes to the development 
of the P&D I O&S Phase technical products. 

P&D I O&S Phase- Technical Products Required 
SMC RAM Technical RAM Contlibutions to 

Products Other Organizations' 
Products 

Inputs tech baseline engineering Supportability Analyses Rpt 
chanQes 
Analyses of production quality Operational Assessments 
reports and test reports 
Transition & Fieldina Docs 
RAM Analyses Rpts; Reliability 
And Maintainability Information 
System Assessments (REMIS) 
V&V /T&E Reoorts 

RAM Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach struchu·e based primarily on their program 
objectives, program and technical challenges, organizational stmchue, as well as program and engineering 
planning (SEP plus detailed RAM planning). 

The RAM Engineer develops and implements the RAM program planning to achieve RAM objectives and 
requirements. The planning defines the RAM tasks and ftmctions to be perfo1med and products to be 
developed; timing of tasks, task outputs, resources (skills, tools, equipment, and completion criteria. The RAM 
Engineer plans tasks to integrate RAM activities within the program office, between Contractors and 
stakeholders. The RAM Engineer plans the tasks to establish and manage the JRMET, FRACAS, and other 
RAM related fonuns; support SE&I activities, e.g., production process controls, V&V activities, risk 
management, integration, and system modifications; coordinate the RAM planning with SMC RAM Official 
Person Responsible (OPR), operating connnands, supporting commands, and test agencies; and integrate RAM 
planning with other functional and acquisition plans (i.e. SEP, ASP, LCMP). 
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Execution of the RAM planning is typically defined through an Operating Inst:Iuction (01). The RAM 
Engineer provides ftul support to defme the program and technica l objectives where RAM challenges and risks 

are known or anticipated. The RAM Engineer assists to establish the business model, develop program 

planning and schedules, and define and implement program processes. The RAM Engineer ensmes the RAM 
components of the program are appropriately represented in the program plans, program schedules, work 

breakdown schedules, cost estimates. The RAM Engineer also repmts their technical perfmmance and 
progress. The RAM Engineer shares in the risk management responsibilities to identify, assess, and propose 

mitigating actions of RAM related risks. They also support the program manager' s problem identification, 
resolution, and decision-making processes. 

The RAM Engineer contributes to the development of the 
program management products identified in the Table. 

SMC Program Management Products 

PMD 
SEP, IMP, IMS, WBS 
Decision-makina & problem solvina inputs 
Technical progression and issues reporting 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk Manaaement Inputs 
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Appendix H - Spectrum Management 
Spectnun Management (SM) is that discipline that pertains to the planning, engineering, administration and 
coordination for the joint use of the range of fi:equencies of electromagnetic (EM) radiation by subsystems and 
equipment that radiate or receive EM energy. This range of frequencies, which is divided into 26 alphabetical 
bands, is a natmal resomce within national and international boundaries. Advances in modem technologies in 
recent years and a shift in joint warfighting strategies have demonstrated a proliferation of potential conflicts 
resulting from the increased use of the EM spectmm by both government and non-government users. As a 
result, the requirement for proper analyses and management of the use of the spectmm has risen exponentially 
in response to the increasing demand for its application. 
The SMC Program Office SM POC is the designated authority responsible for establishing and executing the 
SM program. A SM POC is an individual appointed as the representative of the Program Office to manage its 
affairs. The SM POC is also responsible for planning, administering and ensuring essential SM engineering 
and management eff01t s are integrated with the various acquisition, management, & engineering activities. In 
addition, the SM ensmes adherence to effective and compliant contributions with respect to the various 
policies, DoD mandates, instmctions, and SMC acquisition program and technical objectives, while 
implementing the program strategies and plans within the POC's realm of responsibilities. 

Applicable governance, standards, and guidance 
SM related program requirements are delineated throughout a broad range of mandates including public law, 
policies, directives, and instructions. These requisite requirements also interrelate with various disciplines 
including acquisition, information assurance, and Systems Engineering to name a few. Table 13 below 
identifies the significant governance which generally requires SMC compliance for SM. At the time of this 
writing, an SMC lnst:Iuction is in progress to more clearly promulgate the scope, responsibilities, procedmes 
and requirements of the SM office as it pertains to the various acquisition, management and engineering 
lifecycles. 

Table 13 Governance, standards, and guidance that shape the Spectrum Management Engineering Discipline 

Document Xo Governance Title Issue 
Public Law Number416, The Communications Act of 1934 19 Jun 34 
Ch 5 Title 47 of US Code 
Public Law 102-538, 106 The National Telecommunications and Information Organization Act, 92 
Stat. 3533 (codified at 47 "Spectrum Management Activities" 
U.S.C 901 et seq.) 

DoD Net-Centric Soectrum Manaoement Strateov 03 Auo06 
DoDD 5000.01 The Defense Acquisition System 12 May03 
DoDD 5100.35 Military Communications-Electronics Board (MCEB) 10 Mar 98 
DoDD4630.8 Procedures for lnteroperability & Supportability of Information 30 Jun 04 

T echnolOQY On and National Security Systems (NSS) 
DoDD3222.3 DoD Electromaonetic Environmental Effects (E3l Prooram 08 Seo04 
DoDI 5000.02 Operation of the Defense Acquisition System 08 Dec OS 
DoDI4650.1 Policy and Procedures for the Management and Use of the 09 Jan 09 

Electromagnetic Spectrum 
CJCSM 3170.01 Operation of the Joint Capabilities Integration and Development 01 MayO? 

System 
CJCSI 621201E lnteroperability and Supportability of Information Technology and 15 Dec OS 

National Security Systems 
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With regards to advancements in technological innovations and nsmg demand for the use of the 
electromagnetic spectrum fi:om new technologies such as wireless systems, the SM concept complies with 
classic economic principles. The rise in demand results in a decline of supply and vice versa. In other words, 
more systems occupying real estate on the fi·equency spectrum, results in less space availability for additional 
systems to operate within the spectrum. Therefore, in reference to the military, SM practices should be given 
critical consideration in the development and operation of a variety of spectnun dependent military 
commtwications and satellite systems. Ultimately, failure to properly manage this can significantly impact the 
military's mission effectiveness. 

Spectrum Management Contributions to the Acquisition Life Cycle 
Framework 
Although, SM contributions to the DoD acquisition life cycle appear less visible than the contributions and 
requirements of other ftmctional disciplines as outlined in DoDI 5000.02, it certainly remains a vital ingredient 
to the success of the entire mission accomplishment. As with other Systems Engineering Disciplines (SEDs), 
SM contributions can be clearly represented within the phases of acquisition. Figure 11 outlines the activities 
and products that must be developed with regards to the acquisition life cycle framework. This graphical 
representation provides the SM POC with a bu·d's eye view of how SM integrates within the acquisition life 
cycle framework. It also illustrates the requu·ed SM supp01t for pre and post contract award acquisition 
activities as well as across the system lifecycle. 
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Acquisition Life-Cycle Process for Spectru 
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Figure 11 Acquisition life cycle process for SMC Spech·um Management 
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An effective SM program is instituted in the early phases of the acquisition life cycle and ant1c1pates 
challenges and obstacles to overcome. As part of the pre-acquisition process, SM must be included in the 

Capabilities Based Assessment (CBA), taking into accotmt the entire system lifecycle for a spectrum 

dependent system. Considerations must be given to the availability of the pa1ticular electromagnetic spectrum 
throughout the life span of the system, spectrum supp01tability, as well as the Electromagnetic Envirolll11ental 

Effects (E3), which addresses the electl·omagnetic envirolll11ent's impact on the militruy operational capability, 
equipment, subsystems, systems and platfonns. 

According to Office of Management and Budget (OMB) Circular A-11, submission of ftmding estimates for 

the development or procurement of systems or equipment can only be conducted after obtaining spectrum 
support. In addition, spectlmn ce1t ification is also a pre-requisite to obligating funds for spectnun-dependent 

equipment or systems. Below are the SM activities that ru·e highlighted in the respective phases of the 

Acquisition lifecycle. 

1. Materiel Solution Analysis. During this phase the 
SMC SM office completes and submits inputs to the 

program acquisition process in the f01m of an initial 
Stage 1 (Conceptual) request for a Spectnun 

Supportability Certification (DD Form 1494) for 
approval. The DD Form 1494 provides data 

pertallllllg to fi:equency assignments, including 

MSA Phase- SMC Acquisition Products 

DD Form 1494 
ASP, TDS, OMS, TES 
LC Cost Estimate Inputs 
RFP inputs (SM requirements; Safety assessment 
requirements; Hi!lh level SM assessments of concepts 
APB CCA 
SEP, LCMP Inputs 

coordination with Host Nations (HN), mitigation/resolution of EMI issues, as well as integration of 

Commercial Items (CI) into milita1y platforms and installations to name a few . By submitting the Stage 1 
DD Form 1494, the SM is indicating that initial planning has been complete, including proposed 
frequency bands and other available characteristics. In addition, the SM office shall also provide insight to 

E3 and Spect111m Supp01tability (SS) functionality in the lCD to address operational capabilities, gaps or 
sh01tcomings with respect to spectmm usage, access, or supp01t areas. The table to the right exhibits the 

products that are produced during the Materiel Solution Analysis phase. 

2. Technology Development. In this phase of the 

acquisition life cycle, The SM prepares and facilitates the 
attainment of a Stage 2 SS Certification prior to 

authorization to perform experimental testing. A Stage 2 
SS Ce1t ification request indicates that the preliminruy 

design has been completed and on-air radiations, using 
test equipment or prelimina1y models may be required. It 

must also indicate specific sites, geographic locations and 

coordinates of the equipment to be used. The SM initiates 
requests for HN authorization for the use of spectmm dependent equipment in the respective countries. 

The table to the right displays the requisite documentation that is generated during the TD Phase as it 

relates to SM. 

The SM also supports the solicitation/RFP development and proposal evaluation activities. The SM 
provides spectnun engineering and management technical inputs including requirements, compliance 

standru·ds, engineering approaches relating to SM. 
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3. Engineering & Manufactming Devt>lopment. The 

next phase of the acquisition lifecycle capitalizes on 

the eff01ts produced in the previous phases. As in the 

previous phases, DoD Instruction 5000.02 mandates 
that a SS Cettification (Stage 3) is provided prior to 

authorization to operate for developmental testing. 
Stage 3 cettification denotes that the major design has 

EMD Phast> - S:viC Acquisition Products 
DO Fonn 1494 
Updates to ASP, TDS, OMS 
CARD update/Inputs 
RFP: SM objectives in the SOO; SM related tasks in 
SOW SM data products in CDRLs 
Detailed SM planninQ, SEP, LCMP, TEMP updates 

been completed and radiation may be required, and specifies the geographic location of the system. 

4. Production & Deployment, Operations & Support. In 
the PD and O&S phases, the role that SM plays is much 

less prominent than in earlier stages of the acquisition 

lifecycle. This is attributable to the fact that much of the 
SM effort is aimed at producing the best possible solution 

at an early onset of the acquisition process in order to 
mitigate potential electromagnetic spectrum conflicts 

between various equipment and agencies along the 
acquisition timeline. In the PD phase, the fmal SS 

P&D I O&S Phast>- SMC Acquisition 

Products 
DO Form 1494 
Staqe 4 Note-to-Holders 
Updates to ASP TDS OMS 
CARD update/ Inputs 
RFP: SM objectives in the SOO; SM related tasks in 
SOW SM data products in CDRLs 
Detailed SM planninQ, SEP, LCMP, TEMP updates 

Certification (Stage 4) is required prior to authorization to conduct operational testing of a spectnun 
dependent system. Obtaining Stage 4 SS Cettification essentially indicates development has been 

completed and fmal operating constraints required for compatibility need to be identified. The SM ensures 
that measured data for all technical characteristics such as emission bandwidth, harmonic level, spurious 

levels, etc is provided upon submission for a Stage 4 frequency allocation application. The geographic 

location of the system's operations must also be as specific as possible. 

Generally, the SM requirements are in place by the time the system reaches the OS phase as this is often 

driven by financial and budgeting requirements. However, minor changes to an existing frequency 
allocation in lieu of a new allocation, are permitted in post Stage 4 cettification via the ESC process 

through the use of a mechanism noted as ''Note-to-Holders." 

SM Contributions to the Engineering Life Cycle Framework 

Relationship to SE Organization 
The SM plans and executes the essential spectrum management and engineering efforts in an integrated and 
effective manner within the context and full supp01t of the overarching Systems Engineering (SE) function. 

SM ensures that each SM SED contribution is timely, adequate, consistent, and compliant. The SM ensures 
that their contributions are channeled through the Systems Engineering Analyses and Control activity. 

SM contributes and integrates with the Systems Engineering process and activities as depicted in Figure3 . The 
SM is an integral team member in patticipating in the development/derivation of requirements and support for 

the requirements analyses and allocations process to derive the SM related set of requirements. 
Strong pruticipation in the early pre-acquisition periods is a requirement for the SM Manager/Engineer. The 

SM must work closely with the System Engineers in performing interface analyses, as well as the integration, 
verification and validation planning and execution. In perfonning the management and control ft.mction, the 

Systems Engineer effectively integrates all engineering ft.mctions through the ft.ul system life cycle. The SM 
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Engineer ensmes that technical information, as related to SM advances, is appropriately applied through 
systematic control, collaboration and sharing across the organization. 

In order to successfi.11ly integrate SM into the acquisition lifecycle phases, the SM is required to actively 
participate in the various reviews throughout the lifecycle. Tllis is to ensme that the program's technical 
baseline is sufficient to supp01t the program's cost estimates and acceptable levels of risk. These reviews are 
identified in each of the following acquisition phases along with the various Systetns Engineering teclmical 
products and other contributions for fi.lrther clarification. 

Relationship to other SEDs 
SM SED's relationship to other SEDs is summarized in Figure 1. The PM may also assign the SM the 
responsibility to facilitate development of the space-to-ground, ground-to-ground wireless links. If so, the SM 
engineering effotts will likely be closely aligned to the signal I antenna engineers to characterize, define, and 
design the space-to-grotmd, grotmd-to-grotmd links and associated system elements. The SM also supports 
T &E to ensure eventual testing to verify I validate SM related requirements. 

Tools Selection & Use 
The SM considers effectiveness and efficiencies 
gained by selecting and using the best choice of 
SM tools. 

S.M Functions Requiring Tools 
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Engineering Activities and Products over the Life Cycle 
The following subsections summarize the SM Engineer's contributions to engineering activities and technical 
products by DoD acquisition phase. 

1. Materiel Solution Analysis. During this phase the 

SM may provide inputs to and supp01t the 
Capabilities Based Assessment process and the 

JCIDS process. The Program Office SM may 
supp01t the development of the mission and 

operational concepts, suppo1t AoA sh1dies, suppo1t 

dete1minations of FOMs, and characterize 
candidate fi:equencies, bandwidths, and 

provide/assess technology solutions. The SM also 
contributes to the development of the MSA Phase 

technical products. 

2. Technology Development. During this phase the 

SM continues to provide inputs to and suppo1t s the 
JCIDS process and activities to include inputs to 

the CDD. Concunently, E3 and SS requirements 
are also required to be addressed in this phase. SM 

suppo1ts updates to include these requirements in 
the Capability Development Docmnent (CDD). 

MSA Phast>- Tt>chnical Products Rt>quirt>d 
SMC Spectrum SM Conhibotions to 

Management Technical Other Organizations 
Products 

High level assessment Operational Concepts 
proposed concepts & 
architectures 
SM engineering inputs and AoAStudies 
factors for concept, 
architecture, technology 
studies and trades 
SM Requirements Initial Capabilities Doc (lCD) 

Development 

TD Phast>- Tt>chnical Products Rt>quirt>d 
SMC Spectrum SM Conhibutions to 

Management Technical Other Organizations 
Products 

Updates to SM requirements COD 
Inputs to Svstem Concepts OoerationaiConcepts 
Factors for Studies/Trades Operational Assessments 

The CDD typically addresses spectmm requirements that cover safety issues related to electromagnetic 

energy radiation/reception, any potential issues regarding E3 interference from threat emitters, as well as 
interoperability issues. It also provides a forum of discussions on E3 and SS including interoperability 

matters involving Net Ready-Key Performance Parameters (NR-KPP) as it relates to E3, SS and Host 

Nation Authorizations. 

The SM provides E3 and SS requirements inputs to the Info1mation Support Plan (ISP) and system 
technical requirements docmnents. The ISP must address SS to include Equipment Spectnun Certification 

(ESC), reasonable assmance of the availability of operational frequencies, and consideration of E3 control 
in accordance with DoD Instmction 3222.3. The goal is to identify implementation issues such as E3 and 

SS support needs, dependencies, and interfaces that pe1t ain to net-readiness, interoperability and 
information supportability, and information sufficiency conce1ns. 

The SM also suppo1ts the engineering activities highlighted within the box titled Engineering Activities for 
System & Segment Development & Design Figme 11 to commence system definition and development. 

The SM contributes to support development of technology and transition roadmaps, architechu·al and other 
system trades. The SM assesses adequacy of contractor spectmm analyses. The SM assists to define or 

update the operational Electromagnetic Environment (EME). The table to the right displays the requisite 
documentation that is generated dming the TD Phase as it relates to SM. 
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The SM also addresses E3/SS testing requirements (which is to be included in the TEMP), updates to the 
operational Electromagnetic Environment (EME), preparation and submission of the Stage 3 DD Fonn 
1494 request, refinement of cost estimates for all E3/SS tasks and related activities, and obtainment of SS 
approval forMS B. 

3. Engineering & Manufacturing Development. 
The SM continues to provide inputs to and suppott 
the JCIDS process. The SM supports the 
development of the Capability Production 
Docmnent (CPD). The CPD, like the lCD and the 
CDD, must address both E3 and SS, including the 
electromagnetic environment in which the system 
is being designed to operate in as well as 

EMD Phase- Technical Products Required 
SMC Spectrum SM Conb'ibutions to 

Management Technical Otber Organizations 
Products 

Updates to SM requirements CPO 
Updates to Svstem Concepts Operational Concepts 
Technical Studies!T rades Operational Assessments 
Test Demo Reports 

interfacing systems. It readdresses the NR-KPP requirements and refines the detailed pictme of the 
spectnnn integration requirements covering safety issues related to electromagnetic energy 
radiation/reception, any potential issues regarding E3 interference fi:om threat emitters, as well as 
interoperability issues. 

In addition, the SM provides inputs to the ISP. Similar to the TD phase, the ISP must address SS to 
include Equipment Spectmm Cettification (ESC), reasonable assmance of the availability of operational 
frequencies, and consideration of E3 control. The SM suppotts the engineering activities highlighted 
within the box titled Engineering Activities for Detailed Design Figme 11 to commence detailed systems 
definition and development. The SM contributes to development of architectmal and other system trades 
and engineering analyses. The SM also contributes to the development of the EMD Phase technical 
products. The SM provides inputs to T &E to ensme the TEMP is updated to reflect any changes to E3 and 
SS metrics, such as the Measmes of Effectiveness (MOEs) and Measmes of Suitability (MOSs) 
established in the TD phase. The SM also considers any E3 that is a critical operational effectiveness and 
suitability parameter and provides an updated schedule for E3 verification events and responsibilities. 

4. Production & Deployment., Operations & 
Support. The SM continues to provide inputs to 
and suppotts the JCIDS process. The SM suppotts 
OT &E as directed by the SE Lead to ensme SM 
related requirements met. 

P&D I O&S Phase- Technical Products 
Required 

SMC Spectrum SM Conn·ibutions to 
Management Technical Otber Organizations 

Products 
Inputs tech baseline engineering Supportability assessment 
chanQes contribution report 
Test, Demo Reports Operational assessments 

contributions 
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Spectrum Management Engineers' Contributions to Program and Project 
Management 
The SMC Program Office defines their business model and approach structure based primarily on their 
program objectives, program and technical challenges, organizational structure, as well as program and 
engineering planning (SEP plus detailed engineering plal111ing). 
The SM develops and implements the essential detailed planning to achieve SM related engineering and 

program objectives and requirements. The planning defines the SM tasks and functions to be perfo1med and 
products to be developed; timing of tasks, task outputs, resources (skills, tools, equipment, and completion 
criteria. The SM plans tasks to integrate SM activities across the program office, between Contractors and 
stakeholders. The SM plans the tasks to establish and manage SM activities and forums; suppo1t SE&I 
activities and Specialty Engineering activities; and integrate SM plal111ing with other program and acquisition 
plans (i.e. SEP, IMP, ASP, LCMP). 
Execution of the SM planning is typically defmed through the SystelllS Engineering Operating Instruction (01). 
The SM assists to establish the business model, develop program plal111ing and schedules, and define and 
implement program processes. The SM ensures the SM components of the program are appropriately 
represented in the program plans, program schedules, work breakdown schedules, cost estimates. The SM also 
repo1ts their technical perfo1mance and progress to engineering and program management. The SM shares in 
the risk management responsibilities to identify, assess, and propose mitigating actions of SM related risks. 
They also suppo1t the Program Manager's problem identification, resolution, and decision making processes. 
With regards to risk, the procurement of spectrum dependent systems requires the application of risk 
management tools to help identify sho1tfalls and potential fhture problelllS without committing a large amotmt 
of effort and resources. The Spectnun Suppo1tability Risk Assessment (SSRA) is a tool that contributes toward 
successful Program/Project management with respect to the SM discipline. The SSRA is used to provide risk 
assessments that increase in detail as the spectnun dependent system design matures. It assists in identifying 
regulato1y, operational and technical SS risks, and affords the program/project manager opporhmities to 
mitigate and deconflict potentially disastrous SS issues. This tool is utilized throughout the acquisition, 

SMC Program Management Products 

engineering and management lifecycle and is integrated into the ISP. 
The table in this section identifies the program management 
products that the SM office contributes toward developing. PMD, IMP, IMS, WBS 

Technical oroaression and issues 
LC Cost Estimate 
Processes (OperatinQ instructions) 
Risk Manaaement lnouts (SSRA) 
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Appendix I - Concept Development 
Generally, concept development begins with the development of the joint operating concepts, joint ftmctional 
concepts, and joint integrating concepts that are developed by the operating or using commands. 
Representatives :fi:om impacted DoD communities examine multiple concepts to optimize the way the 
Depattment of Defense provides the intended capabilities. The analyses results of the concepts then contribute 
to the initial development of the lCD. A system concept development effort is then initiated once a capability 
shortfall or an emerging or evolving change to a military threat has been identified and it has been determined 
that a new or revised system is required. 
This SED highlights XR's tasks and products and further delineates the Program Office tasks and products in 
support of the development of the operational and system concepts. Instructions, guidance, and senior expetts 
are available at SMC/XR to assist the Program Office to execute the essential concept development activities 
for the Program Office. 
Typically, the Program Office supports XR in the efforts to initially develop system concept alternatives then 
determine and document the preferred system concept. As a system concept matures, and is determined to be 
the preferred concept, the XR developmental planning efforts may be transitioned to the Program Office to be 
ftut her advanced in technical fidelity and evolve with the program ensuring that the required capability meets 
the military need. A proper concept development eff01t facilitates subsequent program phases that defme, 
produce and deliver materiel solutions within an identified trade-space in supp01t of capability needs analyses. 
Developing a concept for a new or improved system requires the application and rigor of the systems 
engineering process that responds to a new or evolving operational needs or deficiencies. While a top down 
flow of activities appears in a typical concept development cycle, in reality the concept development is more 
often than not an iterative process with multiple iterations and influences from many participants. These 
include Operators, Maintainers, Technologists, Engineers, and the Acquisition Community patticipation. 
While system concept development is often performed or led by a systems engineer, it is usually accomplished 
by a team that can be characterized as "A Commtmity of Interest". For the purpose of this docmnent, we will 
call this individual or team the Concept Developer. 

The Concept Developer plans and performs the essential engineering conceptual development and 
management eff01t s to ensure that the resulting program is timely, adequate, consistent, and compliant with the 
military need. 

Applicable governance, standards, and guidance 
Policy, directives, and instructions that mandate concept development related program requirements are 
included in a wide range of mandates. Table 14 below identifies the significant governance, standards, and 
guidance which generally require SMC compliance for concept development. 

DOD Instruction 5000.02 requires the joint operating concepts, joint ftmctional concepts, and the concept of 
operations be initiated prior to the Materiel Solution Analysis phase. The preferred system concept is then 
determined during the Technology Demonstration. In general, a Milestone B is planned when a system concept 

has been selected. 
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AFSPC Instmction 10-102 provides clarification for a space system's system-level CONOPS as the enabling 
concept defmed as a high-level written description of a space system that identifies the system's purpose, 
operational assmnptions, the desired effects, how the system will be used, and who is envisioned to operate and 

use it. 
Table 14 Governance, standards, and guidance that shape the Concept Development discipline 

Document No Governance Title Issue 

Concept Development Contributions to the Acquisition Life Cycle 
The DoD acquisition life cycle is defmed by DoDI 5000.02. Concept Development contributions over this life 
cycle are best represented within the phases of the Defense Acquisition Management System. Figme 12 
provides the acquisition life cycle framework within which the Concept Developer performs as well as the 
products that the Concept Developer must develop or contribute to their development. 

The Concept Developer defines and implements concept development strategies and objectives consistent 
within the tenets of applicable policies, SMC acquisition objectives and requirements, and program objectives, 
requirements, and constraints. The Concept Developer assists the operating organizations to develop, attain 
approval for, and implement operational concepts into a CONOP and capability documents as they fit into the 
acquisition cycle, e.g. Initial Capability Document (lCD), Capability Development Document (CDD), and 
Capability Production Docmnent (CPD). This planning will be firmly based on program and technical 
objectives, strategies, DOD mandates, and instmctions. 

The need to develop space concepts may originate from any AFSPC Directorate, NAF, and Wing, the Air Staff 
or a tmified connnander. Command Leads are (or SMC Leadership is) responsible for developing concepts that 
fall within their relevant core capability area. The planning defines concept development activities and 
products to achieve the overall program objectives and requirements; specifies tasks and functions to be 
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perfonned, timing of tasks, resources required, products to be developed forms the basis for the Space 
Technical Planning Integrated Product Teams (TPIPTs) Concepts. For early concept development, the concept 
development platming is executed per the SMC I XR Concept Development Guide that documents the process 
to perfonn, control, and integrate concept development and management activities. When the prefeiTed system 
concept is detennined and approved, the concept development effotts are transfened from XR to the Program 
Office where the emphasis is refinement of the system concept(s). 

The Program Office concept pla1111ing is based on the appropriate program-approved life cycle. SMC Program 
Offices defme and implement the system concept development strategies and objectives consistent within the 
tenets of appropriate policies, SMC acquisition objectives, and program objectives. At SMC, the Program 
Office Concept Developer supports the major acquisition activities through the full system life cycle to ensure 
concept development and program requirements are fully extended through SMC specific programs and their 
developments. 

1. Pre-Materiel Solution Analysis. During this phase, 
SMC/XR is typically the key SMC player in supporting 
the Capability Based Assessment (CBA) development 
though the Program Office Concept Developer may also 
support the CBA. SMC/XR and/or the Program Office 
Concept Developer will use the results of the CBA and 
any accompanying enabling concepts to propose potential 

Pre-MSA Phase- SMC Acquisition 
Products 

Inputs to joint operati ng, joint functional, & joint 
integrating concepts 
Inputs to CBA 
Inputs to Draft lCD 
Inputs to AoA Study Plan 

solutions to identified capability needs and apply them to SMC Development Plans. Development plans 
which are vetted through concept assessment teams are provided as inputs to the lCD and AoA Study 
Plan. Concept development is integrated into the JROC's deliberations on identifying, developing, 
validating, and prioritizing requirements. 

2. Materiel Solution Analysis. During this phase the 
Concept Developer provides inputs to and supp01ts 
program acquisition activities to include the development 
of the acquisition strategy, technology demonstration, test 
strategies, inputs to the cost estimates, solicitation!RFP 
development for Contractor studies, and proposal 

MSA Phase- SMC Acquisition Products 
Inputs to AoA lCD 
TDS, DMS 
LC Cost Estimate 
RFP inputs: System Concepts Ref Architectures 
SEP 

evaluation activities. The Concept Developer also contributes to the development of the MSA Phase 
acquisition products. In addition, the Concept Developer verifies concept component functionality against 
desired capabilities. The XR leads or suppo1t s the system alternative concept analyses, concept models, 
and acquisition planning needed to fully develop a concept to where it can be transitioned to a SPO. The 
Concept Developer also contributes to the development of the acquisition MSA Phase products. 
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3. Technology Development. During this phase, the 

Concept Developer works closely with the Systems 
Engineers and Architectme Engineers, to analyze, trade, 
refine, and validate system concepts against the already 
defined user needs. The Concept Developer provides 
inputs to and supports program acquisition activities to 
include the acquisition strategy, technology development 
strategy, cost model, and solicitation/RFP development 
and proposal evaluation activities. The Concept 
Developer along with the Architechrre Engineer 
establishes the ftmctional and the physical architech1re 
thereby assisting Systems Engineering to define the 

description of 

allocated baseline (preliminary design) with additional emphasis on matming technologies with a TRL6 
before milestone B approval. 

4. Engineering & Manufacturing Development. The 
Concept Developer provides inputs to and supports 
program acquisition activities to include updates to the 
acquisition su·ategy and updates to the cost model to 
reflect any change of technical solutions determined and 
updates to the CARD. Inputs are also provided to identify 
system design consu·aints determined through concept 
analyses and refine system design requirements as a result 
of the iterative engineering analyses and developmental 
tests. The Concept Developer supports the 
solicitation/RFP preparation and operational concept 

EMD Phase - S~VIC Acquisition Products 
Updates to ASP, TDS, DMS 
Inputs for CARD update 
RFP: Concept & Architechrre objectives in 
the SOO; Concept development related tasks 
in PWS, Concept data. requirements products 
in CDRLs; Data Item Description- tailored 
ISP: System operations concept 
CPO inputs 
APB: Concept descriptions 
Concept development planning; inputs to SEP. LCMP, 
TEMP ISP 

development documented in the CPD to meet program objectives The Concept Developer ensures that the 
mahu·ed concept meet user capability needs and is consistent and in alignment with the contrachlal 
requirements. The Concept Developer conu·ibutes to the development and updates to the acquisition 
products identified in the table. One of the main objectives is to attain TRL7 or above for milestone C 
approval. 

5. Production & Deployment, Operations & Suppor t. 
The Concept Developer provides inputs to and supp01t s 
program acquisition activities to include updates to the 
acquisition su·ategy and to the cost model to reflect the 
actual technical solutions. The Concept Developer also 
ensures proper implementation of inputs previously 
provided to reduce integration and manufachu·ing risk and 
critical supp01tability aspects focusing on minimizing the 
logistics footprint. The concept development team 

P&D I O&S - S:\1C Acquisition Products 
Updates to ASP, TDS, DMS 
CARD update 
RFP Concept development related tasks in PWS, 
Concept data requirements products in CDRLs; Data 
Item Description - tailored 
Finai iSP 
Concept development/validation planning, SEP, 
LCMP, TEMP updates 

supp01ts post implementation review which compares a.chml system performance to program expectations 
and mission realities based upon the operational environment and CONOPS. 
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Figw·e 12 Acquisition life cycle process for SMC Concept Development 
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Concept Development Contributions to the Engineering Life Cycle 

Relationship to theSE Organization 
The Concept Developer plans and executes the essential concept development and management effotts in an 
integrated and effective matmer within the context of system engineering. Other patticipants that suppott the 
concept development ftmction may include implementers, integrators, other specialty engineers, and 
representatives of the eventual using organizations. The Concept Developer ensures that each of the SED 
contributions is timely, adequate, consistent, and compliant. The Concept Developer ensures that their 
contributions are channeled through the SystelllS Engineering Analyses and Control activity. 

SystelllS Engineers manage the engineering process and activities depicted in Figure 3 while the Concept 
Developer contributes to this process by performing, managing, and supporting the concept development effort 
through the use of modeling and simulation, analyses; concept/architectural/design trades; and technology 
studies. The Concept Developer contributes to the Systems Engineering process and supp01ts technical and 
program management activities by supporting decision making. 

Relationship to other SEDs 
The Concept Developer SED's relationship to other SEDs is summarized in Figure 1. The Program Office 
Concept Developer is likely most closely aligned with the Architechtre Engineer or Team and the System 
Engineer to provide and trade on plausible system technical solutions. Specifically, the Concept Developer 
supports concept and architechtre development and analyses; modeling and simulation efforts; technology 
shtdies; and design trades as well as supporting technical and program management activities and decision 
making. The Concept Developer suppotts the Architechtre Engineer to assist in the requirements development 
activities and requirements analyses by creating dynatnic system models, abstractions of a patt icular domain 
concept, or models to defme system ftmctions then allocate and parameterize requirements to perform the 
ftmction. 

The Concept Developer along with the Architechtre Engineer suppotts the system trades taking into account all 
applicable factors to ensure balanced and integrated architechrre solutions. The Concept Developer works 
closely with the Logistics Specialists to incorporate their deployment and sustainment concepts to reduce 
integration, deployment, and manufachlring risk and critical suppottability aspects focusing on minimizing the 
logistics footprint. 

Tools Selection and Use 
The Concept Development team considers 
effectiveness and efficiencies gained by selecting 
and using the best choice of Modeling and 
Simulations tools to perform modeling and 
simulation analyses, information sharing, 

Concept Development Functions Requiring Tools 
Architectural Development 
Modelina & Simulations 
Technology Trade Studies and Data Analysis 
Operational Concept Analysis 

automated data exchanges with other tools, and other considerations. 

Engineering Activities and Products over the Life Cycle 
SMC/XR leverages the results of the Capability Based Assessment (CBA) and any accompanying enabling 
concept and supporting analyses to propose potential solutions to identified capability needs and apply them to 
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the product center Development Plans. SMC/ XR also manages the Program Executive Officer (PEO) I 
Technology Executive Officer (TEO) and Space Technology Integration Cotmcil (STIC) process to produce 
developmental plans for high-priority, neru·-, mid- and fru·-teim concepts for inclusion in the Science and 
Technology Guidance Document. As concepts approach the mid to far tenn it starts becoming inappropriate to 
try to cost the concept as systems in acquisition can usually be estimated to a factor of 2 to 3. As more new 
teclmologies are needed cost estimates sta1t becoming appropriate to only an order of magnitude. For fru· te1m 
concepts needing a lot of new technologies the XR Concept Developer appropriately specifies the cost a 
system should meet rather than specifically what it will cost. In the far te1m cost targets become a goal and the 
system design and technology needs specified to meet these goals. 

The transition of concept development activities from XR to the Program Office vruy from program to 
program. In most cases, the Program Office Concept Developer initiates a broader system and program concept 
development perspective while fmther enabling and maturing concepts. Similar to the XR Concept Developer, 
the Program Office Concept Developer continues to pa1ticipate in technical tr·ades to transform wru·fighter 
needs into technical solutions, identify needed technologies, generate developmental roadmaps, and mature 
technologies, and deliver materiel and operations solutions to operators. 

The Concept Developer also ensures that the system concept evolves and is appropriately captured in the 
system design considering program objectives, requirements, and constr·aints and balancing conceptual 
solutions with a wide range of engineering factors to include those of safety, reliability, human systelllS 
integration, security, supportability, environmental, and of course cost. 

For software developments by applying use case techniques, the Concept Developer can assist the engineering 
team caphu·e system behavioral requirements by detailing scenario-driven threads through functional 
requirements. By creating other ftmctional and dynamic system models, abstr·actions of a pruticulru· domain 
concept, and/or models, the Concept Developer assists the SystelllS Engineers in defining system ftmctions, 
parameterizing requirements and providing ftmctional and physical decomposition of design tr·ades and 

interface definitions. 

The Concept Developer plans and executes the essential concept development and management effo1t s to 
ensure that each concept contribution is timely, adequate, consistent, and compliant. The Concept Developer 
ensures contr·ibutions are chal111eled through the Systems Engineering activities so that system evolution 
decisions are properly vetted and documented. 

The following subsections stumnarize the Concept Developer contr·ibutions to engineering activities and 
technical products by DoD acquisition phase. 
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1. Prt>-M.att>rit>l Solution Analysis. SMC/XR 

is a key player in the Capability Based 
Assessment (CBA) development though the 
Program Office Concept Developer may 
also support the CBA. During this phase, 
SMC/XR is typically the key SMC player in 
supp01ting the Capability Based Assessment 
(CBA) development SMC/XR ancVor the 

Concept Development 

Program Office Concept Developer will use L...:.== ..;:;a:..:.;nd::...;t::..:ra::.:d:;;;es:;._ ____ .L..-_________ ____j 

the results of the CBA and any accompanying enabling concepts to propose potential solutions to 
identified capability needs and apply them to SMC Development Plans. Development plans which are 
vetted through concept assessment teams are provided as inputs to the lCD and AoA Study Plan. Concept 
development is integrated into the JROC's deliberations on identifying, developing, validating, and 
prioritizing requirements. The Program Office Concept Developer leads or supports XR in the efforts to 
develop system concept alternatives then determine and document the prefened system concept 

2. M ateriel Solution Analysis. During this 
phase the Concept Developer may provide 
inputs to and support the Capabilities Based 
Assessment process and the JCIDS process. 
The Concept Developer conu·ibutes to the 
development of the mission and operational 
concept models and provides assistance to 

3. 

architechire artifacts. The Concept 
Developer also conu·ibutes to the 
development of the MSA Phase technical products ensuring to minimize complexity both within the 
system and with regards to the system extemal interfaces. 

Technology Development. During this 
phase the Concept Developer main focus is 
to demonsu·ate and validate system concept 
processes in order to ensure delivery of 
integrated, mah1red technologies. The 
Concept developer continues to provide 
inputs to and supports the JCIDS process 
and activities. The Concept Developer also 
supports the concept development activities 
highlighted within the box titled 
Engineering Activities for System & Segment 

SMC Concept Development 
Technical Products 

Inputs for and 
sustain 
Architecture inputs and factors for 
concept, architecture, technology 
studies, and trades; CVs, OVs, 

Concept Devel 
Contiibutions to Other 

'Products 
Inputs to CBA, COD 

Inputs to N:JA Studies . 
Technology Road map 

Development & Design Figure 12 to conunence system definition and development. The Concept 
Developer conu1butes to development of technology roadmaps, avoiding use of high risk, inunah1re 
technologies, and system u·ades and analyses. The Concept Developer conu1butes to the development of 
TD Phase technical products with emphasis on enabling and critical technologies. 
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4. Engineering & 

Devt>lopmt>nt. At this 
Manufacturing 

stage, the Concept 
Developer contributes to reducing 
integration and manufacturing risk, and 
design-in critical suppmtability aspects. The 
Concept Developer continues to provide 
inputs to and suppmt the JCIDS process. 
The Concept Developer suppmts the concept 
development activities highlighted within 
the box titled Engineering Activities f or 
Detailed Design Figure 12 to commence 
detailed systems definition and 
development. The Concept Developer 

EMD Phast>- Tt>chnical Products Rt>quirt>d 
SMC Concept Development Concept Devel 

Technical Products Conflibutions to Other 
01'1{anizations' Products 

Inputs for performance and Inputs to CBA. CPO 
sustainment analyses 
Architecture inputs and factors for Inputs to lv:JA Studies , 
concept, architecture, technology Technology Road map 
studies, and trades; ISP; CVs, 
OVs SVs SvcVs StdVs AVs 
Evolving System Concept(s) Inputs to Operational Concepts & 

Assessments 
Factors for Studies/Trades 
Inputs to system, production, 
fieldinQ, sustain desiQn docs 

contributes to development of technology roadmaps and system trades and analyses. The Concept 
Developer also contl·ibutes to the development of the EMD Phase technical products and completion of the 
technical baseline to include baseline concept development products and data. The Concept Developer 
suppmts prototyping, prototype testing, modeling and simulation, DT &E as directed by the Systems 
Engineering Lead to ensure interoperability, system integration, suppmtability, safety, utility and other 
requirements assigned to the concept development to meet system operational capability. 

5. Production & Deployment~ Operations & 
Support. The Concept Developer continues 
to provide inputs to and suppmts the JCIDS 
process. The Concept Developer ensures the 
actual system performance to program 
expectations and mission realities based 
upon the operational environment and 
CONOPS are met. 

P&D I O&S Phast>- Tt>chnical Products Rt>quirt>d 
SMC Concept Development Concept Devel 

Technical Products Conflibutions to Other 
0J'2anizations' Products 

Operational Assessments Supportability Analyses Rpt 
Operational Concepts and Inputs tech baseline engineering 
Models changes 
System Concepts Inputs to Transition & Fielding 

Docs 
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Concept Development Contributions to Program and Project 
Management 
Each Concept Developer defines their conceptual model approach and planning based primarily on the 
required operational capabilities and objectives, conceptual designs and technical challenges, such as 
technology maturation and any demonstrated deficiencies. The Concept Developer supports program 
management activities and program level management decisions, by contributing to the risk management 
process, providing cost models for cost estimating and budget planning, assisting and developing technology 
roadmaps to defme future states of a system, e.g., To-Be and Objective states, operational-need solutions, 
mission-need solutions, and to evolve systems to achieved pre-plalllled incremental capabilities. 
The Concept Developer develops and implements the concept development program plalllling to achieve the 
required objectives and requirements. The plalllling defmes the concept development tasks and ftmctions to be 
perfo1med; products to be developed; and timing of tasks, task outputs, resources (skills, tools, equipment, and 
completion criteria). The Concept Developer plans tasks to integrate concept development activities within the 
Program Office, between contractors, and collllllunity stakeholders. The Concept Developer plans the tasks to 
establish and manage operations and system concepts, support SE&I activities, e.g., system technical solutions 
trades and analyses risk management, integration, and system modifications; coordinate the concept 
development plalllling with Systems Engineering, operating collllllands, suppo1t ing collllllands, and test 
agencies; and integrate the planning with other ftmctional and acquisition plans (i.e. SEP, ASP, LCMP). 
Execution of the concept development plalllling is typically defined through an Operating lnstiuction (01). The 
Concept Developer provides ftlll suppo1t to defme the program and technical objectives where concept and 
architectural challenges and risks are known or anticipated. The concept and architecture team assist in 
establishing the business model, developing program plalllling and schedules, and defining and implementing 
program processes. The Concept Developer ensures the concept development and management components of 
the program are appropriately represented in the program plans, program schedtlles, work breakdown 
schedules, and cost estimates. The Concept Developer repo1ts their technical perfo1mance and progress. The 
Concept Developer shares in the risk management responsibilities to identify, assess, and propose mitigating 
actions of their related risks. Concept Developer also supports the program manager's problem identification, 
resolution, and decision-making processes. 
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Appendix J - Architecture Engineering 
SMC Program Office Systems Engineering organization designates a POC (referred to in tllis SED as an 
Architecture Engineer) who implements the DoD and Air Force interoperability, IT, and acquisition mandates 
and engineering best practices requiring architectural contributions. Policies and mandates that affect SMC 
arcllitectme commitments and architechu-e decisions are many. In the interoperability and information 
technologies categories, the mandates are partly driven by evolving DoD Net-Centric warfare (NCW) doctrine 
to radically improve information sharing by employing robust modem information technologies. 

In addition, investments in front end systems modeling and analyses allows the Program Office to commence 
acquisitions with more complete system level requirements sets and sufficient or high fidelity requirements, 
ftmctional, and physical allocations to suppo1t om acquisition strategic planning, technologies assessments, and 
prepare the techllical components of a RFP. Through applying use case techlliques, the Architechu·e Engineer 
assists the engineering team captme system behavioral requirements by detailing scenario-driven threads 
through functional requirements. By creating dynanlic system models, abstractions of a patticular domain 
concept, ancVor models, the Architechu-e Engineer assists the Systems Engineers to defme system ftmctions, 
parameterize requirements to perfo1m the ftmctions, and provides ftmctional and physical decomposition of 
design trades and interface definition and decisions. Systems modeling and analyses is a time-proven approach 
that reduces requirements creep, reduces costly engineering changes and keeps control of the development 
schedule by identifying and nlitigating techllical risks early. In addition, architechu-e products are essential to 
describe operational and system concepts, operational environments such as production, integration and 
sustainment, and nlission scenarios. 

The Architechu·e Engineer plans and executes the essential architechu·e development and management efforts 
in an integrated and effective manner to ensme that each Architechu·e SED contribution is timely, adequate, 
consistent, and compliant. The Architechu-e Engineer ensures that their contributions are channeled through the 
Systems Engineering Analyses and Control activity. The architechu·e team also suppott s engineering effott s, 
acquisition activities, and management activities and decision making. 

Applicable governance, standards, and guidance 
Policy, directives, and instructions that mandate architectme engineering related program requirements are 
included in a wide range of mandates. Table 15 below identifies the significant governance, standards, and 
guidance which generally require SMC compliance for architechu-e engineering. 

Table 15 Governance, standards, and guidance that shape the Architecture Engineering discipline 

Documt>nt No Gowrnanct> Titlt> lssut> 
Net-centric Enterprise Solutions for lnteroperabilitv (NESI) Policv 08Jun 05 

DoDD 8000.01 Management of the DoD Information Enterprise 10 Feb09 
DoDD 4630.05 lnteroperability and Supportability of Information Technology (IT) and 23Apr07 

National Security Systems (NSSj 
DoDI5000.02 Operation of the Defense Acquisition System 08 Dec08 
DoDI4630. 8 Procedures for lnteroperability and Supportability of Information 30 Jun 04 

T echnoloQy (IT) and National Security Systems (NSS) 
CJCSI3170.01G Joint Capabilities lnteQration and Development System 01 Mar09 
CJCSI6212.01E lnteroperability And Supportability Of Information Technology 15 Dec08 

And National Security Systems 
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Architecture Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. Architecture Engineering contributions over this 
life cycle are best represented within the phases of the Defense Acquisition Management System. Figure 14 
provides the acquisition life cycle fi:amework within which the Architecture Engineer performs as well as the 
products that the Architecture Engineer must develop or contribute to their development. This figure supp01ts 
pre and post contract award acquisition activities, and perfonns integrated architecture management and 
engineering across the system lifecycle. The Program Office Architecture Engineer establishes and implements 
architecture program strategies and objectives consistent with the tenets of applicable policies, SMC 
acquisition objectives, and program objectives. The Architechu·e Engineer then develops, attains approval for, 
and implements architechrre planning into the Systems Engineering Plan (SEP) and higher level integrated 
planning (e.g., IMP) in accordance with ctment DoD policy. This planning will be frrmly based on program 
and technical objectives, strategies, DoD mandates, and instructions. 

The Program Office Architechrre Engineer supports all of the major acquisition activities through the full 
system life cycle to ensure architechrre program requirements are fully extended to all contl·ibuting contl·a.ctors 
through the appropriate contl·act SOO and work statement language, compliance standards, etc. Hence, the 
Architechrre Engineer supports RFP development by providing PWS and SOO language, deliverable 
requirements (CDRLs, Data Item Descriptions) for architech1re products and data, and cont1·a.ch1al 
requirements to participate in fonrrns that advance and approve the architech1re attifacts. The Architechrre 
Engineer prepares proposal evaluation criteria, assists to evaluate proposals and carries out contl·actor 
perfonnance assessments during contl·act execution. 

The planning sufficiently defines architechu·e activities and products to achieve the architechu·e and overall 
program objectives and requirements; specifies tasks and ftmctions to be perf01med, timing of tasks, resources 
required, and products to be developed; forms the basis for the development of the Program Office Systems 
Engineering Operating lnstluction (01) architech1re elements. The architechu·e planning and 01 will be 



Architecture SMC Specialty Engineering Disciplines 129 
reflected appropriately in the WBS, IMS, and other program documents that address architecture related 
elements. The architectme planning is executed concmrently with the Program Office OI that docmnents the 
process to perfonn, control, and integrate all architectme engineering and management activities for each 
phase of acquisition. Program office architechtre planning (usually contained in the SEP and the detailed 
architechtre progran1 planning) and OI will also be based upon the appropriate program-approved life cycle. 
SMC Program Offices appoint establish and implement .Architechrre program strategies and objectives 
consistent with the tenets of appropriate policies, SMC acquisition objectives, and program objectives. 

1. Materiel Solution Analysis. During this phase, the 
.Architechlre Engineer provides inputs to and suppmts 
most program acquisition activities to include the 
development of the acquisition strategy, inputs to the cost 
estimates, solicitation/RFP development for Contractor 
shtdies, and proposal evaluation actlv1t1es. The 

:\1SA Phase- S:\1C Acquisition Products 
PMD 
TDS, DMS, TES 
LC Cost Estimate 
RFP inputs (Concepts, OVs) 
APB CCA 
SSP, SEP .. 

. Architechlre Engineer also contributes to the development of the acqms1t1on MSA Phase products. 

2. Technology Development. The Architechtre Engineer 
provides inputs to and supports all program acquisition 
activities to include the development of the acquisition 
stt·ategy, technology development strategy, development 
and updates to the cost model and development of the 
Cost Analysis Requirements Description (CARD), 
solicitation/RFP development and proposal evaluation 
activities. The Architecttu·e Engineer establishes the 
ft.mctional and the physical architechrre thereby assisting 
Systems Engineering to define the allocated baseline. 

3. Engineering & Manufacturing Development. The 
Architechrre Engineer provides inputs to and suppmt s all 
program acquisition activities to include updates to the 
acquisition strategy and updates to the cost model to 
reflect the achtal technical solutions detennined and 
updates to the CARD. The Architechlre Engineer 
suppmts the solicitation/RFP development and proposal 
evaluation activities which include providing the 
technical inputs including technical requirements, compliance standards, and engineering approaches to 
meet program objectives. Architect contributes to the development and updates to the acquisition products 
identified. 
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4. Production & Dt>ploymt>nt, Operations & Support. 

The Architectme Engineer provides inputs to and 
supp01ts all program acquisition activities to include 
updates to the acquisition strategy and updates to the cost 
model to reflect the actual technical solutions determined 
and updates to the CARD. The architectme team supports 
the solicitation/RFP development and proposal evaluation 

activities. 

P&D I O&S Pbast>- SMC Acquisition 
Products 
~ 

CARD update 
RFP: Architecture objectives in the SOO; Architecture 
related tasks in SOW, Architecture task requirements 
products in CDRLs; SMC- Architecture Data Item 
Description- tailored 
SSP: evaluation criteria for Architecture 
Architecture planning, SEP, LCMP, TEMP updates 

Architecture Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The Architecture Engineer plans and executes the essential architecttrre development and management efforts 
in an integrated and effective mallller within the context and full support of the overarching Systems 
Engineering (SE) ftmction. The Architecttrre Engineer ensures that each of their SED contributions is timely, 
adequate, consistent, and compliant. The Architecttrre Engineer ensures that their contributions are challlleled 
through the Systems Engineering Analyses and Control activity. 

Systems Engineers manage the engineering process and activities depicted in Figme 3 while the Architectme 
Engineer contributes to this process . . Architectme engineers perfo1m, manage, and support the concept and 
architecttu·e development and analyses; modeling and simulation efforts; technology sttrdies. The Architecttu·e 
Engineer contributes to the Systems Engineering process. The Architechlre Engineer suppo1t s concept and 
architecttu·e development and analyses; modeling and simulations efforts; technology sttrdies; decomposition 
of design trades; interface definition and decision; and integrated architechlre solutions. As well as suppo1ting 
technical and program management activities and decision making. The Architechlre Engineer also suppo1ts 
requirements development activities and requirements analyses by creating dynamic system models, 
abstractions of a pa1t icular doma.in concept, or models to define system ftmctions then allocate and 
parameterize requirements to perfo1m the ftmction. 

The Architecttrre Engineer supports the system trades taking into account all applicable factors to ensme 
balanced and integrated architecttu·e solutions. The Program Office Architecttu·e Engineer typically participates 
and suppo1t s the development of the capability viewpoints (CVs) and the operational viewpoints (OVs) 
developed by the operator and user organizations. They ensme the operating and using organizations are 
provided an opporttrnity to suppo1t the development of the systems viewpoints (SVs), se1vices viewpoints 
(SvcVs), and standards viewpoints (StdVs). As the architecttrral a1tifacts are developed, the architechlre team 
ensmes that all related architechlre elements (CV, OV, SV, SvcV) are ft.rlly mapped in a relational database, 
map to the applicable requirement sets, and a common lexicon of architecttrre elements are documented in all 
viewpoints (A V -2). 

The architecttrre development process must be integral to the Systems Engineering process. The illustration 
below provides an executable architechlre development process that inherently produces the architecttu·e 
artifacts as an output of the Systems Engineering process, and to ensme tl1e architecttu·e products are then 
appropriately vetted and leveraged through the Syste1ns Engineering organization and community of 
stakeholders. 
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Architecture products are matured and 
expanded via the Systems Engineering Process 
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Design 

Perform 
Trade 

Studies 

Figure 13 Architecture development executed within the Systems Engineering process 

Relationship to other SEDs 

131 

The Architechrre Engineer SED's relationship to other SEDs is sununarized in Figure 1. The Architecture 
Engineers provide ftmctional perspectives for reliability and safety to perform their faihrre and hazards 
analyses, Use case Diagrams to supp01t the software engineers and Hmnan Systems Integration activities, 
Physical perspectives to support development of reliability block diagrams and configuration specification 
trees. 
The Architechrre Engineer works with the Manufachrring Engineers to assess production and lay-outs; works 
with the Logistics Engineers to transform ftmctional and activity diagrams to operations and field processing 
flows. 

Tools Selection and Use 
The architecture team considers effectiveness 
and efficiencies gained by selecting and using the 
best choice of architech1re engineering tools 
considering the program office tools 
requirements to perform modeling, architecrural 
and ftmctional analyses, infonnation sharing, 
considerations. 

Architecture Functions Requiring Tools 
Architecture Modelina 
Requirements Analyses & Allocations 
DesiQn Trade Studies and Data Analysis 
System Analysis 

aut01nated data exchanges with other tools, and other 
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Figure 14 Acquisition life cycle process for SMC Architecture Engineering 
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ctu re Engineering (Tailor to meet your program objectives and requirements) 
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Engineering Activities and Products over the Life Cycle 
The following subsections sunnnarize Architectme Engineer's contributions to engineering activities and 
technical products by DoD acquisition phase. 

1. Materiel Solution Analysis. During this 
phase the Architecture Engineer may 
provide inputs to and supp01t the 
Capabilities Based Assessment process and 
the JCIDS process. The Program Office 
Architecture Engineer contributes to the 
development of the mission and operational 
concept models and other architecture 
artifacts. The Architecture Engineer also 
contributes to the development of the MSA 
Phase technical products. 

2. Technology Development. During this 
phase the Architecture Engineer continues to 
provide inputs to and supp01ts the JCIDS 
process and activities. The Architecture 
Engineer also supports the engineering 
activities highlighted within the box titled 
Engineering Activities for System & Segment 
Development & Design Figure 14 to 
commence system defmition and 
development. The Architecture Engineer 

Products 

AoAStudies 

Initial Capabilities Doc (lCD) Dev 

contributes to development of technology and transition roadmaps, architectmal and other system trades, 
and engineering analyses. The Architechu·e Engineer contributes to the development of TD Phase 
technical products. 

3. Engineering & Manufacturing 
Development. The Architech1re Engineer 
continues to provide inputs to and supp01t 
the JCIDS process. The Architechu·e 
Engineer suppo1t s the engineering activities 
highlighted within the box titled 
Engineering Activities for Detailed Design 
Figure 14 to commence detailed systems 
defmition and development. The 
Architechu·e Engineer contributes to 

Capabilities Production Doc 
(CPO) 

DoDAF CVs, OVs 

development of architechu·al and other system trades and engineering analyses. The Architechu·e Engineer 
also contributes to the development of the EMD Phase technical products and completion of the technical 
baseline to include all baselined architechu·e products and data. The Architechu·e Engineer suppo1ts 
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prototype testing, qualification testing, DT &E as directed by the Systems Engineering Lead to ensure 
interoperability, integration and other requirements assigned to the architectme discipline are met. 

4. Production & Dt>ployment~ Operations & 
Support. The Architectme Engineer 
continues to provide inputs to and supp01ts 
the JCIDS process. The activities of the 
Architecture Engineer during this phase are 
extensive. The Architect maintains the 
baselined architechtre products and data that 
are essential during the P&D I O&S Phases. 
The Architech1re Engineer supports OT &E 
as directed by the SE Lead to ensure 

P&D I O&S Phast>- Tt>chnical Products Rt>quirt>d 
SMC Architectun Conbibutions to Other 
Technical Products Orv:anizations' Products 

Inputs tech baseline engineering Supportability Analyses Rpt 
chanoes 
Analyses of production quality Operational Assessments 
reoorts and test reoorts 
Inputs to Transition & Fielding 
Docs 
Architecture Models 
V&V I T&E Reoorts 

interoperability, integration and other requirements assigned to the architecmre discipline are met. 

Architecture Contributions to Program and Project Management 
Each program office defines their business model and business approach stmcmre based primarily on their 
program objectives, program and technical challenges, organizational stmchrre, as well as program and 
engineering planning. The Architechu·e Engineer supports the program management activities to support IPT 
and program level management decisions, to contribute to the risk management process, to provide cost models 
for cost estimating and budget planning, to assist and develop roadmaps to define fuhu·e states of a syste~ 
e.g., To-Be, Objective States, and to evolve systelllS to achieved pre-planned incremental capabilities. 

The Architechu·e Engineer develops and implements the Architechrre program planning to achieve architechrre 
obj ectives and requirements. The planning defines the architechu·e tasks and functions to be perfom1ed; 
products to be developed; and tinling of tasks, task outputs, resources (skills, tools, equipment, and completion 
criteria). The .Architechrre Engineer plans tasks to integrate architechu·e activities within the program office, 
between contractors and conmmnity stakeholders. The Architechrre Engineer plans the tasks to establish and 
manage operational architechu·e viewpoints, systerns architecture viewpoints, suppott SE&I activities, e.g., 
system design, design and requirements traceability, V&V activities, risk management, intemal and/or extemal 
interfaces, integration, and system modifications; coordinate the architecture planning with Systems 
Engineering, operating cotmnands, suppotting commands, and test agencies; and integrate architecture 
planning with other functional and acquisition plans (i.e. SEP, ASP, LCMP). 

Execution of the architechrre platmi.ng is typically defined through an Operating Instruction (01). The 
Architechrre Engineer provides full support to defme the program and technical objectives where architechrral 
challenges and risks are known or anticipated. The architectme team assists establishing the business model, 
developing program planning and schedules, and defining and implementing program processes. The 
Architechrre Engineer ensmes the architectme development and management components of the program are 
appropriately represented in the program plans, program schedules, work breakdown schedules, and cost 
estinlates. The Architechu·e Engineer rep01ts their technical performance and progress. The Architechrre 
Engineer shares in the risk management responsibilities to identify, assess, and propose mitigating actions of 
their related risks. The Architechu·e Engineer also supp01t s the program manager's problem identification, 
resolution, and decision-making processes. 
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Appendix K - System Safety Engineering 
Systems Safety Engineering is a well-defined and established SMC discipline and it is one of the engineering 
disciplines inherent in the multi-disciplined Environment, Safety and Occupational Health (ESOH) subject 
area. Sufficient instmctions, guidance, and senior expert SMC Staff resources are available to assist the 
Program Office System Safety Manager/Engineer (SSM) in establishing and executing a System Safety 
Engineering program. The SSM plans and executes the essential system safety engineering and management 
efforts in an integrated and effective manner to ensure that each system safety SED contribution is timely, 
adequate, consistent, and compliant. The SSM ensmes that their engineering contributions are channeled 
through the Systems Engineering Analyses and Control activity. 

Applicable governance, standards, and guidance 
Policy, directives, and instluctions that mandate SMC system safety engineering related program requirements 
are included in a wide range of mandates. Requirements are applied throughout program life cycle of all SMC 
acquisition programs and projects (existing and fhture SMC space systems) that involve design, development, 
modification, evaluation, demonsu·ation, testing, operation and disposal. 

DoDI 5000.02, AFI 63-101, AFI 63-1201, AFI 91-202_AFSPCSUP _1, AFI 91-217, and SMCI 63-1205 system 
safety related mandates for SMC acquisition programs include: 

1. The Program Manager (PM) or Program Support Manager (PSM), Lead Systems Engineer I Chief 
Engineer, and System Safety Manager/Engineer (SSM) ensure that appropriate Human Systems 
Integration (HSI) and ESOH eff01t s are integrated across disciplines and into Systems Engineering to 
detennine system design characteristics that can (1) minimize or eliminate the risks of system related 
mishaps; acute or chronic illness, disability, or death or injmy to operators and maintainers; and (2) 
enhance job perf01mance and productivity of the personnel who operate, maintain, or supp01t the 
system. 

2. The SSM ensmes the T &E strategy addresses system safety in the development and assessment of the 
weapons supp01t equipment dming the EMD Phase, and into production, to ensme satisfact01y safety of 
activities associated with test system measurement perfonnance, calibration u·aceability and support, 
required diagnostics, and required system safety testing. The PM or PSM, in conceit with the user and 
the T &E community, provides safety releases (to include formal Environment, Safety, and Occupational 
Health (ESOH) risk acceptance) to the developmental and operational testers prior to any test using 
personnel. Dming DT &E the development conu·actor must assess the safety of the system/item to ensure 
safety during Operational Test (OT) and other u·oop-supported testing and to support success in meeting 
design safety criteria. 

3. The SSM supports the PM or PSM and Program HSI Engineer to take steps (e.g., contract deliverables 
and Govemment/contractor IPT teams) to ensme ergonomics, human factors engineering, and cognitive 
engineering is employed during Systems Engineering over the life of the program to provide for 
effective human-ma.chine interfaces and to meet HSI requirements. Where practicable and cost effective, 
system designs shall minimize or eliminate system characteristics that require excessive cognitive, 
physical, or senso1y skills; entail extensive u·aining or workload-intensive tasks; result in mission
critical errors; or produce safety or health hazards. 
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4. The SSM ensmes integration of ESOH risk management into the overall Systems Engineering process 

for all developmental and sustaining engineering activities. As patt of risk reduction, the SSM suppmts 
the PM or PSM to eliminate ESOH hazards where possible, and manage ESOH risks where hazards 
cannot be eliminated. For SMC programs, the SSM uses the methodology in MIL-STD-882. The SSM 
repmts on the status of ESOH risks to the PM or PSM who will report acceptance decisions at technical 
reviews. The PM or PSM ensmes the acquisition progratn reviews and fielding decisions address the 
status of all high and serious risks, atld applicable ESOH technology requirements. Prior to exposing 
people, equipment, or the environment to known system-related ESOH hazru·ds, the SSM assists the PM 
or PSM to document that the associated risks have been accepted by the following acceptance 
authorities: the CAE for high risks, PEO-level for serious risks, and the PM or PSM for medium and low 
risks. The User representative shall be part of this process throughout the life cycle and shall provide 
formal concunence prior to all serious- and high-risk acceptance decisions. 

5. The PM or PSM, regardless of program ACAT level shall prepare a. Programmatic Environment, Safety 
and Occupational Health Evaluation (PESHE) which incorporates the MIL-STD-882 process addressing 
(1) Identification of ESOH responsibilities, (2) Strategy for integrating ESOH considerations into the 
systems engineering process, (3) Identification of ESOH risks and their status, (4) Description of the 
method for tracking hazards throughout the life cycle of the system, and (5) Identification of hazardous 
materials, wastes, and pollutants associated with the system and plans for their minimization and/or safe 
disposal. 

6. System Safety Management Plan (SSMP) and PESHE Schedules. The PESHE shall be developed to 
supp01t milestone decisions (MS) with an initial submittal at MS-B and updated at MS-C and Full-Rate 
Production (or Full Deployment) Decision Review (DR). Adequate lead time will be considered when 
contracting out data deliverables required as data somce for the PESHE. The PESHE document must be 
coordinated by SMC/SE and SMC/EN, signed by the Systems Director and approved by the appropriate 
management authority prior to the MS decision it suppmts. The SSMP and PESHE program schedules 
and activities will conespond and/or complement each other. 

7. SSG, SSWG and PESHEWG. A System Safety Group (SSG) SSG must be established for all SMC 
acquisition programs and projects. It applies to Acquisition Catego1y I (ACAT I ) or equivalent 
programs and to all SMC missile, latmch vehicle, satellites and grotmd facilities unless waived by 
AFSPC/SES through SMC/SE. The SSG will be the method used by senior leadership to provide 
guidance and oversight to the SD's system safety program. The Systems Director, PM or PSM or the 
Deputy PM or PSM will chair the SSG. The SSG will be responsible for (1) evaluating the program 
System Safety sta.hts including ftmding, (2) ensming all appropriate managers consider and document 
the residual risks of hazards, (3) reviewing the analyses of major safety design trade-offs and 
modifications. These analyses will include hazard risk descriptions, proposed conective actions and 
their effect and cunent sta.hts, ( 4) reviewing the stahts of planned, pending, active, and disapproved 
safety modifications, (5) reviewing and possibly approving or disapproving selected hazard analysis and 
their recommended controls and verification, and (6) reviewing high accident potential repo1ts. 

a.. System Safety Working Group (SSWG). The SSWG will be established by the SSG to work 
detailed safety issues. The SSWG will be chaired by the SSM and typical activities include 
assessing the status of safety activities in the total system, various system segments, elements, 
subsystems and components. Hazards and their mitigations will be reviewed and disposed where 
ill-defined hazru·ds will be rehrrned to the originator for clarification and where valid hazards for 
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which mitigation proposals have not been made will be assigned to an action officer, for 
mitigation. 

b. Programmatic ESOH Evaluation (PESHE). Early in Pre-Systems Acquisition, the SSM will 
ensme that the charter for the PESHE Working Group (PESHEWG) will be drafted, coordinated, 
finalized and approved for implementation at the TD phase. The SSM will also ensure that 
appropriate membership and activities are cited in the PESHEWG chatter. Typical membership 
includes organizational, environment and health representatives in addition to system safety. The 
SSM may also be tasked by the PM or PSM to write and oversee the coordination and completion 
of the PESHE doctunent. The SSM is a key person in the establishment and activation of the 
PES HEW G. 

8. Space Debris Assessment Report (SDAR) and End of Life Plan (EOLP). The SSM will ensme that 
required system safety related assessments and data submittals supporting operations and end-of-life 
actions ru·e also included as contract data deliverables. These data include the Space Debris Assessment 
Report (SDAR) and End-of-Life Plan (EOLP). The SSM will also provide input to the contract to ensure 
the timely delivery of these data. For example, a PDR Draft SDAR is required 30 days before PDR and a 
CDR Draft SDAR is required 45 days before CDR. 

9. Design and Disposal. Design and disposal plans shall be delineated in the SSMP. At the end of its useful 
life, a system will be demilitarized and disposed of in accordance with all legal and regulatory 
requirements and policy relating to safety (including explosives safety), secmity, and the environment. 
Disposal will take into consideration space debris and public safety risk minimization or elimination. 
Dming the design process, PMs or PSMs must document (in the PES HE) hazardous materials contained in 
the system and will estimate and plan for the system's demilitarization and safe disposal. 

a.. End of Life Disposal. Programs shall develop appropriate disposal plans for orbital space systems 
to either to reenter the atmosphere safely or else be moved into a disposal orbit at the end of its 
useful where it will be less likely to interfere with operational spacecraft. Programs will provide 
an EOLP for the disposal of the space system at the end of its useful life. Effective disposal of 
nonftmctional space systems not only provides an immediate benefit by protecting operational 
spacecraft from accidental collisions with orbital debris, but also has the long-term benefit of 
reducing the probability of nonftmctioning objects colliding with one another and creating 

additional debris. 
10. Mishap Investigation Supp011. PMs or PSMs shall suppo11 system-related Class A and B mishap 

investigations by providing analyses of hazards that contributed to the mishap and recommendations for 
materiel risk mitigation measmes, including those that minimize human errors in accordance with AFI 91-
204, "Safety Investigation and Repo1ts," 24 September 2008 and AFI 91-222 AFSPC Supplement 2 
January 2007, Space Safety Investigation and Reports." Once the Convening Authority accepts the Safety 
Investigation Board (SIB) or Single Investigator (SIO) final report that contains fmdings, 
recommendation, other findings of significance (OFS) and other recommendations of significance (ORS), 
the System Safety Manager will assist in implementing the recommendations and ORS to achieve closme 
conditions and closme dates. This will ensure prevention of fuhu·e space mishaps. 

11. Deficiency Reporting, Investigation, And Resolution. SSMs must be fully trained and qualified to 
effectively implement and participate in the USAF Deficiency Reporting and Investigating System 
(DRIS). This system promotes the ability to identify and correct deficiencies before they impact mission 
capability; thus, promoting Operational Safety, Suitability and Effectiveness (OSS&E). 
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Table 16 below identifies the significant governance, standards, and guidance which generally require SMC 
compliance for System Safety Engineering. 

Table 16 Governance, standards, and guidance tbat shape the System Safety Engineering discipline 

Document No Governance Title Issue 

Document No Guidance Title Issue 
Air Force System Safety Handbook Jui OO 

CPATS Critical Process Assessment Tool - Safety EnqineerinQ 14Auq 98 
Software System Safety Handbook Dec99 
SMC Programmatic Environmental, Safety, And Health Evaluation 25 Feb02 
(PESHE) Guide 

ANSI/GEIA-STD-0010 Standard Best Practices for System Safety Program Development and 12 Feb09 
Execution 
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The list of data Item Descriptions (Dills) provided below conelate with Mil STD 882 data deliverables. SMCI 
63-1205 provides the associations of these and additional Dills with MIL-STD-882 as well as recommended 
tailoring. 

Date Item Title Date Item Description (DID) 
System Safety Program Plan (SSPP) DI-SAFT -81626 
System Safety Hazard Analysis Report (SSHAR) DI-SAFT-801018 

Safety Assessment Report (SAR) DI-SAFT-801028 
Engineering Change Proposal System Safety Report (ECPSSR) DI-SAFT-801038 
Waiver or Deviation System Safety Report (WDSSR) DI-SAFT-801048 
System Safety Program Progress Report (SSPPR) DI-SAFT-801058 
Health Hazard Assessment Report (HHAR) DI-SAFT-801068 
Mishap Risk Assessment Report (MRAR) DI-SAFT -81300A 
Explosive Hazard Classification Data DI-SAFT-812998 
Fl ight T ennination System Report (FTSR) DI-SAFT-80183A 



System Safety SMC Specialty Engineering Disciplines 

System Safety Engineers' Contributions to the Acquisition Life Cycle 
Framework 
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The DoD acquisition life cycle is defined by DoDI 5000.02. System Safety contributions over this life cycle 
are best represented within the phase of acquisition. Figure 15 provides the acquisition life cycle framework 
within which SSMs perform as well as the products that the SSMs develop or contribute to their development. 
This figure along with SMCI 63-1205, provide requirements to perfmm System Safety planning, support pre 
and post contract award acquisition activities, and perfmm System Safety management and engineering across 
the system lifecycle. SMC Program Offices establish and implement System Safety program strategies and 
objectives consistent with the tenets of appropriate policies, SMC acquisition objectives, and program 
objectives. The Program Office develops, attains approval for, and implements System Safety planning into the 
System Safety Management Plan (SSMP) and higher level integrated planning (e.g., IMP) in accordance with 
cturent DoD policy. This planning is firmly based on program and technical objectives, strategies, DoD 
mandates, and instmctions. 

An effective System Safety program supports all of the major acquisition activities through the full system life 
cycle. The planning sufficiently defmes the System Safety program to achieve the Safety and overall program 
objectives and requirements; specifies tasks and functions to be perfmmed, timing of tasks, resources required, 
and products to be developed; forms the basis for the development of the program System Safety Management 
Plan (SSMP). The Safety planning and SSMP are then reflected appropriately in the ASD, RFP, SEP, TEMP, 
HSIP, ILSP, and other program docmnents that address Safety related elements. The requirements of the 
SSMP must also be flowed down to the Contractor' s System Safety Program Plan (SSPP) and other Contractor 
data deliverables including the WBS and IMP. The Safety planning is executed concunently with the SSMP 
that documents the process to perfonn, contl·ol, and integrate all Safety engineering and management activities 
for each phase of acquisition. The SMC Program Office's SSMP is also based upon the appropriate program
approved life cycle. The following subsections delineate System Safety contl·ibutions to acquisition activities 
and products by DoD acquisition Phase. Refer to SMCI 63-1205 for a more complete list of System Safety 
activities and products that are prepared by the Program office and their Contractors. 



142 

ClCl 
.: s::: ... ·-QI s::: 
Ql s::: 
s::: co 
·c, ii: 
s::: E w co 
~c, 
.S! 0 co ... 
(/)a. 

s::: 
0 
; 
:::1 
u 
Ql 
)( 

w -u 
~ -s::: 
0 
(,) 

SMC Specialty Engineering Disciplines System Safety 

Acquisition Life-Cycle Process for System Sa 
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Figm·e 15 Acquisition life cycle process for SMC System Safety Engineeting 
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1. Mater iel Solution Analysis. Dming tllis phase the SSM 

provides inputs to and suppmts most program acquisition 

activities to include the development of the acquisition 

strategy, inputs to the cost estimates, solicitation/RFP 
development for Contractor studies, and proposal 

evaluation activities. The SSM prepares a ch·aft System 
Safety Management Plan (SSMP) and also contributes to 

the development of the MSA Phase acquisition products. 

2. Technology Development. The SSM provides inputs to 
and suppo1t s all program acquisition activities to include 

the development of the acquisition strategy, updates to 
the cost model and development of the Cost Analysis 

Requirements Description (CARD), solicitation!RFP 
development and proposal evaluation activities. The SSM 

identifies other contract requirements such system safety 
requirements, safety related tasks, test & demo 

requirements to meet Safety objectives. The SSM also 

:viSA Phase- S:viC Acquisition Products 

PMD 
ASP TDS OMS TES 
LC Cost Estimate 
RFP inputs (operations & system safety requirements; 
Safety assessment requirements; High level Safety 
assessments of concepts, CDRL, PHL, proposal 
evaluation criteria, contract language) 
APB CCA 
Draft SSMP SSG/SSWG Charters 
SEP, LCMP 

contributes to the development and updates to the TD Phase acquisition products to include the 

review/comment/approval of system safety data. deliverables. 

3. Engineering & Manufacturing Development. The SSM 

provides inputs to and supports all program acquisition 

activities to include updates to the acquisition strategy 
and updates to the cost model to reflect the actual 

technical solutions deternlined and updates to the CARD. 
The SSM supports the solicitation!RFP development and 

proposal evaluation activities which include providing the 
technical inputs including technical requirements, 

compliance standards, engineering approaches, 
incentives, and warranty programs to meet program objectives. The SSM identifies other contract 

requirements as necessary to meet System Safety objectives. The SSM also contributes to the development 
and updates to the EMD Phase acquisition products which includes the review/comment/approval of 

system safety data deliverables. 

During EMD the SSM ensures that hazardous materials are doctunented in the Programmatic 

Environment, Safety, and Occupational Health Evaluation (PESHE) and ensures that the SMC Program 

Office estimates and plans for the system's denlilitarization and safe disposal. The denlilitarization of 
conventional ammunition (including any item containing propellants, explosives, or pyrotechnics) must be 

considered during system design. 
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4. Production & Deployment, Operations & Support. r..-~-P.ft-

The SSM provides inputs to and supp01ts all program 
acquisition activities to include updates to the acquisition 
strategy and updates to the cost model to reflect the actual 
technical solutions determined and updates to the CARD. 
The SSM supp01ts the solicitation/RFP development and 
proposal evaluation activities. The SSM identifies other 
contract requirements: production and field test & demo 
requirements; field performance and sustainment analyses 
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to meet system safety objectives. At the end of the system's usefhllife, the SSM ensures that the system is 
demilitarized and disposed of in accordance with legal and regulatory requirements and policy relating to 
ESOH. 

System Safety Engineers' Contributions to Engineering Life Cycle 
Framework 

Relationship to the SE Organization 
The SSM plans and executes the essential system safety engineering and management eff01ts in an integrated 
and effective mallller within the context and full support of the overarching Systems Engineering ftmction. The 
SSM ensures that their SED contributions are timely, adequate, consistent, and compliant and system safety 
contributions are challlleled through the Systems Engineering Analyses and Control activity. 

Systems Engineers manage the engineering process and activities depicted Figure 3 while the System Safety 
Engineer contl·ibutes to this process. System Safety Engineers support concept and architecture development 
and analyses; modeling and simulation efforts; technology sh1dies. The System Safety Engineers 
develop/derive safety related requirements and supp01ts the requirements analyses and allocations process. 
They also pruticipate in technical studies and technical solutions trades when safety is a factor. They provide 
design analyses contl1butions to determine potential hazards and safety related risks. They assess and propose 
altemative mitigating actions or solutions. The System Safety Engineer also works closely with the System 
Engineers performing interface analyses and ftmctional analyses to leverage the required safety related 
analyses. The System Safety Engineer also supp01ts the integration and verification and validation plalllling 
and execution. 

In performing the management and contl·ol ftmction, the Systems Engineer effectively integrates all 
engineering ftmctions through the full system life cycle. The System Safety Engineer ensures their technical 
contribution to the overall engineering advances and is appropriately applied through systematic control, 
collaboration and sharing across the organization. For example, their assessment products, e.g., hazards 
assessments are timed to coincide with ru·chitectural tl·ades, design trades, reliability analyses (fault tree, 
fishbone, failure modes, critical items lists, reliability block diagrams, etc). In addition the System Safety 
Engineers products are timed and applied by the other Specialty Engineers to perform their tmique 
contributions (and vice versa), and must be provided to technical and program management for decision 
making. 
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Relationship to other SEDs 
The System Safety Engineer SED relationship to other SEDs is sunnnarized in Figure 1. System Safety 
interactions with the other SEDs are critical to perf01m and integrate their engineering contributions to the 
system development efforts. When failure analyses results indicate potential safety impacts, The System Safety 
engineer assists to adjust reliability allocations and ensure confidence in attaining safety requirements through 
analyses, demo, and test. The figme below illustrates how the System Safety Engineer performs analyses and 
integrates that eff01t with the Systems Engineer, Reliability Engineer, and Risk Manager. 
The System Safety Engineer works closely with the Logistics Engineers performing maintenance and 
sustaimnent analyses to identify and address safety related issues or risks. The System Safety Engineer aligns 
closely with the Quality Assurance and Quality Engineer to ensure safe operations during production, 
handling, storage, packaging, and t:ranspo1t ation. 

Tools Selection and Use 
The System Safety Engineer considers 
effectiveness and efficiencies gained by selecting 
and using the best choice of safety tools 
considering the safety tool requirements possibly 
for safety I hazards analyses, information 
sharing, automated data exchanges with other tools, and other considerations. 
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Example Safety Engineering Analyses and the Essential Interactions with Systems 

Engineer, Reliability Engineer, and Risk Manager 
.-------------------------------------, 

Safety Engineer 

Collett and assess ~ts t> perform Sa!ety 
anay5es (Colfllliancy ard system ~rnents, 

reBalllily anal~. design docs, ate,) 

Perfoon Safely 
analyses of 
design or 
~ 

e hazardS 
determined and 

300I!Il(able? Ala Safety 
features acceptable? 

the system ESO 
COf1lllianl? 

NO 

Oet<rmlne 
po4erl.lal 

rri:lgatlons 

NOTE: Safsty 8lld ReJiabillly 
CO/JCillre~ perfotm fBiltKe 

and hazards 8llalyses 

.--------, 

Reliability Engineer 

Systems Engineer 

rollide Mrjgation 
Plan 
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Risk Manager 

Figure 16 Example interaction between System Safety, Systems Engineer, Reliability Engineer, and Risk Manager 
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Engineering Activities and Products over the Life Cycle 
Engineering activities that are unique to System Safety include: 

• Identify, evaluate, and control system safety and health hazards throughout the system's life cycle. 
• Deflne and document mishap risk levels including associated mishap risk acceptance processes. 
• Establish a program that manages and documents the probability and severity of all hazards associated 

with development, use and disposal of the system. 

• Manage all safety and health risks in a manner that is cost effective and consistent with mission 
requirements. 

• Ensme that space safety (latmch and orbital safety) requirements are established and implemented for 
all space systems. Latmch safety includes la1mch operations safety, flight safety analysis, and mission 
flight control; orbital safety covers the post-latmch phase of a space system and includes the control 
and minimization of hazards related to orbital debris, collision avoidance, laser clearing-house 
ftmctions, environmental hazards, and safety procedmes. 

• Establish an explosives safety program that ensmes munitions, explosives, and energetics are properly 
hazard classified, and safely developed, manufactmed, tested, transpmted, handled, stored, 
maintained, demilitarized, and disposed. Comply with DoD explosives safety requirements in all 
acquisition programs that include or support munitions, explosives, or energetics. Evaluate and 
manage the use and selection of energetic materials and the design of mtmitions and explosive 
systems to reduce the possibility and the consequences of any munitions or explosives mishap to 
optimize the trade-off of mtmitions reliability against unexploded ordinance liability. 

The following subsections delineate System Safety contributions to engineering activities and technical 
products by DoD acquisition phase. Refer to SMCI 63-1205 for a more complete list of System Safety 
activities and products prepared by the Program Offlce and their Contractors. 
1. Materiel Solution Analysis. Dming this 

phase the System Safety Engineer may 
provide inputs to and suppo1t the 
Capabilities Based Assessment process and 
the JCIDS process. The System Safety 
Engineer evaluates proposed concepts and 
architechires to identify and assess 
implications of energetic materials, 
explosives, hazardous materials and provide 
recommendations for each altemative. The 
System Safety Engineer assists to deflne I 
reflne operational and system safety related requirements to suppo1t lCD development and possibly TRD 
development. The System Safety Engineer also contributes to the development of the MSA Phase 
technical products. 



System Safety SMC Specialty Engineering Disciplines 149 
2. Technology Development. Dming this 

phase the System Safety Engineer continues 

to provide inputs to and suppotts the JCIDS 

process. The System Safety Engineer also 
suppotts all the engineering activities 

highlighted within the box titled 
Engineering Activities for System & Segment 
Development & Design Figme 15 to 
conunence system definition and 

development. System Safety Engineer 

TD Phase- Technical Products Required 
SMC Safety Technical 

Products 
Inputs to System Concepts 
Factors for Studies/ T rndes 
Safety Tech Req'ts, TRD, SRD, 
Specifications, ICDs, Standards 
Selection/ Tailor 
Safety inputs to ISP 
Prelim hazards list 
PESHE 

develops and contributes to development of tlte TD Phase technical products. 

3. Engineering & M anufacturing 
Development. System Safety Engineer 

continues to provide inputs to and supp01ts 
the JCIDS process. The System Safety 

Engineer supp01ts all tlte engineering 

activities highlighted within the box titled 
Engineering Activities for Detailed Design 
Figme 15 to conunence detailed systems 
definition and development. The System 

Safety Engineer ensures process is in place 
to report, analyze, and Initigate safety I 
hazards data dming DT &E. The System 
Safety Engineer provides inputs to and 

suppotts the JCIDS process. The activities of 

Conhibutions to Other 
0J'2anizations' Products 

OperntionaiConcepts 
Operntional Assessments 
Capabilities Development Doc 
(COD) 

DoDAF CVs, OVs 

Safety dming this phase are extensive. Refer to SMCI 63-1205, SMC Safety Policy, Process, and 
Techniques for Safety Engineer activities and products typically required dming each phase. The System 

Safety Engineer develops and contributes to the development of the EMD Phase technical products. 

4. Production & Deployment~ Oper ations & 
Support. The System Safety Engineer 
continues to ensme design meets the 

contractual safety requirements and 
manufacturing, build and integration 

activities do not induce additional safety 
risks. The System Safety Engineer ensmes 

the Safety program appropriately addresses 
orbital safety: collision avoidance, directed 

energy, end-of-life safmg, and space 

P&D I O&S Phase- Technical Products Required 
SMC Safety Technical Conhibutions to Other 

Products 0)'2anizations' Products 
Inputs tech baseline engineering Supportability assessment Rpt 
chanqes Contribution 
Analyses of failures and mishap Operntional Assessments 
incidents Contributions 
Hazards analvses Reoort. Transition & Fieldina Docs 
SSMP & PESHE Update 
T&E I Demo Safety Reports 
Safety evaluations of Tech 
Orders operntions manuals 

environments per AFSPC Supplement to AFI 91-202. Refer to SMCI 63-1205, SMC Safety Policy, 
Process, and Techniques for Safety Engineer activities and products typically required during tllls phase. 

The Safety Engineer develops and contributes to the development of tlte P&D I O&S Phase technical 
products. 
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System Safety Manager's Contribution to Program and Project 
Management 
Each SMC program defines their business model and approach structure based primarily on their program 
objectives, program and technical challenges, organizational stmcture, as well as program and engineering 
planning (SEP plus detailed SSMP). 

The System Safety Manager (SSM) develops and implements the SSMP to achieve Program Office system 
safety objectives and requirements. The planning defmes the system safety tasks and ftmctions to be performed 
and products to be developed; timing of tasks, task outputs, resources (skills, tools, equipment, and completion 
criteria). The SSM plans tasks to integrate safety activities within the Program Office, between Contractors and 
govemment stakeholders. The SSM plans the tasks to establish and manage hazards; conduct system safety 
fonuns; support SE&I activities, risk management, integration, and system modifications; coordinate the 
system safety planning with SMC Staff Safety Office, operating commands, supporting commands, and test 
agencies; integrate system safety planning with other ftmctional and acquisition plans (i.e. ASD, RFP, SEP, 
TEMP, ASP, LCMP). 

Execution of the System Safety planning is typically defmed in the SSMP which implements SMC and higher 
level instructions, policies, and directives. The SSM provides ftlll supp01t to defme the program and technical 
objectives where system safety challenges and risks are known or anticipated. The SSM assists to establish the 
business model, develop program planning and schedules, and define and implement program processes. The 
SSM ensures the system safety components of the program are appropriately represented in the program plans, 
program schedules, work breakdown structures, and cost estimates. The SSM also repo1ts their technical 
perfo1mance and progress. The SSM shares in the risk management responsibilities to identify, assess, and 
propose mitigating actions of system safety related risks. The SSM also support the program manager's 
problem identification, resolution, and decision-making processes. 

The SSM contributes to the development of the program 
management products identified in the Table. 

SMC Program Management Products 
PMD 
ASD, SSMP, SEP, PESHE, TEMP, HSIP, ILSP 
Decision-makin!l & problem solvin!l inputs 
Technical orooression and issues reoortino 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk ManaQement Inputs 
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Appendix L - Acquisition Systems Protection & International 
Program Security 
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Program protection planning is integral to the overall acquisition strategy and is performed at the front end of 
the program. The program identifies Critical Program Infonnation (CPI) for the acquisition program lAW 
DoDI 5200.39, AFPM 63-1701, and AFPD 63-17. CPI applies to components, engineering, design, 
manufachrring processes, or technologies that, if compromised, could cause significant degradation in mission 
effectiveness, sh01t en the expected combat-effective life of the system, or reduce technological advantage 
(DoDI 5200.39). 

The Program Protection Engineer (PPE) identifies the resources needed to accomplish the evaluation and 
initiates protection, if required, at the earliest possible. 

The required extent of program protection (PP) strongly depends on the nature, significance, and criticality of 
CPI identified for the program and the overall DoD mission. If no CPI is identified, only a. program letter 
stating the fact is required which is then approved by the decision authority. 

If it is determined that the program contains CPI, a program protection plan (PPP) is required during the 
technology development phase and made available to the decision authority at Milestone B. For cooperative 
programs with foreign participation, a technology assessment and control plan (T A/CP) is required lAW DoDI 
5200.39, DoD 5220.22M, DoDD 5530.3, and DoDI S-5230.28, as an annex to the PPP. Fmthermore, a 
Delegation of Disclosure Authority Letter (DDL) lAW DoDD 5230.11, enclosure 4, is also produced as an 
annexure to the PPP. 

Depending on the nature and significance of the CPI other documents, usually annexed to the PPP, are required 
that include (i) Cotmterintelligence (CI) suppo1t plan, (ii) System Security Management Plan (SSMP) lAW 
MIL-HDBK-1785, (iii) Security Classification Guide (SCG) lAW DoD 5200.1-R and DoD 5200.1-H, (iv) 
OPSEC plan lAW DoDD 5205.02 and DoDD 5205.02-M, and (v) classified anti-temper (AT) plan. 

This section on program protection engineering should be read in conjtmction with the sections on Info1mation 
Assurance (IA) and Net-centric Engineering (NCE) SEDs. 

Applicable governance, standards, and guidance 
Table 17 identifies the significant governance, standards, and guidance which generally require SMC 
compliance for program protection engineering. 

Table 17 Governance, standards, and guidance that shape the Program Protection Enginee1ing discipline 

Security Program and Protection of Sensitive 
rnrnn~>rtmont.:>ti Information 



PPE's Contributions to the Acquisition Life Cycle Framework 
Effective program protection planning begins by the appointed PPE reviewing the acquisition program to 
determine if it contains CPl. If there is no CPI associated with the program, the appropriate authority or 

acquisition executive is info1med accordingly, and no fmt her program protection documentation is required. 

If review identifies CPI, whether new or inherited fi:om other programs, PPP is required. The document is 

developed during the technology development phase and it is first presented to the milestone decision authority 
at milestone B. It is updated for each subsequent milestone. During operations, the PPP is revised and updated 

once every three years, or as required by changes to acquisition program stahiS or the projected threat. 

The PPP is used to coordinate and integrate all protection efforts designed to deny access to CPI to anyone not 

authorized or not having a need-to-know and prevent inadvertent disclosure of leading edge technology to 
foreign interests. If there is to be foreign involvement in any aspect of the program, or foreign access to the 

system or its related info1mation, the PPP contains provisions to deny inadve1t ent or tmauthorized access. The 
PPE and his technology protection team is responsible for developing and implementing PPP. 

Cotmterintelligence (CI) and security suppo1t activities and program protection staff elements also assist the 

PPE in identifying CPl. 

After the protection planning fotmdation is laid, the program proceeds through the milestones and phases of the 
acquisition process. The program follows an event-based schedule that implements the protection strategy and 

completes the actions outlined in the PPP. 

Figure 17 shows the PP engineering contributions and required products within the phased acquisition lifecycle 

framework. This figure delineates the Program Office PP engineering responsibilities and requirements to 
perfo1m PP planning, support pre- and post-contract award acquisition activities, and perfo1ms PP engineering 

management across the system lifecycle, consistent with the tenets of appropriate policies, SMC acquisition 

objectives, and overall program SE objectives. The Program Office PPE helps develop, attain approval for, and 
implement the PPP and related artifacts that may include CI suppo1t plan, Security Classification Guide (SCG), 

OPSECplan, 



Program Protection SMC Specialty Engineering Disciplines 153 

Anti-Tamper (AT) plan, and TNCP to comply with I&S requirements in accordance with ctment DoD policy. 
SMC Program Offices appoint establish and implement program protection strategies and objectives consistent 
with SMC acquisition objectives. 

The following paragraphs provide a listing of activities and the required PP engineering products. 
1. Materiel Solution Analysis. Dming this phase, the SMC 

PM or equivalent appoints or assmnes responsibilities of 
the PPE. The PPE reviews program objectives, 
descriptions, and other relevant data to identify CPl. The need to collaborate or share CPI with foreign 
entities is also established. PPE also provides inputs to the overall systems engineering, initial capabilities 
document, cost estimates for program protection, solicitation/RFP development for contractor studies, and 
proposal evaluation activities as necessary. 

2. Technology Development. ForMS B, PPE: (i) ensmes 
PP considerations are incorporated in the program ASP, 
(ii) updates list of CPI, (iii) ascertains collaboration or 
sharing of CPI with foreign or conunercial interests and 
develops technology assessment/control plan as 
necessary, (iv) performs PP risk assessment and develops 
cotmterintelligence support plan integral to the overall SE 
process, (v) secmes resomces for PP budget, and (vi) suppo1t s RFP development effort to ensme adequate 
CPI protection. 

3. Engineering & Manufacturing Development. For MS 
C, the PPE updates the PPP including its foreign 
disclosmes annexes and security classification guide 
based on updated risk management plan, CI suppo1t plan 
and other analyses integral to the overall SE process. PPE 
suppo1ts RFP development by evaluating and mitigating risk in contract vehicles that may result in 
tmfavorable sharing or export of certain technologies and CPl. 

4. Production & Deployment, Operations & Support. 
The PPE maintains system's PP plan throughout its 
lifecycle. It includes periodic assessment of CPI, review 
and approval foreign disclosme postme, and review and 
approval of PPP by the MD A. 
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PPE's Contributions to the Engineering Life Cycle Framework 
When the acquisition program contains Critical Program Infonnation (CPI), the PPE initiates a program 
protection planning process that includes: (i) identify and prioritize CPI, (ii) Identify the foreign collection 
tln·eat to the program, (iii) identify specific program vulnerabilities and risk, (iv) identify Research and 
Technology Protection (RTP) countermeasures to reduce, control, or eliminate risk, (v) identify AT techniques 
and system security engineering (SSE) measures to protect CPI and integrate these techniques with the overall 
SE design, (vi) identify and doctunent classification needs in Security Classification Guide, (vii) identify 
protection costs associated with perso1111el, products, services, equipment, contracts, and facilities, (viii) 
identify the risks and benefits of developing, producing, or selling the system to a foreign interest, (ix) identify 
contractual actions required to ensure that pla1111ed SSE, AT techniques, lA, classification management, and/or 
RTP cotmtetmeasures are appropriately applied by defense contractors, and (x) coordinate with supporting 
programs to ensure that measures taken to protect CPI are maintained at an equivalent level throughout the 
DoD and its supporting contractors. 

The details in PPP are limited to information needed to protect CPI and an executable plan to implement 
associated cotmtermeasures over the entire lifecycle of the acquisition. While there is no specific format for 
PPPs, the PPE is expected to develop the following content: 

• A list of program CPI; 

• Cotmterintelligence (CI) Analysis of CPI: When an acquisition program containing CPI is initiated, 
the Program Manager (PM) should request a CI Analysis of CPI fi:om the servicing CI organization. 
The CI Analysis focuses on how the opposition sees the program and on how to counter the 
opposition's collection effotts. The CI analyst, in addition to having an in-depth tmderstanding and 
expettise on foreign intelligence collection capabilities, must have a good working knowledge of the 
U.S. program. Therefore, CI organizations need information that describes the CPI and its projected 
use to determine the foreign collection threat to an acquisition program. The CI analytical product that 
results fi:om the analysis will provide the PM with an evaluation of foreign collection tln·eats to 
specific program or project technologies, the impact if that technology is compr01nised, and the 
identification of related foreign technologies that could impact program or project success. The CI 
analytical product is updated as necessaty (usually prior to each major Inilestone decision) tln·oughout 
the acquisition process. Changes are briefed to the program or project manager within 60 days. 

• Vulnerabilities of CPI; 

• All Research and Technology Protection (RTP) cotmtermeasures (e.g., anti-tamper techniques, system 
security engineering) and Military Critical Technology List citations for applicable CPI; 

• All RTP associated costs, by Fiscal Year, to include PPP development and execution; 
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• CI Supp01t Plan (CISP): The CISP defines specific counterintelligence (CI) support to be provided to 

the research, development, test and evaluation (RDT &E) facility or acquisition program and provides 
the servicing CI perso1mel with info1mation about the facility or program being supported. A tailored 
CISP is developed for eve1y DoD RDT &E activity and for each DoD acquisition program with 
identified Critical Program Information (CPI); RDT&E site directors, security managers, and 
supporting CI organizations are responsible for developing a CISP for each RDT &E facility; Program 
managers (PMs) and their support.ing security and CI organizations are responsible for developing a 
CISP for each acquisition program with CPl. The CPI will be listed in the CISP. 

• Cunent Security Classification Guide; 

• Foreign disclosure, direct commercial sales, co-production, import/export license or other expo1t 
authorization requirements, and/or Technology Assessment/Control Plan (T A/CP) IA W DoDD 
5530.3 and Intelligence Community Directive (ICD) 301. The TA/CP analysis often assists in 
developing vulnerabilities and proposed RTP countermeasures. 

• Delegation of Disclosure Authority Letter: The program manager must prepare a DDL as part of a 
recommendation for foreign involvement, disclosure of the program to foreign interests, request for 
authority to conclude an international agreement, or a decision to authorize foreign sales. 

• Anti-Tamper Plan: Program managers develop and implement anti-tamper (AT) measures to protect 
Critical Program Information (CPI) in U.S. defense systems developed using co-development 
agreements, sold to foreign goveillillents, or no longer within U.S. control (e.g., theft, battlefield loss). 
The DoD Anti-Tamper Executive Agent (ATEA) resides with the Department of the Air Force. AT 
implementation is tested and verified during developmental test and evaluation and operational test 
and evaluation. PPE develops the validation plan to secure necessa1y ftmding for the AT V & V on 
actual or representative system components. The V & V plan is developed to suppo1t Milestone C, is 
reviewed and approved by the AAF ATEA, and validation results are reported to the Milestone 
Decision Authority. 

• System Security Management Plan (SSMP): If necessary, the PPE helps develop the SSMP for the 
program to integrate RTP into the systems engineering process lAW MIL-HDBK-1785. 

• DoD Info1mation Assurance Ce1tification and Accreditation Process (DIACAP) ce1tification: All 
information and space systems must comply with the DIACAP requirements lAW DoDD 8500.01. 

• PPE develops the Program Security Instruction, if appropriate. 

It is PPE's responsibility to ensure that risk associated with the program protection is seamlessly integrated 
with the overall SE risk management effo1t. Within the global context of IA, PPE applies risk management 
process to identify, evaluate, rank, and control loss of technology. PPP preparation is based on systematic risk 
management, not risk avoidance. Costs associated with protecting CPI are balanced between protection costs 
and potential impact if compromised. The program accepts residual risk with approval from the Milestone 
Decision Authority. The PPP is classified according to content. 
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Relationship to SE Organization 

The PPE plans and executes the program protection engineering and management eff011s in an integrated and 

effective manner within the context and full suppot1 of the overarching Systetns Engineering (SE) function. 
PPE ensmes that each program protection SED contribution is timely, adequate, consistent, and compliant. The 

PPE and his team ensure that their contributions are channeled through the Systetns Engineering Analyses and 
Control activity. 

Program protection (PP) engineering SED's relationship to other SEDs is st1l1111larized in Figme 1. As shown in 
Figure 1, PP engineering solutions for the program strongly interact with IA, NCE, and test SEDs. 

Relationship to other SEDs 
Relationship to lA: Within the global context of lA, PPE applies risk management process to identify, 
evaluate, rank, and control loss of technology. It is PPE' s responsibility to remain cognizant of the program lA 

effort in meeting the required lA controls and the stah1s of the DIACAP process lAW DoDI 8500.02. 

Relationship to NCE: Program protection planning has become significantly more complex as DoD begins to 

implement Net-centric Operations and Warfare (NCOW) doctrine where basic premise is that program data is 

developed for sharing with the warfighter in near real-time. This is contrary to the legacy view where access to 
data is granted with stringent item-by-item qualification process and controls that may lead to loss of 

timeliness of information. It is PPE's responsibility to be cognizant of the computing and network environment 
and the data model for the program. Interoperable environments require robust and petvasive network level lA 

to assure Warfighter' s data availability, integrity, and confidentiality. 

Relationship to T&E: As pru1 of the PP planning and implementation, anti-tamper are identified, 

demonstrated, and verified. V&V activities should be integrated with the overall test and evaluation plan for 
the program. 

Tools Selection & Use 
The PPP Engineer considers effectiveness and 
efficiencies gained by selecting and using the 

best choice of PPP tools considering the PPP tool 
requirements for program protection, program 

security, information sharing, automated data 
exchanges with other tools, and other 

considerations. 

PP Functions Requiring Tools 

roducts 
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Engineering Activities and Products over the Life Cycle 
The Acquisition Program Baseline (APB) includes costs related to PPP implementation. 

1. Materiel Solution Analysis. Dming this 
phase the PPE provides inputs to and 
supp01ts the JCIDS process. Before contract 
award, PPE helps identify CPI, foreign 
involvement, RTP needs and costs, AT needs 
and cost, and initiates DIACAP assessment. 

2. Technology Development. Dtu'ing this phase 
the PPE continues to provide inputs to and 
supp01ts the JCIDS process. 

3. Engineering & Manufacturing 
Development.) PPE continues to update the 
PPP and provide inputs to and supports the 
JCIDS process. 

The PPE helps develop the Anti-Tamper 
V & V plan for review and approval by the 
DoD Anti-Tamper Executive Agent (ATEA). 
At Milestone C, validated results are rep01ted to the Milestone Decision Authority. 
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4. Production & Deployment~ Oper ations & 
Support. PPE continues to provide inputs to 
and supports the JCIDS process. 

P&D I O&S Phase- Technical Products Required 
SMC PP Technical Pl'oducts PP Conhibutions to Othel' 

Ol'Kanizations 
Periodic CPI reassessment ppp 
DIACAP PackaQe DIACAP PackaQe 

PPEs' Contributions to Program and Project Management 
Each SMC program defines their business model and approach based primarily on program objectives, 
technical challenges, organizational st:Iuctme, and required engineering planning including PP for cost
effective execution. 
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After completing the protection planning process, the PPE assists the program manager in implementation of 
cotmtetmeasures to protect the CPI at each location and activity identified in the protection planning process. If 
appropriate, PPE helps the program manager to outsource PP and helps develop RFP/SOW for the contract. 
That contract activity may include initial program and system evaluation as well as program protection 
planning that leads to specific Research and Technology Protection cotmtermeasures. Early planning is 
necessary to ensure that funds are programmed and budgeted to provide timely required contract supp01t. 

PPE is responsible for early coordination of the RTP on behalf of the program manager and the contracting 
personnel to ensure documents contain essential protection requirements. The expected range of protection 
requirements and projected resources required should be estimated to ensure research and acquisition planning 

documents address RTP. 
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Appendix M - Survivability Engineering 
A solllld smvivability program is conducted during all phases of acquisition to ensure that space systetns can 
smvive and operate Wlder benign and hostile battlefield conditions including nuclear, chemical, biological, 
conventional, blast and fi:agmentation, radiological, electromagnetic, and natural envu·onments. StuVivability 
also enables rapid restoration of the system, subsystem, component, or equipment to improve sustau1ability of 
the war-fighting operations. Stuvivability engineering and management, accomplished early in the acquisition 
phase, influences the selection of the preferred concept, technologies, and the evenhtal design and identifies 
additional supp01t resources requu·ed to maintain system readiness. Both manmade and narural causes must be 
factored into smvivable system development, design, and operation. Hence, the SMC Program Office 
Survivability Engineer supports the full range of concept development, requil·ements development, engineering 
analyses and trades, system design and system smvivability verification and validation. 

The Program Office smvivability program also pursues smvivability related technology advancement 
leveraging research facilities, organizations, and projects. For example, the survivability program leverages 
radiation-hard electronics technologies and industrial base illformation through the DoD Radiation Hardened 
Oversight Cotmcil (RHOC) as well as commercial sector manufachtrers, government labs, and other 
govemment agencies. Stuvivability is the capability of a system to operate without degraded perf01mance if 
exposed to adverse nahrral and/or hostile envu·onments. System smvivability extends to include the personnel 
and their interactions essential to operate the system, usually relevant to grotmd segments. Strrvivability and 
force protection KPPs generally apply to SMC grotmd systems and missions that rely on hlllllan interaction to 
protect and safegttard the warfighter. System strrvivability is also extended to a system's supporting 
infi:astmchrre (facilities, basing, subsystems, etc.) and other interfacing systems. AFSPC requires all new space 
acquisitions to address space protection requirements (including smvivability) as KPPs or Key System 
Attributes (KSAs), where appropriate. 

These requu·ements are to be based on system specific validated threats and vulnerabilities. Comprehensive 
analysis of threat, inlpact of loss, cotmtermeasmes, and cost are requu·ed to determine how the KPPs or KSAs 
are correlated to the protection of the space, link, grotmd infrastmchrre, or cyber system components. The 
Personnel Stuvivability and Force Protection are mandatory Key Performance Parameters (KPPs) generally 
applicable to grolllld systems. JCIDS Manual, enclosme B, para 2a, 31 Jan 2011 update states "[survivability] 
includes attributes such as speed, maneuverability, detectability, and colllltermeasmes that reduce a system's 
likelihood of being engaged by hostile frre, as well as attributes such as atmor and redtmdancy of critical 
components that reduce the system's vulnerability if it is hit by hostile fire." This aspect of smvivability is 
addressed by in the HSI SED. 

This SED describes essential tasks and products, based on current mandates, policy, and practices, for the 
Strrvivability Engineer. The Program Office Strrvivability Engineer plans and perfonns the essential 
engineering and management effmts to ensme that the resulting smvivability contributions are timely, 
adequate, consistent, and compliant with the military need. 
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Applicable governance, standards, and guidance 
Table 18 below identifies the significant govemance, standards, and guidance, which generally requires SMC 

compliance for Survivability. 

CJCSI 3170.01 requires consideration of smvivability as a pa1t of the operational effectiveness that need to be 
incorporated in the CDD, CPD, or ORD addressing Survivability KPPs. DODD 5000.01 requires that 

acquisition of systems apply a total systems approach to optimize system pelfonnance, operational 
effectiveness, suitability, survivability, safety, and affordability. DODI 5000.02 requires systems and personnel 

survivability compliance with chemical, biological, radiological, and nuclear survivability requirements at 

Milestones Band C. 5000.02 also instructs that the Program Manager or his designee (Survivability Engineer) 
address personnel survivability issues including protection against fratricide, detection, and instantaneous, 

cumulative, and residual nuclear, biological, and chemical effects; personnel stuvivability against asymmetric 
threats. The PM is required to address special equipment or gear needed to sustain crew operations in the 

operational environment, including the suitability of equipment intended to enhance personnel survivability 
against asymmetric threats. 

DoDI 3222.3 stands up a DoD level Electr01nagnetic Environmental Effects (E3) program to develop a 

survivability criteria. DODI 3150.09 and DODD S-5210.81 require SMC programs to address chemical, 

biological, radiological, nuclear (CBRN) survivability for SVs, usually as a KPP or KSA (JCIDS Manual, Jan 
31, 2011 , Appendix A, Enclosure H). AFI 63-101 defines system survivability and sets up roles and 

responsibilities to meet mandated requirements to include implementation of a hardness assurance, 
Inaintenance, and surveillance (HAMS) program IA W DNA-H-93-140, Military Handbook for Hardness 

Assurance, Maintenance, and Stuveillance (HAMS). 

SMC standard, SMC-S-014, provides SMC requirements for contractor perfonnance in defense system 
acquisitions and technology developments for smvivability program management for space. 

Table 18 Governance, standards, and guidance that shape the Survivability Engineering discipline 

Document Xo Governance Title Issue 
Public Law 108-375 Sec Development of Deployable Systems to Include Consideration of Force 28 Oct 04 
141 Protection in Asymmetric Threat Environment 
Public Law 108-375 Sec Survivability of Critical Systems Exposed to Chemical and Biological 28 Oct 04 
1053 Contamination 
50 USC Section 1522 Conduct of Chemical and Bioloaical Defense Prooram (CBDPl 
CJCSI 3170 Joint Capabilities Integration and Development System 01 Mar 09 
DoDD 5000.01 Defense Acquisition System 20 NovO? 
DoDI 5000.02 Operation of the Defense Acquisition System 08 Dec08 
DoDD3222.3 DOD Electromaonetic Environmental Effects (E3l Prooram 
DoDI3150.09 The Chemical, Biological, Radiological, Nuclear (CBRN) Survivability 17 Sep 08 

Policv" 
DoDD S-5210.81 United States Nuclear Weapons Command and Control, Safety, and 18Aug 05 

Securitv 
Stratcom lnstr 534-18 Space Survivability Levels (SSL) Classified SECRET/NOFORN 
AFI 63-101 Acquisition and Sustainment Life Cycle ManaQement 22 Mar 11 
AFSPCI62-201 Hardness maintlhardness surveillance prog for Survivability of AFSC 02 Feb98 

Systems 
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Document ~o Standards Title Issue 

MIL-STD-461 F Electromagnetic Emissions and Susceptibility, Requirements for the 10 Dec07 

SMC-S-008 

Survivability Engineers' Contributions to Acquisition Life Cycle 
Framework 

163 

1. Materiel Solution Analysis. The Smvivability Engineer 
establishes the need and extent of the chemical, 
biological, radiological, and nuclear (CRBN) 
survivability analyses required to meet the relevant KPPs 
and program KSVs lAW with the JCIDS manual and the 

~VISA Phase- S~VIC Acquisition Products 
Initial CRBN and E3 analvses 
Inputs to lCD, ASP, STAR 
Inputs to SEP, TEMP, LCMP, CARD, 
Inputs to concept and technoloov studies trades 

references cited therein. The Stuvivability Engineer also assesses impact of E3 effects and in-orbit space 
jtmk and particulates that may adversely affect the system performance. The results are documented in the 
lCD and other program docmnents. The Stuvivability Engineer also supports the operational and system 
stnvivability concept development effmts and System Threat Analysis Repmt (STAR) for the program. 
The Stuvivability Engineer suppmts NASIC and SMC/IN in STAR development by evaluating expected 
threats and vulnerabilities at the earliest possible phase of acquisition, using a cost-effective combination 
of analysis, modeling and simulation, and testing. The Survivability Engineer also derives and manages 
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the system and allocated levels of Space Situational Awareness (SSA) requirements to detect, characterize 
geo-locate, and report survivability threats against the system. The Smvivability Engineer also maintains 
the overall security of the smvivability strategy of the program, contributes to the development of the 
program's secmity classification guide, and reviews all of the contractor's and sub contractor's secmity 
plans to make sme the program vulnerabilities are adequately protected. 

For SMC space programs, a special emphasis is placed on nuclear and EMP smvivability of the SVs IA W 

DODI 3150.09 and DODD S-5210.81. Initial requirements, results, and sh01tcomings are reported in the 
ICD and the ASP, if available. Smvivability Engineer also provides inputs to the overall Systems 
Engineering activities to include concept and architectme development, technologies studies, engineering 
analyses and trades, cost estimates (CARD), solicitation/RFP development for Contractor studies, and 
proposal evaluation activities as necessary. 

2. Technology Development. ForMS B, the Survivability 
Engineer refines the stuvivability analyses and develops 
specific stuvivability requirements that are measmeable 
and testable. CBRN stuvivability is a requirement of all 
CBRN mission-critical systems regardless of Acquisition 
Category. Most SMC programs are mission critical, and 
as such, the MS B ASP should include the Program 
Office development plans to ensme an appropriate level 
of chemical, biological, radiological and nuclear 
stuvivability at Initial Operational Capability (IOC). The 

TD Phase- S:\1C Acquisition Products 
Inputs to ASP, TDS, OMS 
Inputs to Cost Model CARD Development 
Inputs to COD, STAR 
Update to CRBN analyses; Analyses demonstrating 
survivability KPP compliance 
Detailed survivability planning - SVPP; Inputs to SEP, 
TEMP, LCMP, TEMP, ISP 
RFP: Survivability concepts; TRD/spec req'ts & 
tailoring; SOO objectives; Survivability tasks in PWS, 
Survivability data req'ts CDRLs & Tailored DIDs 

ASP should also generally describe smvivability requirements, if any. The Stuvivability Engineer also 
perf01ms the necessary studies and analyses to show that the overall system concept and unfolding design 
is in compliance with the stuvivability KPPs and develops related cost estimates. The Smvivability 
Engineer docmnents stuvivability sho1t comings for management decisions. The results are recorded in the 
CDD and the ASP to support the MS B decision. The Smvivability Engineer manages the development of 
stuvivability techniques such as shielding, cotmte1measmes, space situational awareness, and operational 
procedmes to protect the system against threats as defined in the STAR. Smvivability Engineer also 
provides inputs to the overall Systems Engineering activities to include concept and architecture 
development, technology studies, engineering analyses and trades, requirements development, cost 
estimates, solicitation/RFP development for Contractor studies, and proposal evaluation activities as 
necessary. 
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3. Engineering & Manufacturing Development. The 

Survivability Engineer ensures CBRN survivability 
requirements are implements and verified. The 
Survivability Engineer assists to identify any special test 
and evaluation requirements. In shmt, the Survivability 
Engineer (i) incorporates, implements, and validates 
survivability design solutions based on defined 
requirements (ii) ensures that the necessaty survivability 
-related technical requirements (TRD) are in compliance, 
and (iii) supports solicitation/RFP development and 
proposal evaluation activities to ensme appropriate cost
effective survivability technologies are acquired to meet 
program objectives. The results are recorded in the Capability Production Docmnent (CPD) and the ASP 
to support the MSC decision. 

4. Production & Deployment, Oper ations & Support. 
The Survivability Engineer maintains system's 
survivability postme throughout its lifecycle. 

P&D I O&S Phase- SMC Acquisition 
Products 

~ 
CARD update 
RFP: Survivability related tasks in PWS, Survivability 
data requirements products in CDRLs; Data Item 
Description · tailored 
Final Survivability compliance analyses 
Survivability planninQ inputs to, SEP, LCMP, TEMP 
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Survivability Engineers' Contributions to Engineering Life Cycle 
Framework 

Relationship to SE Organization 
The Survivability Engineer plans and executes essential survivability engineering and management efforts in 
an integrated and effective manner \Vithin the context and fhll supp01t of the overarching Systems Engineering 
ihnction. The Survivability Engineer ensures that each smvivability contribution is timely, adequate, 
consistent, and compliant. The Smvivability Engineer ensures that their conu1butions are channeled through 
the Systems Engineering Analyses and Control activity. 

Systems Engineers manage the engineering process and activities depicted in Figure 3 while the Smvivability 
Engineer conu-ibutes to this process by performing, managing, and supp01t ing the concept development effo1t 
through the use of modeling and simulation, analyses; conceptlarchitechrral/design trades; and technology 
sh1dies. The Smvivability Engineer conu·ibutes to the Systems Engineering process and supports technical and 
program management activities by suppo1ting decision making. The Smvivability Engineer conu-ibutes to 
concept and architechlre development and analyses; evaluation of smvivability technology, and design 
solutions; modeling and simulation effo1ts; smvivability requirements development; smvivability analyses; and 
verification and validation activities. The Smvivability Engineer ensures smvivability technical requirements 
and information are current and commensurate with program marurity and is appropriately applied through 
systematic control, collaboration, and sharing across the organization to integrate with all SE engineering 
ftmctions through the system lifecycle. This includes implementation of mandated smvivability KPPs and 
CBRN requirements, as appropriate to the system. 

Relationship to other SEDs 
Strrvivability Engineer works closely with T &E Engineer as sUIVivability testing is a key part of the overall 
T &E su·ategy, which is designed to provide information on risk and risk mitigation and determines whether 
systems ru·e operationally effective, suitable, and smvivable for the intended use. Modeling and simulation 
(M&S) techniques are applied, as appropriate, in suppo1t of stuvivability acquisition activities. For example, 
M&S is essential to determine the total radiation dose that a spacecraft is exposed to in a particular orbit for 
both the natural environment and possibly the manmade altered environment after a high altimde nuclear 
detonation (HAND) event. After the exposure characteristics ru·e understood additional extensive modeling is 
required to determine the dose that radiation-sensitive electronic pa1ts achlally acctunulate when protected or 
shielded by the various parts of the spacecraft. Smvivability-associated M&S is used as tools in technology 
areas to suppo1t concephral analysis, technology development, acquisition, testing, fielding, sustainment, 
operational effectiveness, training, and planned product improvement. 

Personnel smvivability is addressed by both the Smvivability Engineer and the HSI. Persom1el stuvivability is 
particularly applicable to the SMC Programs' user and ground control segments, and is closely associated with 
the HSI activities. The Strrvivability Engineer and HSI collaborate to produce designs as well as operations, 
and sustainment procedures that protect against known threats and mitigate risk to the wru·fighter. 
The Program Protection Planning (PPP) and Info1mation Assmance (lA) specialties develop the Critical 
Program Information (CPI) that traditionally relates to protection of technology for wru·fighter advantage to 
include Anti-Tamper and Anti-spoof for increased availability of mission critical systems. lA provides security 
of data at rest and in transpo1t and helps protect against cyber attacks including denial of se1vice. Both PPP and 



Survivability SMC Specialty Engineering Disciplines 169 
IA are critical to long term and extended smvivability and availability of mission critical systems. The 
SUIVivability Engineer closely coordinates with and contributes concepts, analyses, and data on sUIVivability 
with these disciplines. 

Stuvivability of systems strongly depends on the appropriate choice of parts, materials, and processing and 
collaborates with the PMP Engineer. For example, radiation hardening is necessary for all pa11s and materials 
deployed in space. The Stuvivability Engineer contributes to the PMP Engineer activities by providing 
smvivability analyses and testing to help make appropriate choices. For fi.uther discussion see SMC-S-009 and 
SMC-S-010. 

Other imp01t ant system engineering disciplines to which Stuvivability Engineer contributes include 
Architechrre Development, Design Engineering, Reliability, and Maintainability. For ground and space 
systems, architechrre, design, reliability and maintainability are key contributors to a cost-effective strategy for 
smvivability at every stage of development. 

Tools Selection & Use 
The Stuvivability Engineer considers 
effectiveness and efficiencies gained by selecting 
and using the best choice of smvivability 
designs, strategies and mitigation technology to 
meet mission critical requirements, including 
smvivability KPPs. 

Sunivability Functions Requiring Tools 
Architecture and desiQn modelinQ; Modelin!l and simulation tools 
Trade studies and analysis of survivability technology, techniques, and 
desiQns 
ReQuirements Analvses & Allocations 
Survivability V&V 

Engineering Activities and Products over the Life Cycle 
The following subsections delineate Stuvivability Engineer conu·ibutions to engineering activities and 
technical products by DOD acquisition phase. 
1. Materiel Solution Analysis. Specifically, 

the Smvivability Engineer provides inputs to 
and supports (i) Breakdown of system 
components to determine the critical 
segment that need to smvive to be able to 
meet the overall mission KPP requirements. 
identification of mission criticality of 
program, (ii) smvivability analyses, (iii) 
stuvivability threat assessment, (iv) defme 

MSA Phase- Technical Products Required 
SMC Survivability Conflibutions to Other 
Technical Products Oraanizations' Products 

Initial CRBN analyses/ Inputs to CBA, lCD; threat 
reQuirements for analysis assessments 
Architecture inputs and Inputs to AoA Studies; 
survivability factors for concept, Technology Road map 
architecture, technology studies, 
and trades· CVs OVs 
Inputs to enablinQ concepts Inputs to operational concepts 

the testing process to verify sttrvivability KPP compliance, and (v) CRBN requirements. 
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2. Technology Development. The ~~~~~!!!! 
Smvivability Engineer continues to provide ~ 
inputs and supports the JCIDS process. The 
Smvivability Engineer also suppotts all 
engineering activities to update and reftne 
stuvivability analyses and requirements 
described within the MSA phase. 

The Stuvivability Engineer also supports the 
concept and technology development 
activities highlighted within the box titled 
Engineering Activities for System & Segment Development & Design Figure 18 to conunence system 
definition and development. The Survivability Engineer contributes to development of technology 
roadmaps, avoiding use of high risk, inunature technologies that potentially impact system smvivability, 
and system trades and analyses. 

The Smvivability Engineer performs threat assessments or assesses the adequacy of the assessments for 
each design concept to identify, analyze threats, viable solutions and determine design margin. The 
Smvivability Engineer ensures the Contractor STAR is compatible with the Govemment STAR. The 
Smvivability Engineer ensures hardness analyses are performed and adequate to determine hardness 
requirements, hardness allocations, and hardness design margins. Smvivability Engineer considers 
hardness smveillance and maintenance for ground systems. As applicable, the Stuvivability Engineer 
plans and implements a hardness assurance, maintenance, and smveillance (HAMS) program. 
Smvivability Engineer also ensures Contmctor the Stuvivability and Vulnerability Program Plan (SVPP) 
adequately documents smvivability engineering management and technical approaches essential for the 
cost-effective development of a smvivable system. 

The Stuvivability Engineer contributes to the development of TD Phase technical products with emphasis 
on enabling and critical technologies. The Smvivability Engineer also provides inputs to the RFP, PWS, 
TDS, SEP, and CARD that includes (i) derivations and allocations of the KPP/KSA requirements to the 
TRDI specification, (ii) technical considerations for choosing stuvivable design characteristics and 
solutions, (iii) solution implementation schedule, (iv) cost, (v) funding proftle, and (vi) staffmg and 
support requirements. 

3. Engineering & Manufactw·ing 
Development. The Smvivability Engineer 
continues to provide inputs to and suppott s 
the JCIDS process. The Smvivability 
Engineer (i) supports engineering activities 
to further develop, refme, or modify the 
stuvivability solutions of the system 
architechire and system requirements, (ii) 
ensures the smvivability solutions are 
compliant with smvivability KPPs, (iii) supports studies, trades and decision processes, (iv) refmes CRBN 
technical requirements, analyses and provides proposed solutions, (v) suppotts development of lAllA-
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enabled products, (v) helps determine and implement stuvivability technology insertion and solutions, (vi) 
assists to aiTange and schedule specialized testing facilities, (vii) suppmts RFP development and source 
selection activities, and (viii) continues to supp01t technical solutions trades to ensure compliance with 
stuvivability mandates (KPPs, CBRN). The Survivability Engineer also works closely with the SEs and 
other specialty engineers in perfonning interface analyses, functional analyses, and the integration and 
verification and validation planning and execution, and conducts survivability training. The Stuvivability 
Engineer ensures adequacy of hardness assurance characterization testing (development) and lot 
acceptance testing (production). 

4. Production & Deployment~ Oper ations & 
Support. Stuvivability Engineer continues 
to provide inputs to and suppmts the JCIDS 
process. During the production phase, the 
Survivability Engineer helps ensure the parts 
produced are adequately hardened. The 

P&D I O&S Phase- Technical Products Required 
Sl\fC Sm"Vivability Contnbutions to Other 
Technical Products 01"1tanizations' Products 

Periodic re-assessment of Supportability Analyses Rpt 
system survivability 
Inputs tech baseline ena chanoes 
Inputs to Transition & Field Docs 

.. 
Survivability Engineer reviews and approves the contractor's surv1vab1lity-related test procedures and 
verifies that they are in compliance with the test plans and the design specifications. Following each 
stuvivability-related test, the Stuvivability Engineer verifies that the test results and test report show that 
the system adequately met the survivability requirements. Survivability Engineer continues to review 
revisions of STAR and intelligence reports of new threats for possible impact to the system. If on-orbit 
operational anomalies occur, the Stuvivability Engineer reviews the impact of the anomalies for potential 
new vulnerabilities and evaluates strategies to mitigate those threats, and if actual attacks are made against 
the syste~ the impact of the threats against the existing design needs to be detennined and design changes 
evaluated to reduce the risk to the mission due to those threats. 

Survivability Engineer Contributions to Program and Project Management 
Each SMC program defines their business model and approach based primarily on program objectives, 
technical challenges, organizational struchrre, and required engineering planning including stuvivability for 
cost-effective execution. 
The Stuvivability Engineer helps the Program Manager to 
fhlly integrate resources and skills that lead toward the 
intended system stuvivability against all anticipated threats at 

all levels of conflict early in the progra~ usually before 
entering production. Stuvivability Engineer ensures that 
M&S, T &E, and HSI and other specialty engineers are 

SMC Program Management Products 
ASP lCD COD CPO STAR 
Decision-makin!l & problem solvin!l inputs 
Cost Estimate (CARDs) 
PWS, RFP. SRD, TRD, Source Selection 
Developmental and Operational tests 
Threat Assessment and Risk Manaaement Inputs 

involved in the decision making process to implement survivability mandates to mitigate risk to the warfighter 
and system. 

The Stuvivability Engineer ftrrther assists the Program Manager to ensure CBRN stuvivability for all mission 
critical systems lAW DoDI 3150.09, whose operating environment would include operating in a CBRN 
environment according to STAR or Capstone Threat Document. Cost-effective smvivability techniques and a 
plan for the validation and confirmation of CBRN stuvivability should be developed. 
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The Survivability Engineer manages the survivability program throughout the system life cycle to attain 
overall program objectives, stressing early investment to provide a balanced survivability approach that 
balancing overall stuvivability requirements with other design characteristics and program cost, schedule and 
perfonnance requirements enhancing mission effectiveness and operational readiness requirements by: 

• Incorporating design featmes to prevent or reduce engagement of threat weapons 
• Providing mission plamling and dynamic situational awareness features to enable tactical threat 

avoidance 
• Incorporating vulnerability reduction features including design redtmdancy 

The Survivability Engineer verifies that the perfonnance work statement (PWS) and technical requirements 
docmnent (TRD) in the RFP accmately reflect the requirements in the CDD, and that the smvivability-related 
requirements in sections Land M will allow the Govenunent to adequately evaluate the contractor's capability 
to meet those stuvivability requirements. Dming the achtal somce selections or down-selects, the Smvivability 
Engineer will evaluate the contractor's proposals and make the necessary recommendations to the Source 
Selection Evaluation Board (SSEB) and Space Sihtational Awareness (SSA) conceming the adequacy of the 
contractor's proposed approach to meet smvivability requirements. 

The Smvivability Engineer develops and implements the stuvivability program planning to achieve the 
required objectives and requirements. The planning defines the smvivability related tasks and functions to be 
perfo1med; products to be developed; and timing of tasks, task outputs, resources (skills, tools, equipment, and 
completion criteria). The Smvivability Engineer plans tasks to integrate stuvivability activities within the 
Program Office, between contractors, and community stakeholders. The Stuvivability Engineer plans the tasks 
to establish and manage stuvivability activities, support SE&I activities, e.g., system technical solutions trades 
and analyses risk management, integration, and system modifications; coordinate the smvivability planning 
with Systems Engineering, operating commands, suppo1t ing commands, and test agencies; and integrate the 
planning with other functional and acquisition plans (i.e. SEP, ASP, LCMP). 

Execution of the stuvivability planning is typically defined through an Operating Instruction (01). The 
Stuvivability Engineer provides full suppo1t to defme the program and technical objectives where concept and 
architechu·al challenges and risks are known or anticipated. The Smvivability Engineer ensures the concept 
development and management components of the program are appropriately represented in the program plans, 
program schedules, work breakdown schedules, and cost estimates. The Smvivability Engineer reports their 
technical perfonnance and progress. The Smvivability Engineer shares in the risk management responsibilities 
to identify, assess, and propose mitigating actions of their related risks. Smvivability Engineer also suppo1ts 
the Program Manager's problem identification, resolution, and decision-making processes. 
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Appendix N - Human Systems Integration 
Within the Department of Defense' s acquisition lifecycle framework, systems engineering and program 
management activities, Human Systems Integration (HSI) is a vital component in the DoD's total system 
approach. 

Human Factors Engineering (HFE) is the engineering application of the knowledge of human capabilities and 
limitations with respect to system or equipment design, development, operations, and sustainment. Its 
objective is to maximize efficiencies, effectiveness, and safe system performance, while minimizing cost, 
manpower, skills and training resources. HSI is a comprehensive management and technical stmtegy to ensure 
hmnan performance factors are continuously addressed throughout the system life cycle. 

When human systems integration is a significant factor, the SMC program office establishes and designates 
authority responsible for managing and executing the HSI program. Its responsibilities include planning, 
supe1vising and ensuring essential HSI and management efforts are integrated with the various acquisitions, 
management, & engineering processes. It ensures effectiveness and compliancy to the assorted policies, DoD 
mandates, instructions, and SMC acquisition program and technical objectives, as it pertains to the 
implementation of HSI program strategies and plans. 

Applicable governance, standards, and guidance 
HSI is an integral pa1t of numerous mandates including public law, policies, directives, and instiuctions. It is a 
Systems Engineering Discipline (SED) that is associated with multiple ftmctional disciplines within the 
Systems Engineering realm including acquisition, information assurance, systems engineering, software 
engineering, test and evaluation and others. Table 19 below identifies the significant governance which 
generally requires SMC compliance for HSI. 

Table 19 Governance, standards, and guidance that shape the Human Systems Integration discipline 

Documt>nt 1\'o Gowrnanct> Titlt> lssut> 
Public Law 110-181, National Defense Authorization Act (NOM) 2008, OSD HSI Management 
Section 231 Plan 28Jan 08 
DoDD 1100.4 Guidance for Manpower Management 12 Feb05 
DoDD 1322.18 Military Trainin!l 13 Jan 09 
DoDD 500001 The Defense Acquisition System 12 May 03 
DoDI1100.22 Policv and Procedures for Determinino Workforce Mix 12Aor 10 
DoDI1322.20 Development and Management of Interactive Courseware (ICW) for Military 

Training 14 Mar91 
DoDI 5000.02 Operation of the Defense Acquisition System 08 Dec08 
DoDI6055.1 DoD Safety and Occupational Health (SOH) PrOQram 19AuQ98 

FY09 DoD Human Svstems lnteoration Manaoement Plan Version 1.0 09 
CJCSI 6212.01E lnteroperability and Supportability of Information Technology and National 

Securitv Svstems 15 Dec08 
AFI10-601 Operational Capability Requirements Development 12 Jul10 
AFI10-602 Determinin!l Mission Capability & Supportability Reouirements 18 Mar05 
AFI 63-1201 Life Cycle Systems EnQineerin!l 23 Jul 07 
AFHSIO Strategy AF HSI Office Strategy Dec08 
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When analyzing and evaluating HSI requirements, the HSI manager must fully understand the seven HSI 
domains, the integration between these domains, as well as the interrelation with core acquisition, engineering 
and program management processes. This comprehensive integration is the key to a successful HSI strategy 
and realization. The seven domains of HSI include: I) Manpower, 2) Personnel, 3) Training, 4) Environment, 
Safety and Occupational Health (ESOH), 5) Human Factors Engineering, 6) Stuvivability, and 7) Habitability. 
A brief description of each of the domains is provided below. 

Manpower 
Manpower factors ultimately pertain to the number and mix of militaty and DoD civilian personnel and 
contract suppott that is necessary to operate, maintain, support and provide training for the system or 
equipment. This number is derived from the job tasks, operation/maintenance rates, associated workload and 
operational conditions of the proposed/awarded contract. In generating the number and mix, DoD Directive 
5000.01 mandates program projections of dollars and manpower to be realistic and based upon timely studies 
and analyses. In the end, the definitive goal is to identify shortfalls that may adversely impact the execution of 
a program, and to determine the most efficient and cost effective number and mix of people required, 
authorized and available to operate, maintain, support, and provide training for a system or equipment. 

Personnel 
HSI personnel factors include human aptihrde, knowledge, skills, abilities (KSAs), and experience levels 
required to properly perform job tasks. The purpose of identifying these personnel factors in the acquisition 
process is to ensure a system or equipment is designed with the target audience in mind and confonns to the 
capabilities and limitations of a specified user population that is expected to be in place at the time the system 
is fielded. 

Personnel Survivability and Force Protection 
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Stuvivability involves a system's ability to withstand man-made or natural hostile environments without 
aborting the mission, suffering acute chronic illness, disability or death. Stuvivability and Force Protection are 
statutory Key Performance Parameters (KPP), applicable to all manned systems. JCIDS Manual, enclosure B, 
para 2a, 31 Jan 2011 update states "[smvivability] includes attributes such as speed, maneuverability, 
detectability, and cotmtenneasures that reduce a system's likelihood of being engaged by hostile fire, as well as 
attributes such as armor and redtmdancy of critical components that reduce the system's vulnerability if it is hit 
by hostile fire." While stuvivability addresses matmed systems and their ability or hardening against hostile 
fire, force protection KPP attempts to mitigate hostile actions against friendly personnel, military and civilian, 
to comply with the congressional direction. Reported in System Threat Analysis Report (STAR), all systems 
must be assessed for expected threats and vulnerabilities in the earliest possible phase of acquisition using a 
cost-effective combination of analysis, modeling and simulation, and testing. 

Training 
This domain refers to the leaming process by which personnel individually or collectively acquires or enhances 
pre-determined job-relevant KSAs by developing their cognitive, physical, sensory, and team dynamic 
abilities. It also includes "tools" used to provide the leaming experiences such as job perfonnance aids, 
simulators, computer based interactive courseware and electronic manuals, as well as actual equipment. The 
paramotmt goal is to develop and sustain a ready, well-trained individual!tmit, while strongly heeding options 
to reduce life-cycle costs. 

Human Factors Engineering (HFE) 
The concept of HFE is to tmderstand competencies required for a particular job, and to help identify if 
requirements for KSAs exceed what the user can provide. As a result, it distinguishes deficiencies that will 
lead to training or operational problems ahead of time. In other words, HFE is primarily concemed with 
designing human-machine interfaces consistent with the KSAs of the user population. 

Safety & Occupational Health (ESOH) 
The primary purpose of ESOH is to concentrate on system design feahrres that minimize the potential for 
mishaps causing death or injury to operators and maintainers or threaten the sttrvival or operation of the 
systems. It takes into account the conditions in and around the system and the operational context within 
which the system will be operated and supported (the environment) and its impact on human ability to ftmction 
as part of the system. In addition, it works toward achieving system design features that serve to minimize the 
risk of injwy, acute or chronic illness, or disability, as well as factors reducing job performance of personnel 
who operate, maintain, or support the system. 

Habitability 
The living and working conditions that are necessary to sustain the morale, safety, health, and comfort of the 
user population are the characteristics of the habitability domain. These factors directly contribute to personnel 
effectiveness and mission accomplishment, and it is comprised of systems, facilities and services necessaty to 
satisfy personnel needs. It aims to achieve the balance of maximum personnel effectiveness, supp01t mission 
perfonnance and avoid personnel retention problems. 
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Human Systems Integration Contributions to the Acquisition Life Cycle 
Framework 
In the modem technology era, systems and equipment have increasingly become more complex and 
sophisticated. Marketing effmts for these systems highly accentuate new features, teclmical designs, 
capabilities and benefits of the systems, but greatly overshadow human elements that play a critical role in its 
overall success. With respect to the DoD Acquisition Life Cycle, the overall goal is to create optimized total 
systems performance and lower total ownership costs, which is highly contingent upon the warfighter's ability 
to use the systems fully and effectively to accomplish the mission. HSI is vital in achieving total system 
perfo1mance while maximizing human capabilities and overcoming htunan limitations. Figure 19 below 
exhibits the requirements and products that need to be developed with respect to the acquisition life cycle 
framework. This graphical representation provides the HSI Manager with a bii·d's eye view of how HSI fits 
within the acquisition life cycle framework. It also illustrates the required support for pre and post contract 
award acquisition activities as well as across the system lifecycle as it pertains to this discipline. 

Like most disciplines in the acquisition process, an effective HSI program is instilled in the early planning 
phases of the acquisition life cycle. The purpose of this planning process is to anticipate challenges and 
obstacles to overcome in the HSI arena. In the past, a comprehensive HSI process was not instituted as pa1t of 
the Capabilities Based Planning and Requii·ements Development to advocate the human aspects of a system 
design. However, numerous investigative projects in recent years have led to DoD's positioning to mandate 
HSI into this practice. 

In today's budget conscious and time constrained acquisition envii·onment, HSI capabilities need to be 
addressed early in the entry po1tion to the JCIDS process othe1wise known as the Capabilities Based 
Assessment (CBA). The results of the CBA are documented in one of two documents. For non-materiel 
solutions, the output is a joint Doctrine, Organization, Training, Materiel, Leadership & Education, Personnel 
or Facilities (DOTMLPF) Change Recollllllendation (DCR). For materiel solutions, an Initial Capabilities 
Document (lCD) is the prefened means of addressing and documenting CBA results. The CBA incorporates 
an analysis of all applicable HSI domains that may solve ancVor mitigate the capability gaps and the HSI 
implications of designing, developing, fielding and sustainment. Frequently, the rationale for the 
recollllllended solution (materiel or non-materiel) and the reasoning as to why other options are inadequate, 
infeasible, or undesii·able is also documented in the CBA. 

Below are the HSI activities and products that are highlighted in each of the respective phases of the 
Acquisition lifecycle. 

1. Materiel Solution Analysis. Many of the critical 
ftmctions of HSI are front loaded in the process and 
resident in this phase of the acquisition lifecycle. The 
primary objectives of this phase of the acquisition 
lifecycle are to identify areas of potential HSI concems 
and to ensure that HSI-related goals, objectives, critical 

:\1SA Phase- S:\1C Acquisition Products 
PMD Acquisition Strateov. AoA APB SSP STP 
Marl<et Research 
lCD 
SEP, LCMP 
PESHE HHA 
ORO, COEA, IMP, ME 

design issues and metrics are addressed. The results of these efforts are used m the early Analysis of 
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Altematives (AoAs) to identify Non-Developmental Items (NDis) and/or Commercial Off The Shelf 
(COTS) products that are appropriate for the system design. In addition, the findings of the AoA are also 
incorporated in market research that is conducted to ensure proper identification and representation of HSI 
requirements. 

The SMC HSI Manager must comply with the provisions of DoDI 5000.02, Enclosure 8, and ensure HSI 
planning is summarized in the Acquisition Strategy and reflected in the Syste1ns Engineering Plan (SEP). 
In general, the Acquisition Stntegy must address HSI issues that adversely impact the program's ability to 
successfhlly execute and, ultimately, meet the warfighters needs. It must highlight modifications to the 
KSAs of military occupational specialties for system operators, maintainers, or supp01t personnel or 
additional skill indicators, or issues relating to hard-to-fill occupations. It must incorporate a thorough 
investigation of each of the 7 HSI domains and their relevance to the acquisition. In addition, the 
Acquisition Strategy must summarize planned steps (e.g., contract deliverables) to ensure HFE is 
employed during systems engineering throughout the life of the program in order to provide effective 
human-machine interfaces and meet HFE and other HSI requirements. 

As part of the risk assessment section of the Acquisition Strategy, the HSI Manager is required to 
amalgamate the Manpower Estimate (ME). The ME is used to reflect manpower affordability in temlS of 
military end strength (including force stmchrre and sh1dent end strength) and civilian work years 
beginning at Milestone B. The ME identifies, as risks, the periods when man power increases are required 
to support a major program or when manpower shortfalls exist. Within the scope of HSI, additional 
attention is required when fabricating the Life Cycle Sustainment Plan (LCSP). The HSI Manager must 
stunmarize plans for survivability and address the risks and mitigation plans in the LCSP. In addition, the 
HSI Manager needs to also take into accotmt habitability factors and issues that may potentially impact 
morale, safety, health or comfort, or degrade personnel perfomiance, unit readiness, or result in 
recruitment or retention problems. 

Whether the intent of the acquisition program is to establish a new capability, improve an existing one, or 
exploit an opporhmity to reduce costs or enhance perfonnance, one of the most prominent documents in 
this phase is the Initial Capabilities Docmnent (lCD), a part of the Joint Capabilities Integration 
Development System (JCIDS) process. As indicated above, the lCD is the product of a materiel solutions 
derived from the CBA. The lCD provides a critical medium for discussion on training requirements that is 
relevant throughout the system's entire acquisition life cycle and the ensuing capabilities documents. The 
HSI Manager works with AFSPC to ensme that the DOTMLPF section of the lCD describes all of the 
relevant domains of HSI including the key boundary conditions and operational environments that impact 
how the system is employed to satisfy the mission need. Key botmdary conditions within which the AoA 
is to be perf01med include critical manpower, personnel, training, environment, safety, occupational 
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health, htunan factors, habitability and smvivability factors that have a major impact on a systems 
perfonnance and life-cycle costs. Additional HSI concepts to be considered include recommendations on 
the type of tnateriel approach prefened for each capability gap. In essence, the lCD must include 
language that baselines HSI considerations for the system acquisition. The MS A Phase - SMC 
Acquisition Products table exhibits the products that are produced during the Materiel Solution Analysis 
phase. 

2. Technology Development. In this phase of the 
acquisition life cycle, HSI continues to play a critical role 
in the development of a system and must be discussed in 
various acquisition documents. One of the primary 
documents that need to address HSI concems is the 
Capability Development Document (CDD). An HSI 
Manager collaborates with the developers of the CDD 
and the Program Office Systems Engineers to ensure that the CDD and the system specification of 
requirements (technical requirements doctunent to be use in the planned acquisition) incorporates 
imp01t ant discussions regarding HSI including the specification of human-in-the-loop requirements (e.g., 
"human in control," "manual ovenide," or "completely autonomous operations." The HSI Manager must 
also identify operational considerations that affect sensory processes (sensory requirements), as well as 
applicable smvivability parameters, including the requirements to eliminate significant risks of fratricide 
or detectability, or to be smvivable in a chemical, biological, radiological, nuclear (CBRN) battlefield. 

The HSI Manager also ensures that the CDD discusses specific system training requirements, the training 
Key Perfonnance Parameters (KPPs) and additional perfonnance attributes in threshold-objective format. 
The training must allow interactions between platforms or units (e.g. through advanced simulation and 
virtual exercises) and provide training realism to include threats (e.g. vi..ttual and smmgate), a realistic 
electronic warfare environment, communications, and weapons. It must also consider embedded training 
capabilities that do not degrade system perfonnance below threshold values nor degrade the 
maintainability or component life of the system. The HSI Manager works closely with the systems 
engineers to derive the HSI systems specification of requirements from the CDD and known technology, 
operational, and sustainment constraints. 

A stunmaty of DOTMPLF implications associated with fielding the system must be documented in the 
CDD as well as any capabilities-oriented perfonnance-based HSI requi..t·ements that drive design, cost, 
ancVor risk. It must also document attainment of the Initial Operating Capability (IOC) and the training 
capabilities that are embedded and met by IOC. The CDD also needs to address an embedded 
perf01mance measurement capability to support immediate feedback to the operators!tna.intainers and 
possibly to serve as a readiness measme for the unit commander. Lastly, the CDD must address the 
training logistics necessary to supp01t the training concept (e.g., requirements for new or upgrades to 
existing training facilities.) 

HSI issues and concems are also incorporated into the Test & Evaluation Management Plan (TEMP) and 
related doctunents (e.g., SEP, LCMP, System Safety Hazard Analysis, System Training Plan and 
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specifications), which eventually translates these requirements to the RFP, SOW and contract 
documentation. Essentially, this process integrates HSI requirements into the various plans and ensures 
full consideration has been given throughout the planning process in designing the system. 

HSI capabilities must be specified in measm·able, testable, perfonnance-based language that is specific to 
the system and mission performance. The result of setting specific, quantifiable HSI 
parameters/requirements in the CDD is that it assists in the establishment of test criterion later in the 
TEMP. As trade-offs are made and plans for the system mature, the CDD and all capabilities and 
acquisition documents must become more specific and reflect the refinement and integration of program 
objectives. The table above displays the requisite documentation that is generated throughout the 
acquisition lifecycle as it relates to HSI. 

3. Engineering & Manufacturing Development. The 
pmpose of this next phase of the acquisition lifecycle is to 
develop a system or an increment of capability, develop 
an affordable and executable manufacturing process, as 
well as implement human systems integration amongst a 
host of other critical events. It is dming this phase that 
system design efforts lock in the operations and suppmt 
costs, which amotmts to approximately 60% of the systems overall life cycle costs. Therefore, the HSI 
Manager needs to employ human factors engineering to design systems that require minimal manpower, 
provide effective training, can be efficiently operated and used, and meets all of the HSI requirements as 
specified in DoDI 5000.02 in achieving the overall goal of total optimization and minimized ownership 
cost. 

As a follow up to the CDD, the HSI Manager must continue to support the inclusion of HSI in another 
JCIDS capabilities document known as the Capability Production Document (CPD) in this phase. In the 
CPD, the HSI Manager provides a level of refmement of performance attributes and KPPs validated in the 
CDD. The HSI assists AFSPC to ensme that the CPD specifies "safe limits" for environment, safety and 
health hazards, while also providing updates to the CPD regarding KPPs and key system attributes , 
DOTMLPF implications, and, of comse, capabilities-oriented perfmmance-based HSI requirements that 
are driving design, cost and/or risk. 

In sununaty, the EMD phase is the period in the acquisition process in which potential human related 
shortfalls and failmes in human-machine integration are identified. The HSI Manager is responsible for 
updating HSI in all program acquisition documentation to include the latest system specifications/technical 
requirements documents, integration strategy, analyses of training and supp01t requirements, as well as 
developing, executing and coordinating with program management, mitigation strategies for those 
shortfalls and failmes. 
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4. Production & Deployment, Opt>rations & Support. In 

the PD phase, the primary objective as it pettains to HSI 
is to ensme that the production version of the system 
continues to meet the human perfonnance criteria 
established and tested during the EMD phase. This is 
predominantly accomplished through Test & Evaluation 
(T &E) and demonstration efforts, which verifies the user-

P&D I O&S Pbast>- SMC Acquisition 
Products 

~ 
CARD Uodate 
MER 
Detailed planning SEP, LCMP, TEMP, SSP, STP 
updates 

system interface and procedmes are properly designed so that the system can be operated, maintained, 
supported and conu·olled in its intended operational environment by typical users. 

The main objective of the OS phase is to execute a supp01t program that meets operational supp01t 
perfmmance requirements and sustains the system in the most cost-effective manner over its total life 
cycle. As previously stated, approximately 60% of a system's total costs are generated dming this phase. 
In an effott to obtain total system optimization and the most cost-effective solutions, it is ever more critical 
to heed HSI considerations particularly in designing effective system modifications to include u·aining, 
supportability, interoperability and maintenance ftmctions. Obviously, the lack of appropriate HSI 
involvement in the design can result in system shottcomings that require costly redesign, produce 
substandard system perfonnance and potentially precipitate system failures endangering life and 
equipment. 

HSI's Contributions to the Engineering Life Cycle 

Relationship to the SE Organization 
HSI is included as a vital process within systelllS engineering and must be implemented throughout the systems 
engineering life cycle to "balance total system perfonnance (hardware, software and human), Operational 
Safety, Suitability & Effectiveness (OSS&E) assmance, survivability, safety and affordability." Throughout 
the systelllS engineering process, technical analyses are constantly performed iteratively to define successively 
lower ftmctional and performance requirements. The goal is to identify ftmctional interfaces and to allocate 
ftmctions to components of the system (e.g., hardware, software and human). Similarly, requirements analyses 
are conducted iteratively in conjtmction with logical analysis to develop and refine system level performance 
requirements, identify extemal interfaces, and provide traceability among user requirements and design 
requirements. With respect to HSI and the systelllS engineering process, htunan-machine interfaces must be 
identified as prut of this ftmctional allocation process. 

An HSI Engineer must ensme the Critical Operational Issues (COis), Measmes of Effectiveness (MOEs), and 
Mea.smes of Perfonnance (MOPs) are constantly addressed throughout the engineering life cycle. More 
importantly, the HSI Engineer needs to be able to relate these HSI concetns and map its impact to the Concept 
of Operations (CONOPS) as well as the System Threat Assessment Report (STAR). 

It is the HSI Engineer's responsibility to coordinate with the SystelllS Engineer from a. technical perspective to 
ensme su·ong consideration is also given to HSI standards especially when tmiform configuration is necessary 
for ease of operation, safety, or u·aining pmposes. In developing an efficient, cost-effective system, the HSI 
Engineer must actively prutake in the major technical reviews, as applicable. The following is a list of reviews, 
which is not all inclusive, that the HSI Engineer is highly reco111111ended to attend and patticipate: 



Human Systems SMC Specialty Engineering Disciplines 183 
• Alternative System Review (concept exploration phase) 
• System Requirements Review (program definition and risk reduction phase) 
• System Functional Review (as appropriate to the acquisition) 
• Preliminary Design Review (as appropriate to the acquisition) 
• Critical Design Review (as appropriate to the acquisition) 
• System Verification Review (as appropriate to the acquisition) 

It is also imperative that the HSI Engineer not limit his participation to just the major reviews, but additionally 
participates in subsystem reviews including, where applicable, software specification, test readiness, and 
ftmctional reviews (e.g., support, training, systems engineering, test, and manufacturing reviews). 

The HSI Engineer ensW'es that each HSI SED contribution is timely, adequate, consistent, and compliant. The 
HSI Engineer ensW'es that HSI contributions are channeled through the Systems Engineering Analyses and 
Control activity. Systems Engineers manage the engineering process and activities depicted in Figll'e 3 while 
the HSI Engineer contributes to this process. The HSI Engineer supports concept and architectill'e development 
and analyses; modeling and simulation eff01ts; technology studies, as well as develops/derives their 
requirements and supports the requirements analyses and allocations process. The HSI Engineer participates in 
technical studies and solutions trades when HSI is a factor. They provide design analyses contributions to 
determine and adjust HSI allocations, update HSI predictions, and ensill'e confidence in attaining HSI 
requirements through analyses, demo, and test. 

The HSI Engineer works closely with the System Engineers performing interface analyses, ftmctional analyses, 
and the integration and verification and validation planning and execution. The SE conducts the management 
and control ftmctions and integrates all engineering ftmctions through the full system life cycle. 

The HSI Engineer pruticipates in the systems engineering process to help produce the proper balance between 
system performance and cost to ensill'e that requirements remain at affordable levels. His analysis of 
manpower, personnel, training, and supp01tability analyses is conducted as an integral prut of the systems 
engineering process throughout the acquisition life cycle. 

Relationship to other SEDs 
The HSI Engineer ensill'es that solid technical contribution to the overall engineering advances and is 
appropriately applied through systematic control, collaboration and sharing across the organization. The HSI 
Engineer's contributions must be timed and applied in conjtmction to other Specialty Engineers ' performance 
of their unique contributions, while being provided to technical and program management for decision making. 
The following paragraphs demonstrate key interactions between the HSI Engineer and the various Specialty 
Engineers. 

In every operational system, people play a significant role in the system's effectiveness and success. However, 
success is often attained when a system can readily expect consistent, predictable performance from equipment 
and personnel. Although, it is cettainly easier to produce consistent results over time with equipment, people 
process infommtion, collllllunicate differently, and derive decisions in a variety of ways that is harder to 
predict. As a result, it is easy to recognize that human systems integration often overlaps with the reliability, 
availability, and maintainability (RAM) critical process in achieving the required level of RAM of personnel 
and equipment combination. The HSI Engineer teams with the RAM engineer to perform failll'e and enor 
analyses aimed at determining and evaluating potential personnel and equipment related failll'e modes. 
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Persollilel safety is also of paramotmt consideration dming the design-development phases for any system. 
Hazardous items and conditions must be identified and either eliminated in the design of the system or 
mitigated through established instructions, in the work, test, maintenance or operational procedmes. The HSI 
Engineer needs to collaborate with the System Safety Engineer to address the system safety requirements, 
while being sensitive to the hmnan factors critical process, which includes manpower, persollilel, training and 
enviromnent, safety and occupational health (ESOH) hazards. 

HSI is also referred to as the science of analysis and optimization of hmnan characteristics and capabilities for 
integration with machine characteristics and capabilities in order to provide the most effective integrated 
hmnan-machine system capable of accomplishing specified functions. From a logistics perspective, design 
considerations must be given to anthropomet!·ic factors (e.g. physical dimensions of the human being), human 
sensory factors (e.g., vision and hearing capabilities), physiological factors (e.g. hmnan needs, expectations, 
motivation) and their intenelationships. As a result, the HSI Engineer must also forge a st!·ong relationship 
with the Acquisition Logistics Engineer and Logistics Suppo1t Analyst and ensme incorporation of HSI data 
into Logistic Management Info1mation (LMI). HSI evaluation as pa1t of the Integrated Logistic Support (ILS) 
process provides the program office with the capability to ensme timely awareness of potential deficiencies 
requiring immediate and corrective action. It also provides an effective methodology for evaluat.ing risk, life 
cycle cost, supportability, HSI, and suppo1t systems' performance from a total life cycle management 
perspective. 

The HSI Engineer must also ensme a system is designed with features that reduce the risk of frat!·icide, 
detection, and the probability of being attacked. It must also enable the crew to withstand man-made hostile 
enviromnents without abo1t ing the mission or suffering acute chronic illness, disability or death. This can be 
achieved through close coordination with a Stuvivability Engineer. 

In systems where software determines prut of the human interface, the HSI Engineer must also collaborate 
closely with the Software Engineers and ensme the application of HSI principles to the software design. These 
same principles must also be applied to the development of maintenance and t1·aining manuals ( elect!·onic or 
hru·d copy) to ensme thoroughness, technical accmacy, suitable format of information presentation, appropriate 
reading level, appropriate level of technical sophistication, clarity, and suitable quality of illust!·ations. 

The HSI Engineer is also required to establish solid coordination with T &E Engineers in establishing and 
conducting a T &E program to (I) demonst!·ate conformance of system, equipment, and facility design to HSI 
design criteria; (2) confirm compliance with system performance requirements where persollilel performance is 
a system performance determinant; (3) secme quantitative measmes of system performance that are a ftmction 
of the human interaction with equipment; and ( 4) detetmine whether tmdesirable design or procedmal feahu·es 
have been introduced. Deficiencies encountered in DT &E and lOT &E shall be resolved and fixes verified. 

Tools Selection and Use 
The HSI Engineer considers effectiveness and 
efficiencies gained by selecting and using the 
best choice of HSI tools considering the HSI tool 
requirements possibly for HSI interface 
verifications, requirements analyses, information 

Typical HSI Functions Rt>quiring Tools 
Modeling & Simulations 
HSI Requirements Analyses 
Experiment DesiQn, Growth, and Life Data Analysis 
Manpower Training Research Information Systems (MA TRIS) 
Crew System Emonomics Information Analysis Center (CSERIAC) 
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sharing, and automated data exchanges with other tools, and other considerations. 

Engineering Activities and Products over the Life Cycle 
The following subsections delineate HSI contributions to engineering activities and technical products by DOD 
acquisition phase. 

1. Mater iel Solution Analysis. Dtll'ing this 
phase the HSI Engineer may provide inputs 

to and supp01t the Capabilities Based 
Assessment process and the JCIDS process. 

The interactions with AFSPC's JCIDS 
process are described in the previous 

section. The HSI Engineer contributes to the 

MSA Phase technical activities and 
products. When wananted, the HSI Engineer 

may be required to perf01m or support a high 

MSA Phase- Technical Products Required 

SMC HSI Technical HSI Conttibutions to otber 
Products Oraanizations' Products 

High level human interface Operational Concepts 
analysis 
HSI inputs and factors for AoAStudies 
concept, architectu re, technology 
studies, and trades 
Svstem HSI Rea'ts (draft) Initial Capabilities Doc IICDl Dev 
Roadmap inputs - mitigations of DoDAF CVs, OVs 
HSI risks 

level human integration analysis of proposed material solutions. The HSI Engineer provides and assesses 

human engineering factors to trades and alternative analyses to ensme balanced solutions. The HSI 
Engineer assists to identify and address human integration related risks. 

2. Technology Development Dming this 

phase the HSI Engineer continues to provide 
inputs to and supports the JCIDS process. 

The HSI Engineer also supports all the 

engineering activities highlighted within the 
box titled Engineering Activities for System 
& Segment Development & Design Figtll'e 
19 to commence system defmition and 

TD Phase- Technical Products Required 

SMC HSI Technical HSI Conttibutions to Otber 
Products Oraanizations' Products 

Inputs to Svstem Concepts OoerationaiConcepts 
Factors for Studies/ Trades Operational Assessments 
HSI Tech Req'ts, TRD, SRD, Capabilities Development Doc 
Specifications, ICDs, Standards (COD) 
Selection/Tailor 
HSI Analyses Rpts DoDAF CVs, OVs 

development. The HSI Engineer develops and contributes to development of the TD Phase technical 
products, as well as the development of CONOPs, Strategy and Docu·ine and ensmes that Capability 

Based Assessments (CBA) and Capability Requirements and Risk Assessments (CRRA) are properly 
supp01ted to facilitate HSI inclusion in all subsequent steps of the life cycle. The HSI Engineer assists to 

defme the system specification of requirements and human systems integration related requirements at the 

allocated level dming this phase. The HSI Engineer works closely with reliability engineers, system safety 
and other SEDs to ensme HSI is appropriately factored into their analytical conu·ibutions. 
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3. Enginet-ring & Manufacturing 
Dt>vt>lopmt>nt. The HSI Engineer continues 
to provide inputs to and supp01t the JCIDS 
process, and supp01ts all the engineering 
activities highlighted within the box titled 
Engineering Activities for Detailed Design 
Figure 19 to conunence detailed systems 
definition and development. The HSI 
Engineer develops and contributes to the 
development of the EMD Phase technical 

Human Systems 

products. The HSI Engineer assists to deftne and assess the system detailed requirements. The HSI 
supports design analyses and trades to ensure balanced solutions that take into account HSI. The HSI 
Engineer works closely with reliability engineers, system safety and other SEDs to ensure HSI is 
appropriately factored into their analytical conu1butions. The HSI Engineer supp01t s the planning and 
conduct of operational and sustainment demonstrations where the htunan interface is potential critical. 

4. Production & Deployment~ Operations & 
Support. The HSI Engineer continues to 
provide inputs to and supp01ts the JCIDS 
process. The HSI Engineer develops and 
conu·ibutes to the development of the P&D I 
O&S Phase technical products. The HSI 
Manager and Engineer must work closely 
with operational, maintenance, systems 
engineering, logistics and training personnel 

Operational Assessments 

prior to and during Developmental Test & Evaluation (DT &E), Initial Operational Test & Evaluation 
(IOT&E), Operational Test & Evaluation (OT&E) and Live Filing Test & Evaluation (LFT&E). In 
addition, the HSI Manager works to ensure all program planning documentation (e.g., TEMP, MER) 
continues to be updated, refmed and tailored towards the system. 

HSI Engineers' Contributions to Program and Project Management 
Each SMC program defines then· business model and approach st11.1cture based primarily on their program 
objectives, program and technical challenges, organizational structure, as well as program and engineering 
planning (SEP plus detailed HSI planning). 

Once parameters are established in the lCD and CDD, it is the HSI Manager's responsibility to ensure that they 
are addressed dtu1ng the systems engineering process, included in the HSI plan, and the SEP. 
The HSI Manager shall apply HSI to optimize total system perf01mance, operational effectiveness, suitability, 
survivability, safety and affordability, and develop HSI planning. Each program is requil·ed to have a 
comprehensive plan for HSI that addresses the roadmap as well as doctunents analyses, results, and projections 
with regards to HSI concems. This plan is to be included in the SEP or established as a stand-alone HSI plan 
as the program(s) may require. These HSI requirements must also be identified in and govemed by other 



Human Systems SMC Specialty Engineering Disciplines 187 
progranunatic documentation such as Systems Training Plan and the Manpower Estimate (ME). The HSI 
Manager and HSI Engineer need to ensure HSI requirements are included in perfonnance specifications and 

test criteria. The objective is to translate HSI thresholds and objectives in the capabilities docmnents into 

quantifiable and measurable system requirements. 

The HSI Manager develops and implements the HSI program planning to achieve HSI objectives and 

requirements. The planning defines the HSI tasks and fi.mctions to be perfonned and products to be developed; 
timing of tasks, task outputs, resources (skills, tools, equipment), and completion criteria. The HSI Engineer 

plans tasks to integrate HSI activities within the program office, between Contractors and stakeholders. 
Program planning, budgeting and scheduling data enable the HSI manager to track the sequence of program 

events to determine if HSI inputs will have the optimmn impact on design. HSI eff01ts must be well planned 
and must conf01m to the overall program office Integrated Master Schedule (IMS). The HSI Manager must 

also focus on identifying HSI-related tradeoffs and design risks associated with various design concepts or 
altematives tmder const:Iuction. All major planning documents and schedules (Work Break Down Stl'tlcture 

(WBS), Operational Requirements Document (ORD), TEMP, IMS) is required to be reviewed and cross 
referenced to ensure that all HSI matters have been identified and included. 

HSI findings fi:om design reviews, mockup inspections, demonsu·ations, and other early engineering tests must 
be utilized in planning and conducting later tests. HSI test planning needs to be directed toward verifying that 

the system can be operated, maintained, supported and controlled by user personnel in its intended operational 
environment, as well as highlight any HSI issues tmcovered. It is critical that HSI issues be listed at a 

sufficiently high level in the WBS to better ensme receipt of funding allocations. Listing HSI issues at lower 

levels in the WBS may result in HSI concems being overlooked, deemed less important in relation to other 
matters, or perceived as optional. Ultimately, this inu·oduces the risk of not obtaining the required fi.mding to 

successfi.llly address HSI concems and achieving total system optimization. 

The HSI Manager and Engineer must provide input to and actively review the Integrated Master Plan (IMP), 

IMS and WBS to ensure that HSI eff01t s are appropriately identified and scheduled. This ensmes that HSI 
fi.mctions occm at the proper time with respect to the other program fi.mctions. Meanwhile, the HSI manager is 

also responsible for monitoring the system baseline (configuration management), and justifying the HSI budget 
to the program office on the basis of anticipated improvements in perf01mance, prevention of system problems, 

and cost savings. Additionally, it is essential that the HSI Manager be a proactive participant in IPTs and 
working groups to leam about HSI issues, secure fi.mding for HSI analyses and gain the opp01ttulity to 

influence design, and inf01m the Program Office what HSI can do for the program. 

The HSI Manager is also responsible for coordinating with the requisite personnel conducting Cost and 

Operational Effectiveness Analysis (COEA), otherwise known as Analysis of Altematives, to ensure that 
human-related issues are addressed in the financial considerations for all the altemative concepts. 

The HSI Engineer provides filii support to define the program and technical objectives where HSI challenges 
and risks are known or anticipated. The HSI Engineer assists to establish the business model, develop program 

planning and schedules, and define and implement program processes. The HSI Engineer ensures that the HSI 
components of the program are appropriately represented in the program plans, program schedules, WBS, and 

cost estirnates. The HSI Engineer also rep01t s their technical perf01mance and progress. Additionally, the HSI 

Engineer shares in the risk management responsibilities to identify, assess, and propose mitigat.ing actions of 
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HSI related risks, and suppotts the program manager's problem identification, resolution, and decision making 
processes. 

The HSI Manager and Engineer must continue to remain abreast of new and emerging technologies relevant to 
the specific system being considered, as well as be knowledgeable of new HSI information somces and 
assessment methodologies that may be useful in perfonning analyses and making feasibility detenninations. 
HSI Managers and Engineers contribute to the development of 
the program management products identified in the table. 

SMC Program Management Products 
PMD 
SEP IMP IMS WBS 
Decision-makina & problem solvina inputs 
Technical progression and issues reporting 
LC Cost Estimate (CARDs) 
Processes (Ois). HSI Plan 
CRRA Risk Manaaement Inputs 
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Appendix 0 - Mass Properties Engineering 
Mass Properties is an engineering discipline that is concemed with estimating weight, center of gravity, and 
inettia values of various vehicles, including space vehicles to include the upper stage vehicles, injection stages, 
satellites, satellite payloads, reentry vehicles, latmch vehicles, ballistic vehicles, or other vehicles. Mass 
prope1ties provide for the control, detemlination and docmnentation of the mass properties and mass prope1ties 
linlits of space vehicles and their subsystems and components. The mass properties of an item include the 
item's weight (or mass), center of gravity (or center of mass), mass moments of inettia, and mass products of 
inettia. 

SMC Program Office Mass Properties (MP) Engineers have the responsibility to stand-up and execute the mass 
properties eff01t s for the development or modification of SMC space vehicles. The MP Engineer ensures 
effective prediction of the space vehicle mass properties parameters to supp01t performance analyses, stability 
and control analyses, structural dynanlics and loads analyses, and other analyses. The MP Engineer establishes 
and implements a mass prope1ties control program with the objective of meeting the space vehicle mass 
properties requirements for weight, center of gravity, mass moments of inertia, and mass products of inett ia as 
they apply. The control of weight growth is a continuous activity fi:om system concept development through 
the last item of production. However a more restrictive defnlition usually refers to the technology development 
and EMD phases when most growth occurs. Costly fixes and possible schedule delays are avoided when 
weight prediction and control is applied while defining altemative enabling concepts or technologies and 
deternlining the prefened solutions. During detailed design, a major effort is required to keep the designers' 
attention focused on weight efficiency. 

Applicable governance, standards, and guidance 
Policy, directives, and instructions that mandate system integrity typically apply to space systems and require 
specialty disciplines such as reliability engineering, prognostics and health management, and rigorous design 
engineering including mass propetties. For example, AFI 63-1201 requires that weapon system integrity 
programs be employed to ensure that system-level performance and safety requirements are met under any 
combination of design usage environments throughout the operational life of a system. Hence, mass prope1ties 
design and test criteria must be established as it applies to space vehicles, latmch vehicles, and missiles. 
Table 20 below identifies the significant govemance, standards, and guidance wllich generally require SMC 
compliance for MP Engineering. 

Table 20 Governance, standards, and guidance that shape the Mass Properties Engineeting discipline 
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MP Engineers' Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. The MP Engineer contributions over tins life cycle 

are best represented within the acquisition phase. Figme 20 provides the acqtlisition life cycle framework 
within which MP Engineers perfonn as well as ti1e products that they must develop or contribute to the system 

development. This figme along with MIL-HDBK-1811 and SAWE recommended practices provide ti1e 
guidance to perfonn MP planning, support pre and post contract award acquisition activities, and perform MP 

engineering and control across the system lifecycle. The SMC Program Office establishes and implements MP 
program strategies and objectives consistent with SMC acqtlisition and program objectives. The Program 

Office then develops, approves, and incorporates the more detailed MP planning, the Mass Propetties Control 

Plan (MPCP), into the Test and Evaluation Master Plan (TEMP), Systems Engineering Plan (SEP) and higher 
level integrated planning (e.g., IMP, LCMP, LCSP) in accordance with cunent DoD policy and Program 

Office practices. Hence, MP planning is fumly based on program and technical objectives, strategies, DoD 
mandates and instmctions, and MP related specifications and practices. 

1. Materiel Solution Analysis. Dming this phase, the MP 
Engineer, with the developmental engineering team, 

begins to formulate predictive models and parameters of 
the space vehicle mass properties as system concepts are 

defmed and provides inputs to and supports acquisition 

activities to include development of acquisition strategy, 
technology development strategy, and data strategies. 

:\1SA Phase- S:\1C Acquisition Products 
Prepare MPCP 
Inputs to ASP TDS OMS TES 
Draft MPCP; Inputs to SEP, LCMP 
Inputs to LC Cost Estimate CARD 
Inputs to APB 
RFP: MP tasks in PWS, MP data products in CDRLs; 
MP standard -Tailored 

The MP Engineer provides inputs to the cost estimates, RFP development for Contractor sh1dies, and 
proposal evaluation activities. The MP Engineer also contributes to the development of the MSA Phase 

acquisition products. 

2. Technology Development. The MP Engineer provides 

inputs to and supports all program acquisition activities to 
include updates to the MPCP and inputs to the ASP, TDS 

and TEMP. MP strategies are likely integral to the MP 
controls to achieve system performance. The MP 

Engineer provides inputs to the cost model; development 
of the Cost Analysis Requirements Description (CARD); 

and solicitation/RFP development and proposal evaluation activities. The MP Engineer assists in the 

preparation of contract requirements for contractor and subcontractor MP controls, parameter 
detemlination, and developmental I qualification testing to meet MP and Program Office objectives and 

requirements. The MP Engineer also contributes to the development and updates to the TD Phase 
acqtlisition products. The MP Engineer assesses the effectiveness of the Contractor MP efforts. 
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3. Engineering & Manufactming Dt>velopmt>nt. The MP 

Engineer provides inputs to and supports all program 
acquisition activities to include updates to the ASP, TDS, 
and DMS; updates to the TEMP; inputs to the cost model 
and CARD to reflect the cost elements; inputs to the 
APB. The MP Engineer suppotts the preparation of 
contract requirements such as mass properties 
perfotmance work statements; identification and tailoring of the compliance test standards; preparation of 
the MP related CDRLs for submission of Conu·actor mass detetminations and basis, expected mass 
growth, analyses, methods of analysis, etc. The MP Engineer also conu·ibutes to the development and 
updates to the EMD Phase acquisition products. 

4. Production & Deployment, Operations & Support. 
The MP Engineer provides inputs to and suppott s all 
program acquisition activities to include updates to the 
ASP, TDS and DMS; inputs to the cost model and CARD 
to reflect the MP cost elements required. The MP 
Engineer suppotts the preparation of conu·act 
requirements such as MP performance work statements; 

P&D I O&S Phast>- SMC Acquisition 
Products 

~ 
MPCP; Inputs to SEP. LCMP 
RFP: MP tasks in PWS, MP data products in CDRLs; 
SMC- MP standards - tailored 
CARD update 

identification and tailoring of the MP standard; preparation of the MP related CDRLs for submission of 
Contractor mass determinations and basis, expected mass growth, analyses, methods of analysis, etc. The 
MP Engineer suppott s field performance and sustainment analyses to meet MP requirements and 
objectives. The MP Engineer ensures successful verification and validation of the MP parameters through 
developmental and operational test and evaluation. 
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Acquisition Life-Cycle Process for Mass P 

Finite ProducJ(s) 

"Y Re'ttew, Mileslone 

Repeal in Subsequent Phases 
as Required 

D Process Element 

y 

Assisl lo define Engineering Approaches and Perfonnance 
Incentives 1o Meet MP Objedi1res 

Identify MP T esl & Demo Requirements 

Su1>90n Proposal Review I Source Selection 

Provide Updates lo A<:q Program Documents: 
APB, CARD, MPCP, LCMP, TEMP, SEP, etc 

Figure 20 Acquisition life cycle process for SMC Mass Properties Enginee1ing 
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MP Engineers' Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The MP Engineer plans and implements the space vehicle mass properties determination and control program 
within the context and full suppmt of the overarching Systems Engineering function. The MP Engineer ensures 
that each mass properties contribution is timely, adequate, consistent, and compliant. The MP Engineer ensures 
that their SED contributions to concept and architecture development, requirements analyses, design trades and 
analyses, and test are channeled through the Systems Engineering Analyses and Control activity. Systems 
Engineers manage the engineering process and activities depicted in Figure 3 while the MP Engineer 
contributes to this process through mass propetties detetmination, control, and documentation of space vehicles 
and their subsystems and components. The MP Engineer ensures effective prediction of the space vehicle mass 
property parameters through estimated/calculated/measured mass properties, mass growth allowance, analyses, 
and risk assessments to support perfonnance analyses, stability and control analyses, and structural dynamics 
and loads analyses. The MP Engineer also works with the System Engineers ensuring mass propetties factors 
are integral to space vehicle design and performance trades. 

Relationship to other SEDs 
The MP Engineer ensures results of mass properties are applied to the overall engineering effmt through 
systematic control, collaboration and sharing across the organization to facilitate system development and 
implementation. For example, the testing results are evaluated to assess progress of the design to assure that 
such items as weight and balance bogies are being met. Early emphasis of mass properties and its budget 
planning contributes to reduction of risk throughout the acquisition lifecycle. The MP Engineer also ensures 
the spacecraft weight is within latmch vehicle capabilities and that the weight growth is within the allocated 
margin. 

MP Engineers, by the nahu·e of their ftmction, must interface with all specialty disciplines involved with the 
design, development, manufachlring, deployment and operation of a system that may impact the mass 
properties of the space vehicle. MP Engineer interactions include: 

• Architechrre Engineers and Concept Developers to provide mass propett ies data to suppmt altemative 
analyses and ensure predictive mass propetties model is ctment. 

• Design Engineers to ensure design solutions are ctment for mass propett ies determinations; provide 
data to designers for optimal component selection and location for Space Vehicle (SV) balance; 
provide segmented mass propetties for struchlral and thermal analysis. 

• T &E Engineer to coordinate the equipment and procedures for mass properties measurements: 
o determination of accuracies required 
o determination and design of test fixhrres to meet requirements 
o calibration of equipment 
o M&S- dynamics Finite Element Modeling (FEM) where mass properties data are utilized in 

FEM to detetmine vehicle dynamic response. 
• Survivability for optirnmn component selection as well as component and space vehicle 

shielding/hardening methods. 
• PMP to influence PMP selections, packaging to reduce weight. 
• Reliability Engineering to collaborate and attain balanced solutions for redundancy decisions 
• Other specialists as required. 
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Tools Selection and Use 
The MP Engineer considers effectiveness and efficiencies gained by selecting and using the best choice tools 
considering the mass propetties ftmctions of MP 
prediction modeling, MP detennination of 
parameters, MP database management and 
control, information sharing, automated data 
exchanges with other tools, etc. 

Typical Mass Prop('rfi('s Functions R('quiring Tools 
MP Predictive modeliTl<l 
Mass Properties Requirements Analyses & Allocations 
MP database manaqement and control 
Development/Operational testino 

Engineering Activities and Products over the Life Cycle 
The Mass Propetties Engineer is responsible for developing and implementing a mass properties detennination 
and control program to provide analyses and supp01t technical decisions to determine the preferred system 
concept, viable technologies, perfonnance requirements, design solutions. Establishing and controlling mass 
budgets and providing rigorous mass properties analyses in support of the overall engineering is essential to 
meet the program perfonnance and cost goals as well as early identification of potential program risks. 
The following subsections delineate mass propetties contributions to engineering activities and technical 
products by DOD acquisition phase. Refer to AIAA-S-120-2006, :MIL-HDBK-1811, and SA WE recommended 
practices for a more complete list of MP Engineering activities and products that are prepared by the Program 
Office and their Contractors. 

1. Materiel Solution Analysis. During this 
phase the MP Engineer supports the JCIDS 
process. The MP Engineer, with the 
development engineering team, formulates 
predictions (estimated) and parameters of 
the space vehicle mass properties as system 
concepts are defined and provides inputs to 
and supports acquisition activities to include 
development of acqmsttlon strategy, 
technology development stt·ategy, and data 
stt·ategies. The MP Engineer initiates the 

MSA Pitas('- T('cbnical Products R('quir('d 
SMC Mass Properties MP Conflibutions to Other 
Technical Products 0J'2anizations' Products 

Initial MP control plan and Space vehicle preferred enabling 
Process concept and AoA 
Mass properties prediction - lCD 
estimated + Wt orowth allowance 
Initial mass budget; target launch DoDAF CVs, OVs 
vehicle type; subsystem and 
component mass allocation 
Vehicle performance analvses 
MP Requirements (draft) 
MitiQations of MP risks 

Mass Properties Contt·ol Program, establishes and allocates the initial mass properties budget, and 
detetmines the test stt·ategy to maxitnize efficiencies. The MP Engineer also contt1butes to the 
development of the MSA Phase products. 
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2. Technology Development. During this 

phase the MP Engineer continues to support 

the JCIDS process. The MP Engineer also 

supp01ts the systems engineering activities 
highlighted within the box titled 

Engineering Activities for Development & 
Design Figure 20 to commence system 

defmition and development. The Mass 
Prope1t ies Engineer refines the mass 

prope1t ies predictions, performs trend 
analyses, and evaluates technology and 

design solutions to satisfy systems 
perfo1mance requirements. The Mass 

Prope1t ies Engineer continues to derive and 

apply mass properties parameters and 

TD Phase- Technical Products Required 
SMC Mass Properties MP Conhibutions to Other 

Technical Products On!anizations' Products 
MP Control Plan and Process Inputs to operational concepts 

Mass properties prediction - Inputs to DoDAF CVs, OVs 
estimated + WI Qrowth allowance 
MP mass budael' trend analvsis lnouts to tech assessments 
MP factors for concept, arch, Inputs to AoA Studies 
technoloav studies and trades 
MP Tech Req'ts, TRD, specs, std Inputs to COD 
selection/ Tailor· V&V rea'ts 
Architectural inputs: System & 
SeiVice DODAF Views; ISP 
Space vehicle preliminary design 
and performance analyses 
RFP inputs: SOO, PWS Tasks, 
CDRLs, DIDs; MP standards 

allocations through the requirements analysis process and assesses verification tests of prototypes or 

preproduction articles. The Mass Properties Engineer suppo1ts the T &E and M&S planning. The Mass 
Prope1t ies Engineer supports the concept, architectural, technology development, and engineering trades 

and analyses to ensure the concept, architectural, technology and design solutions are determined 
considering mass properties influences. The MP Engineer develops and contributes to development of the 

TD Phase technical products. 

3. Engineering & Manufactw·ing 
Development. During this phase the MP 
Engineer continues to suppo1t the JCIDS 

process. The MP Engineer suppo1ts the 
systems engineering activities highlighted 

within the box titled Engineering Activities 
for Development & Design Figure 20 to 
commence detailed systems definition and 

development. The MP Engineer updates and 
implements the MPCP and continues to 

implement the mass properties control 
program to meet the space vehicle mass 

prope1t ies requirements for weight, center of 
gravity, mass moments of inertia, and mass 

products of inertia as they apply. The MP 

Inputs to CPO 

Engineer updates the mass prope1t ies predictions (calculated), refines the space vehicle mass properties 

parameters focusing on weight efficiencies and system performance. The MP Engineer assesses test 

methodologies and limitations. Mass prope1t ies engineering efforts are also concentrated on analyzing and 
controlling the system design to assure that 1) the design is evolving consistent with the MP weight and 

balance requirements and allocations, 2) design qualification is progressing consistent with the MP 
requirements. The MP Engineer monitors contractor' s documentation such as mass growth allowance and 

depletion schedules, detailed mass prope1t ies, analyses, and verification plans and results. 
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4. Production & Dt>ployment, Operations & 

Support. During this phase, MP efforts are 

concentrated on the evaluation of proposed 

engineering changes, assessments of 
production and fielding tests, and production 

and fielding challenges that potentially alter 
the baselined design weight and balance. 

The MP Engineer continues to assess the 
design to detennine if it meets the 

contractual requirements and ensures that 

P&D I O&S Phast>- Tt>chnical Products Rt>quirt>d 
SMC Mass Properties MP Conhibutions to Other 

Technical Products 0J'2anizations' Products 
Inputs tech baseline engineering Operational Assessments 
chanoes imoacti no PM 
Mass properties - measured Survivability Assessment 
Analyses of production test and Support to Launch Operation 
OT&E failure reports 
Analysis of weight and balance 
payload I fuel calculations 
Analyses of OT&E results; 
pertonnance and field test reports 

build and integration activities do not induce additional MP risks. The MP Engineer provides inputs to and 

supp01ts the solicitation!RFP development and proposal evaluation activities. The MP Engineer identifies 

other contract requirements: production and operational test & demo requirements; operational 
perf01mance and sustainment analyses to meet MP program objectives and requirements. The MP 

Engineer assists the T &E Engineer in the preparation of the Ce1t ificate of System Readiness to enter 
OT&E. The MP Engineer develops and contributes to the development of the P&D I O&S Phase technical 

products. 

MP Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach based primarily on program objectives, 

technical challenges, organizational stiucture, and required engineering planning including mass propetties 
engineering for cost-effective execution. 

The MP Engineer develops and implements a mass prope1ties determination and control approach to achieve 
Program Office management objectives and requirements. The approach, which is documented in the MPCP, 

defines the MP engineering tasks and ftmctions to be perfmmed and products to be developed; timing of tasks, 
task outputs, resources (skills, tools, equipment, and completion criteria). The MP Engineer plans tasks and 

integrates the mass prope1t ies activities within the Program Office, between Contractors and stakeholders. The 
MP Engineer plans the tasks to suppo1t the engineering and decision processes; technical review forums; 

support SE&I activities, risk management, integration, and system modifications. Execution of the MP 
Engineer planning is typically defmed through an Operating Instruction. The MP provides ft.ul suppo1t to 

define the program and technical objectives where MP challenges and risks are known or anticipated. The 

essential MP info1mation is provided to program management to dete1mine if the program is ready for ft.lll 
scale production or if the design and production processes need to be refmed. 

The MP Engineer assists to establish the business model, 

develop program planning and schedules, and define and 
implement program processes. The MP Engineer ensures the 

mass properties elements of the program are appropriately 
represented in the program plans, program schedules, work 

breakdown schedules, cost estimates. The MP Engineer also 
repo1ts their technical performance and progress. The MP 

SMC Program Managt>mt>nt Products 
MPCP, SEP, IMP, IMS, WBS 
Decision-makino & oroblem solvino in outs 
Technical progression and issues reporting 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk Management Inputs 

Engineer shares in the risk management responsibilities to identify, assess, and propose mitigating actions of 

MP related risks. They also suppo1t the Program Manager's problem identification, resolution, and decision-
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making processes. Mass Propetties tasks that supp01t Program Management includes evaluating and 
monitoring contractor, subcontractors mass propetties control efforts. 



EMIIEMC SMC Specialty Engineering Disciplines 

Appendix P- Electromagnetic interference/ Electromagnetic 
compatibility Engineering 

199 

A system in development must be compatible to all defined environments to which they are intended to be 
exposed. The system must operate in various operating modes and mission phases, while working 
hannoniously in conceit with other systelllS. Each system must be electromagnetically compatible among all 
subsystems and equipment within the syste111, including the personnel that interact with the system, and with 
environments caused by emitters and other electromagnetic sources extemal to the system to ensure safe and 
proper operation and perfmmance. 

In the simplest terlllS, Electromagnetic interference (EMI) is the detrimental effect stray radiated 
electromagnetic energy has on the performance of a system Electromagnetic compatibility (EM C) involves the 
control and reduction of this energy. Our space and grotmd systems must be able to operate and remain fi:ee of 
overstress and anomalies caused by either intentional or extraneous electromagnetic (EM) energy emanating 
within or outside the system from man-made or natural sources. In essence, EMC refers to the capability of 
electrical and electronic systelllS, equipment, and devices to operate in their intended electromagnetic 
environment within a defined margin of safety, and at design levels of performance, without suffering or 
causing tmacceptable degradation as a result of Electromagnetic Interference (EMI). While EMI is concemed 
with electromagnetic disturbances that intenupt, obstruct, degrade or limit the effective performance of 
electronic or electrical systems, transmission channels, equipment or devices. 

However the Program Office EMIIEMC Engineer (herein refened to the EMC Engineer), Stuvivability 
Engineer, Hnman SystelllS Integration, Spectrum Manager, and other contributors must consider a broader 
context of electromagnetic environmental effects (E3). E3 encompasses the electroma.gnetic effects addressed 
by the disciplines of electromagnetic compatibility (EMC), electromagnetic interference (EMI), 
electromagnetic vulnerability (EMV), electromagnetic pulse (EMP), electronic protection (EP), electrostatic 
discharge (ESD), and hazards of electromagnetic radiation to personnel (HERP), ordnance (HERO), and 
volatile materials (HERF), lightning, precipitation static, and electrostatic discharge. E3 includes the 
electromagnetic effects generated by all EME contributors including radio frequency (RF). Consideration of 
these various aspects of E3 could be crucial to fielding a system that is electromagnetically compatible with 
itself, stmounding systelllS, and the operational electromagnetic environment. While EMI, including 
interference caused by spectrum management problelllS, can cause catastrophic failures, the majority of 
interference problelllS render systelllS only pattially effective reducing operational readiness and increasing 

costs. 

SMC's ProgralllS establish and designate responsibility for managing and executing the EMIIEMC 
management progra111. Its responsibilities include planning, supervising and ensuring essential EMIIEMC and 
management effmt s are integrated with various acquisitions, management, & engineering processes. The 
program office ensures effectiveness and compliancy to the assmt ed policies, DoD mandates, instructions, and 
SMC acquisition program and technical objectives, as it pettai..ns to the implementation of EMIIEMC program 
strategies and plans. 
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Applicable governance, standards, and guidance 
EMI/EMC is an integral patt of several mandates including public policies, directives, and instructions. It is a 
specialty engineering discipline that interacts with multiple ftmctional disciplines within the Systems 
Engineering realm including the Systems Engineer, Survivability Engineer, Human Systems Integration, 
Spectnun Manager, Software Engineer, Test and Evaluation, and others. Table 21 below identifies the 
significant govemance which generally requires SMC compliance for EMIIEMC, EMI/EMC standards 
applicable to SMC procmements, and guidance. 

Table 21 Governance, standards, and guidance that shape the EMIJEMC Discipline 

Document No Governance Title Issue 

The list of data Item Descriptions (Dills) provided below conelate with Mil STD 461 data deliverables for 
EMI/EMC. 
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EMI/EMC Engineers' Contributions to the Acquisition Life Cycle 
Framework 
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In general, EMIIEMC consists of the following four main categories that an EMC Engineer (EMCE) needs to 
recognize: (I) conducted emissions; (2) conducted susceptibility; (3) radiated emissions; and (4) radiated 
susceptibility. Below are brief descriptions of each of the categories. 

Conductt>d emissions. Refers to the electromagnetic energy created in an electronic device that is coupled to 
the device 's power lines, antenna inputs, or interconnecting cables in the system. 

Conductt>d susceptibility. Is concerned with the ability of an electronic circuit, equipment, subsystem, or 
system to operate acceptably when subjected to RF voltage or cunent on interconnecting conductors. 

Radiatt>d emissions. Refers to the unintentional release of electromagnetic energy from an electronic device 
that propagates away from the device. 

Radiatt>d susceptibility. Is concerned with the ability of an elecu·onic circuit, equipment, subsystem or system 
to operate acceptably when subjected to an externally generated elecu·omagnetic field. 

The DoD acquisition life cycle is defined by DoDI 5000.02. EMIIEMC engineering conu'ibutions over this life 
cycle are best represented within the phase of acquisition. Figure 21 provides the acquisition life cycle 
framework within which the EMCE perfonns as well as the products that the EMCE develops or conu'ibutes to 
their development. 

The SMC Program Office establishes and implements EMIIEMC engineering program strategies and 
objectives consistent with the tenets of appropriate policies, SMC acquisition objectives, and program 
objectives. The Program Office develops, attains approval for, and implements EMIIEMC engineering 
planning into higher level integrated planning (e.g., SEP, IMP, LCMP, LCSP) in accordance with cunent DoD 
policy. This planning is firmly based on program and technical objectives, su·ategies, DoD mandates, and 
instructions. 

An effective EMI/EMC program supports all of the major acquisition activities through the full system life 
cycle. The planning sufficiently defmes the EMIIEMC program to achieve the EMI/EMC engineering and 
overall program objectives and requirements; specifies tasks and ftmctions to be perfo1med, timing of tasks, 
resources required, and products to be developed; fo1ms the basis for the development of the program 
EMIIEMC enginee1'ing or Operating Instruction (01) - if required as a critical process. The EMIIEMC 
engineering planning and 01 are then reflected appropriately in the WBS, IMS, and other program docmnents 
that address EMIIEMC engineering related elements. The EMIIEMC engineering planning is executed 
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conctuTently with the Program Office OI that documents tl1e process to perfonn, control, and integrate all 
EMI/EMC engineering and management activities for each phase of acquisition. The SMC Program Office 
EMI/EMC engineering plan and OI are also based upon the appropriate program-approved life cycle. The 
following subsections delineate the EMCE contributions to acquisition activities and products by DoD 
acquisition Phase. 

1. Materiel Solution Analysis. Dming this phase, the 
EMCE provides inputs to and suppmts select program 
acquisition activities to include the development of the 
acquisition strategy if applicable, inputs to the cost 
estimates, solicitation/RFP development for Contractor 
studies, and proposal evaluation activities. The EMCE 
may provide inputs to the initial regulatory spectrum 
supportability risk assessment (SSRA) to identify and 

High level 

refine issues related to the EM environment. The EMCE contributes to the development of the MSA Phase 
acquisition products. 

2. Technology Development. Throughout the TD phase, 
the EMCE continues to provide inputs and suppmts all 
program acquisition activities. The EMCE is actively 
involved in contributing toward the development of the 
acquisition strategy if EMIIEMC is a risk component. 
The EMCE provides updates to the cost model and 
development of the Cost Analysis Requirements 
Description (CARD), solicitation/RFP development and 
proposal evaluation activities. EMCE also identifies other 
EMI/EMC related contract requirements, including 
related tasks, as well as test & demo requirements to meet 
EMI/EMC engineering objectives. During this phase, the EMCE provides inputs to the initial technical 
and initial operational SSRAs to identify EM interactions that require fmther shrdy. The EMCE is an 
impmt ant contributor to the development and refinement of the TD Phase acquisition products. 

3. Engineering & Manufacturing Development. As the 
acquisition process becomes more refined and the 
program enters the EMD phase, the EMCE's early 
contributions to the program become more evident and 
often influence the ultimate success of the program. 
EMCE contributions and on-going suppo1t for all 
program acquisition activities in the EMD phase may 
remain a critical component of the process. Dming this 
phase, the EMCE provides input to a detailed regulatory 

and a detailed technical SSRA to ensme all EM issues 
have been identified and are being mitigated. Like the previous phase, the EMCE is responsible for 
updating the acquisition strategy, the cost model to reflect the achral technical solutions detennined, as 
well as the CARD. Additionally, the EMCE also suppo1t s the solicitation/RFP development and proposal 
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evaluation activities including providing technical inputs such as teclmical requirements, compliance 
standards, engineering activities including providing technical inputs such as technical requirements, 
compliance standards, engineering approaches, incentives, and wananty programs to meet program 
objectives. The EMCE identifies other contract requirements as necessru.y to meet EMIIEMC engineering 
objectives, and contributes to the development and update ofEMD Phase acquisition products. 

4. Production & Deployment, Operations & Support. 
The EMCE provides inputs to and supp01t s all program 
acquisition activities to include updates to the acquisition 
strategy, the cost model to reflect the achml technical 
solutions determined, the CARD, and any fmal 
regulatory, technical and operational input to the SSRA 
prior to requesting authorization to operate for other than 
testing. The EMCE also supp01t s the solicitation!RFP 
development, proposal evaluation activities, as well as 

P&D I O&S Phast>- SMC Acquisition 
Products 

~ 
Inputs to DO Form 1494 (Stage 4 SS Certification) 
RFP: EMI/EMC objectives in the SOO; EMI/EMC 
related tasks in PWS, EMI/EMC CDRLs; SMC-
EMI/EMC standards- tailored 
Detailed EMI/EMC planning, LCMP, TEMP updates 
CARD update 
SSRA 

identifies other contract requirements; production and field test & demo requirements; field perf01mance 
and sustainment analyses to meet EMIIEMC engineering objectives. 
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Figw·e 21 Acquisition life cycle process for SMC EMCIEMI Engineering 



EMIIEMC SMC Specialty Engineering Disciplines 205 

C Management (Tailor to meet your program objectives and requirements) 
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Procecllres 
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Ensure Conlractors' EMVEMC activities are 
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Technical Data Among 
- StakeholdetS 
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EMI/EMC Engineers' Contributions to Engineering Life Cycle Framework 

Relationship to the SE Organization 
The EMCE plans and executes the essential EMIIEMC engineering and engineering management effotts in an 
integrated and effective manner within the context and ihll suppott of the overarching Systems Engineering 
ftmction. The EMCE ensures that their SED contributions are timely, adequate, consistent, and compliant. The 
EMCE ensures that their engineering contributions are channeled through the Systems Engineering Analyses 
and Control activity. 

Systems Engineers manage the engineering process and activities depicted in Figure 3 while the EMCE 
contributes to this process. The EMCE supports concept and architectme development and analyses; modeling 
and simulation efforts; technology studies when potentially impacted by EMIIEMC challenges. The EMCE 
also develops/derives EMIIEMC related requirements and supports the requirements analyses and allocations 
process. EMCE participates in technical shrdies and solutions trades when EMIIEMC engineering is a factor. 
Additional responsibilities for the EMCE include assessing and proposing alternative mitigating actions or 
solutions. EMCE also provides design analyses contributions to detetmine the need for and the adequacy of 
EMI mitigation solutions, e.g. packaging designs, shielding, filtering, circuitry designs, etc. The EMCE works 
closely with the System Engineers performing interface and functional analyses to leverage EMIIEMC 
requirements. The EMCE also suppotts verification and validation planning and execution. 
In performing the management and control ftmction, the Systems Engineer effectively integrates all 
engineering ftmctions through the ftrll system life cycle. The EMCE ensures EMI/EMC technical contribution 
to the overall engineering advances and is appropriately applied through systematic control, collaboration and 
sharing across the organization. In addition, the EMIIEMC products are timed and applied by the other 
Specialty Engineers to perfotm their unique contributions, and must be provided to technical and program 
management for decision making. 

Relationship to other SEDs 
The EMCE SED relationship to other SEDs is stunmarized in Figure 1. EMCE interactions with the other 
engineering disciplines are critical to perform and integrate their engineering contributions to the system 
development effott s. 

The EMCE must be knowledgeable with regards to EMI I energy emissions safety margins and the potential 
criticality of the effects of interference induced anomalies on the system and equipment in development. 
Interference safety margins are classified into the following three categories: 

• Category 1: Serious injury or loss of life, damage to property, major loss or delay of mission 
capability. 

• Category II: Degradation of mission capability including any loss of autonomous operational 
capability. 

• Category III: Loss of ftmctions not essential to mission. 

Hence, EMCE teams with the System Safety Engineers and Reliability Engineers to perform system hazards 
and failure analyses to determine items or ftmctions when perfotmed or whose failure could lead to a 
hazardous system state or degraded system performance state. 
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The EMCE works closely with Human Systems Integration to design systems that can be operated and 
maintained by users; and are habitable and safe with minimal EMIIEMC and occupational health hazards. 

When failme analyses and safety analyses results indicate potential hazards impacts due to EMI or hazardous 

energy emissions, the EMCE assists to determine altemative technology or design solutions and ensme 
attaining EMIIEMC requirements through collaboration with T&E for verification through analyses, demos, 

and tests. 

The EMCE collaborates with the Smvivability Engineering in perfo1ming complementary EMI analyses to 
support the survivability/vulnerability analyses. The EMCE also works in conjtmction with the Logistics 

Engineers performing maintenance and sustainment analyses to identify and address EMIIEMC related issues 
or risks. When considering a system' s capability to successfully operate with E3 in the EME, the EMCE must 

also collaborate with the Environmental Engineer to ensme compliance with the National Environmental 

Policy Act (NEPA), and in particular, any Environmental Impact Assessments (EIAs). 

Tools Selection and Use 
The EMCE considers effectiveness and efficiencies gained by 

selecting and using the best choice of EMIIEMC Engineering 
tools considering the EMIIEMC tool requirements. 

Typical EMI/E:\1C Engineering 

Functions Requiring Tools 
EMC analyses 
EMC planninQ 
Soectrum Suooortabilitv Risk Assessments 

Engineering Activities and Products over the Life Cycle 
EMC engineering involves the application of sound EM principles, Spectnun Management, technologies and 
design solutions to ensme interference-fi:ee operation, and clear concepts and doctrine that maximizes 

operational effectiveness. In recent times, the proliferation of worldwide emitters utilizing the EM spectrum 

poses additional challenges to the military in ensming mission success in reference to EMC. 
From a technical perspective, the EMCE must be involved ve1y early in the acquisition process to ensme that 

the program' s altemative systems concepts and eventually the preferred concept factors in implications of 
EMI. The following subsections delineate EMCE contributions to engineering activities and technical 

products by DoD acquisition phase. 

1. Materiel Solution Analysis. Dming this 
phase, the EMCE may provide inputs to and 

suppo1t the Capabilities Based Assessment 
process and the JCIDS process to suppo1t 

the development of the joint operating, joint 

ft.mctional, and joint integrating concepts 
that are developed by the operating or using 

commands identify potential E3 impacts. 
EMCE may also support XR or Program 

Office effo1ts to develop the enabling or 

MSA Phase- Technical Products Required 

SMC EMIIEMC Technical Conflibutions to Othel' 
Pl'oducts Or2anizations' Products 

High level assessment proposed Operational Concepts; DoDAF 
conceots & architectures CVs OVs 
Inputs & factors for concept, arch, AoAStudies 
technoloav studies and trades 
EMI/EMC Req'ts lCD 
Roadmap and architectural inputs Stage 1 Spectrum Supportability 
- Identification & mitigations of Certification 
ootential EMI 

preferred system concept. The EMCE may also suppo1t the defining or refming of EMIIEMC related 

requirements to suppo1t ICD development while providing inputs to the Stage 1 Spectrum Suppo1tability 
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Cettification request for approval. Additionally, the EMCE contributes to the development of the required 
MS A technical products. 

2. Technology Development. In the TD phase, 
the EMCE continues to provide inputs to 
and supp01ts the JCIDS process. The EMCE 
also supp01ts all the engineering activities 
highlighted within the box titled 
Engineering Activities for System & Segment 
Development & Design Figure 21 to 
commence system definition and 

TD Phase- Technical Products Required 
SMC EMI/El\fC Technical Conhibutions to OtbeJ' 

Products On!anizations' Products 
Assessment proposed concepts Operational Concepts; DoDAF 
architectures technolooies CVs OVs 
Inputs & factors for concept, arch, Inputs to CDD, AoA Studies 
technoloov studies and trades 
Dev & analyses of system & Stage 2 DD Form 1494 Spectrum 
allocated EMI/EMC reQuirements Suooortabilitv Certification 

development. The EMCE develops and contributes to development of the TD Phase technical products to 
include technology shrdies, prefened concept development, technology shldies, requirements 
development, as well as SSRA and E3 control requirements in the Govennnent's Statement of Work, 
Perfonnance Specifications, and contract data requirements. EMCE continues to ensure that representation 
of EMIIEMC engineering inputs are integrated into various technical documentation including the ISP, 
test requirements in the TEMP, updating EMI/EMC inputs to the CDD, as well as the Stage 2 DD Form 
1494 Spectnnn Supp01tability Certification. 

3. Engineering & Manufacturing 
Development. The work involved in the 
EMD phase is a continuation of the work 
from the TD phase to include updates to the 
spectnnn and E3 control requirements and 
ensure they are addressed in the Capability 
Production Document and flow to the 

defmed system and allocated requirements. Supportability 
The EMCE continues to provide inputs to 
and supp01ts the JCIDS process. EMCE 
supports all the engineering activities 
highlighted within the box titled Engineering Activities for Detailed Design Figure 21 to commence 
detailed systems definition and development. The EMCE develops and contributes to development of the 
EMD Phase technical products to include technology matru·ity assessments; EMIIEMC analyses; 
EMIIEMC system, allocated, and design requirements development; as well as SSRA and broader E3 
control requirements in the Govennnent's Statement of Work, Perfotmance Specifications, and contract 
data requirements. The EMCE ensures process is in place to report, analyze, and Initigate hazards risk data 
during DT &E. The EMCE provides contributions to the development of the EMD phase technical 
products and, in patticular, the CPD, TEMP, as well as in the sublnission for a Stage 3 Spectrum 
Supportability Certification request. 
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4. Production & Dt>ployment, Operations & 

Support. As in the previous phases, the 
EMCE continues to ensure that the design 

and meets the contractual EMIIEMC 
engineering requirements and that 
manufacturing, build and integration 
activities do not induce additional challenges 
and/or risks. The EMCE may have to 

P&D I O&S Phast>- Tt>chnical Products Rt>quirt>d 
SMC E~IC Technical Conhibutions to Other 

Products 0J'2anizations' Products 
Inputs tech baseline engineering Supportability assessment Rpt 
chanoes 
Inputs toT est, Demo docs Operational assessments 

contributions 
Inputs to Transition & Fielding Stage 4 Spectrum Supportability 
Docs Certification 

conduct additional E3 analysis if any operational parameters are changed. The EMCE ensures the program 
appropriately addresses EMIIEMC issues in accordance with SMC Compliancy Standard, SMC-S-008, 
and provides contl·ibutions to the development of the P&D I O&S phase technical products, which 
includes the submission for a Stage 4 Spectrum Supportability Certification request. 

EMI/EMC Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach based primarily on program objectives, 
technical challenges, organizational stlucture, and required engineering planning including EMIIEMC 
engineering for cost-effective execution. 

EMIIEMC contl·ol is a specialized ftmction and must be assessed and demonstl·ated at the early stages of initial 
system concept development and throughout the systems life cycle. An Electl·omagnetic Contl·ol Plan is 
essential to a properly conceived system's EMC performance. The initial Electl·omagnetic Contl·ol Plan 
introduces the purpose, scope, application, update and revision, and applicable reference documents. 
Additionally, it frames the plans purpose, the program outline, organization, tasks, schedule and EMC analysis 
support. It provides a means for interference control approach, while addressing EMC criteria and techniques 
with electl·ical bonding criteria, electl·ostatic grotmding requirements, grotmding criteria, wiring, safety criteria, 
lightning protection criteria, circuit design criteria, and mechanical design. 

In addition, an initial Electl·omagnetic Test Plan is developed. The Test Plan defmes the items to be tested, 
procedures, methods and techniques to be used, resources required and time line definition compatible with the 
Program Office Integrated Master Schedule (IMS), TEMP and other program documents 
The EMCE develops and implements the EMIIEMC engineering program planning to achieve Program Office 
EMIIEMC engineering objectives and requirements. The planning defines the EMIIEMC tasks and ftmctions to 
be perfmmed and products to be developed; timing of tasks, task outputs, resources (skills, tools, equipment, 
and completion criteria). The EMCE plans tasks to integrate EMIIEMC activities within the Program Office, 
between Contl·actors and stakeholders. 

Execution of the EMCE planning is typically defined through an Operating lnstl'trction which implements 
SMC and higher level instluctions, policies, and directives. The EMCE provides ft.rll supp01t to define the 
program and technical objectives where EMIIEMC challenges and risks are known or anticipated. The EMCE 
assists to establish the business model, develop program planning and schedules, and define and implement 
program processes. The EMCE ensures the EMIIEMC components of the program are appropriately 
represented in the program plans, program schedules, work breakdown schedules, and cost estimates. The 
EMCE also reports their technical performance and progress, and shares in the risk management 
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responsibilities to identify, assess, and propose mitigating actions ofEMIIEMC related risks. They also supp01t 
the program manager's problem identification, resolution, and decision-making processes. 

The EMCE supp011s the PMs in developing spectnun-dependent (S-D) systems/equipment to consider 
spectrum requirements and Electr·omagnetic Environmental Effects control early in the development process to 
ensme equipment can operate compatibly with other S-D 
equipment already in the intended operational envi.romnent. 
The EMCE contr·ibutes to the development of the program 
management products identified in the Table. 

SMC Program Management Products 
PMD 
IMP IMS WBS 
Technical progression and issues reporting 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk Manaoement lnouts (SSRA) 



PMP SMC Specialty Engineering Disciplines 211 

Appendix Q - Parts Materials, and Processes Engineering 
Patts, Materials, and Processes (PMP) engineering is a well-defined SMC discipline. PMP act!Vlttes are 
perf01med over the lifecycle of a system. During concept and teclmology development, PMP is an integral 
engineering consideration to identify and mitigate PMP related risks and perf01m tradeoff's between system 
perfonnance, teclmology advancements, PMP reliability, availability, producibility and ease of maintenance, 
and cost. Dlll'ing system development and design, PMP Engineers enslll'e all activities and processes are 
adequate for the application, selection, qualification, proctll'ement, documentation and disposition of all patt s, 
materials and processes required to implement the system design. This includes all flight, qualification, proto
qualification, and deliverable grotmd segment hardware. 

PMP engineering involves three engineering disciplines: Parts I Components Engineers, Materials and 
Processes Engineers, and Contamination Contt·ol Engineers. A typical PMP program (SMC and Contt·actor 
participation) is depicted in Figlll'e 22 below. 

Parts Engineering 
Lead Engineer 

PM PCB 
Chairperson 

Parts Materials, & Processes 
Engineering 

Group Engineer 

Materials & Process 
Engineering 

Lead Engineer 

Parts Control Plan PMP Control Plan 
NSPAR Approval New M&P Development 
PMPSL PMPSL 
SCD, SMD Development Critical & Long Lead M&P List 
Critical & Long Lead Parts List M&P Specifications 1 Procedures 
RHA Testing I Qual Material Reviews 
Gidep Alerts Gidep Alerts 
Parts Databases Management M&P Databases Management 
Supplier I Vendor Selection, Control, Audijs M&P Vendor Selection, Control, Audijs 
Government Technology Programs Interactions 

Integrated Product Teams 

Contamination Control 
Engineering 

Lead Engineer 

Contamination Control Plan 
Satellite Contamination Modeling & Budget Allocation 
Satellite Contamination Analysis 
Contamination Monijoring & Prevention Prooedures 
Contamination Cleaning & Inspection Procedures 
Facilities Contamination Reqwrements 
Audijs & Reviews 
TQCM Data Analysis 
Training and Certification 
Launch Site Integration 
Contamination Control Meetings 

Figure 22 Typical Parts, Matetials, and Processes Program 

lnsttuctions, guidance, and senior expe1t SMC Staff resotll'ces are available to assist the Program Office PMP 
Engineer stand-up and execute the essential PMP engineering activities for the Program Office. Much of the 
PMP Engineers' activities include implementation of the PMP Selection and Control program. A parts, 
materials, and processes selection and contt·ol program is vital to: 

• Enslll'e integrated management and balanced technical decisions regarding selection, application, 
acquisition, contt·ol, and standardization of parts, materials, and processes 

• Improve acquisition and qualification of piece parts, materials, and critical processes that meet system 
requirements 

• Implement the reliability program at the PMP level to reduce PMP faillll'es at all levels of integration, 
assembly, test, and operations 

• Reduce program life-cycle costs 
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PMP is accomplished by a team of PMP Engineers, Systems Engineers, Quality Engineers, Reliability 
Engineers, Design Engineers, Test Engineers, and others that tmderstand their responsibilities to collaborate to 
achieve the PMP objectives and requirements. The full intent is to address PMP related risks as early as 
possible in the product lifecycle to provide greater opporttmities to make balanced decisions regarding PMP 
selections. As design decisions are made and the development eff01ts transition to production and fielding, 
PMP related design changes may be orders of magnitude more expensive. An effective PMP program seeks to 
minimize the use of nonstandard pruts, hazardous materials, and critical processes with the end result of 
minimizing total life-cycle costs. The PMP Engineer conducts or oversees the selection process factoring 
system reliability, manufacturing quality controls, operational environments, and patt s obsolescence 
mitigations due to Diminishing Manufactm1ng Sources and Material Shortages (DMSMS). 

The PMP Engineer plans and executes the essential PMP Engineering and management eff01ts in an integrated 
and effective manner to ensure that each PMP contribution is timely, adequate, consistent, and compliant. The 
PMP Engineer ensures that their engineering contributions are also channeled through the Systems Engineering 
Analyses and Control activity. 

Applicable governance, standards, and guidance 
Policy, directives, and instructions that mandate SMC PMP engineering related program requirements are 
included in a wide range of mandates including those providing requirements for acquisition, Systems 
Engineering, Reliability, T &E, Quality Assurance, and others. 

The DoDI 5000.02 directs the establishment of a viable reliability strategy and growth program as an integral 
part of design and development. System reliability is achieved, in part, through rigorous parts design practices, 
selection, qualification, and process control to optimize yield and minimize workmanship issues. DoDI 
5000.02 and DoDI 5000.67 also require a long-tetm DoD conosion prevention and control strategy that 
supports reduction of total cost of system ownership. ACAT I programs document its strategy in a Conosion 
Prevention Control Plan. The Plan is required at Milestones B and C. Conosion assessments ru·e performed 
throughout program design and development activities with trades made through a transpru·ent assessment of 
altematives. 

AFI 63-1201 requires the use of Program Office approved parts only in the system. Hence the Program Office 
must be an integral participant and approval authority for the system parts selection process. The SMC Systems 
Engineering Standard SMC-S-001 also provides requirements for the PMP Engineer: 

• Detailed environmental parameters are defmed/derived that impact parts performance. 

• Patt s/materials engineering/design requirements are allocated, baselined, and traceable to system level 
perf01mance requirements, including risk assessments. 

• Ftmctional parts parameters are baselined and captured in detailed technical/procurement 
specifications, e.g., Specification Control Drawings (SCDs), Standard Microcircuit Drawings 
(SMDs). [Feb 13, 2011, John IC's comment: At the top of page 217 there is a bullet - Ftmctional 
Patt s Pru·ameters etc this needs to be deleted and rewritten.SMC-S-009 /010 designate the Space 
Qualified Baseline for patt s Active and Passive and materials , there are detailed rules for Pruts and 
Material selection. Use of SCDs and/or SMDs is a last res01t. Reference to Patt s engineers should 
include Contractors Parts Engineers.] 
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• Teclmology development plans are executed and teclmology readiness levels demonstrate 
products/technology suitable for system application and support program development schedules. 

• Qualified sources of supply and industrial base assessment results are addressed. 

• Space systems radiation hardening design solutions are established. 

The SMC PMP standards SMC-S-009 through -011 provide the detailed Contractors ' PMP program 
requirements. These standards are intended to be appropriately tailored and placed on SMC development 
contracts for Contractor compliance. Table 22 below identifies the significant governance, standards, and 
guidance which generally require SMC compliance for PMP Engineering. 
Table 22 Govemance, standards, and guidance that shape the Parts Matetials, and Processes Engineeting discipline 

PMP Engineers' Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. PMP Engineering contributions over this life cycle 
are best represented within the phase of acquisition. 

Figure 23 provides the acquisition life cycle framework within which PMP Engineers perform as well as the 
products that the PMP Engineers develop or contribute to their development. This figure along with SMCI 62-
1201, provide the requirements to perform PMP engineering planning, supp01t pre and post contract award 
acquisition activities, and perform PMP engineering and management across the system lifecycle. SMC 
Program Offices establish and implement PMP Engineering program strategies and objectives consistent with 
the tenets of applicable policies, SMC acquisition objectives, and program objectives. The Program Office 
develops, attains approval for, and implements PMP Engineering (parts and materials selection & control, 
process development & control, Conosion prevention) planning into the Systems Engineering Plan (SEP) and 
higher level integrated planning (e.g., IMP) in accordance with cunent DoD policy. This planning is fumly 
based on program and technical objectives, strategies, DoD mandates, and instructions. The planning 
sufficiently defines the PMP program to achieve the PMP engineering and overall program objectives and 
requirements; specifies tasks and functions to be perfmmed, timing of tasks, resources required, and products 
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to be developed; fonns the basis for the development of the program PMP engineering Instmction (01). The 
PMP 01 may be contained within the SE 01. 

The PMP engineering planning and 01 are then reflected appropriately in the WBS, IMS, and other program 
docmnents that address PMP engineering related elements. The SMC Program Office System PMP planning 
(usually contained in the SEP and the detailed PMP engineering program planning) and 01 are also based upon 
the appropriate program-approved life cycle. The following subsections delineate PMP engineering 
contributions to acquisition activities and products by DOD acquisition Phase. Refer to ASTM E 1548-2009, 
Standard Practice for Preparation of Aerospace Contamination Control Plans and ANSIIAIAA R-IOOA-2001, 
Reconunended Practice for Pruts Management for a more complete list of PMP Engineering activities and 
products that are prepared by the Program office and their Contmctors. 

1. Materiel Solution Analysis. Dming this phase the PMP 
Engineer provides inputs to and suppo1t s most program 
acquisition activities to include the development of the 
acquisition strategy, inputs to the cost estimates, 
solicitation/RFP development for Contractor sh1dies, and 
proposal evaluation activities. The PMP Engineer also 
contributes to the development of the MSA Phase 
acquisition products. 

2. Technology Development. The PMP Engineer provides 
inputs to and supports all program acquisition activities to 
include the development of the acquisition strategy, 
updates to the cost model and development of the Cost 
Analysis Requirements Description (CARD), 
solicitation/RFP development and proposal evaluation 
activities. The PMP Engineer identifies other related 
contract requirements for PMP selection, control, and 
qualification, Long Lead (LL) ptrrchases to meet PMP 

:\1SA Phase- S:\1C Acquisition Products 
PMD 
ASP TDS DMS TES 
LC Cost Estimate 
RFP inputs (PMP related constraints and requirements; 
Hi!lh level assessments of concepts 
APB, CCA 
SEP LCMP ISP 

Engineering objectives and required SMC PMP requirements. The PMP Engineer also contributes to the 
development and updates to the TD Phase acquisition products. 

3. Engineering & Manufacturing Development. The PMP 
Engineer provides inputs to and supports all program 
acquisition activities to include updates to the acquisition 
strategy and updates to the cost model to reflect the achml 
technical solutions determined and updates to the CARD. 
PMP Engineer supports the solicitation/RFP development 
and proposal evaltmtion activities which include 
providing the technical inputs including technical 
requirements, compliance standards, engineering 
approaches, incentives, and wru·ranty progralllS to meet program objectives. The PMP Engineer identifies 
other related contract requirements for PMP selection, control, and qualification, pa1t s and materials 
ptrrchases, parts obsolescence avoidance, sparing, etc. to meet PMP engineering objectives and required 
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SMC PMP requirements per the standards cited in the standards table above. PMP Engineer also 
contributes to the development and updates to the EMD Phase acquisition products. 

4. Production & Deployment, Operations & Support. 
The PMP Engineer provides inputs to and supp01ts all 
program acquisition activities to include updates to the 
acquisition strategy and updates to the cost model to 
reflect the actual technical solutions determined and 
updates to the CARD. The PMP Engineer supp01ts the 
solicitation/RFP development and proposal evaluation 

activities. 

P&D I O&S Phase- SMC Acquisition 
Products 

~ 
RFP: PMP objectives in the SOO; PMP related tasks in 
SOW, PMP data products in CDRLs; SMC- PMP 
standards - tailored 
APB: PMP objectives & related concept descriptions 
Detailed PMP and corrosion prevention planning; 
Inputs to SEP LCMP TEMP 
CARD update 

The PMP Engineer identifies other related contract requirements for PMP selection; control; qualification; 
patts and materials purchases; patt s obsolescence avoidance; manufachrring controls, inspections, testing; 
sparing, etc. to meet PMP engineering objectives and required SMC PMP requirements per the standards 
cited in the standards table above. The PMP Engineer identifies other contract requirements for field test 
& demo requirements; field perf01mance and sustainment analyses. 
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Acquisition Life-Cycle Process for Parts, Mate 

Finite Produc{(s) 

• Review, /liJesJone 

Repeal in Subsequent Phases 
as Required 

0 Process Element 

0 Review Support Activity 

OoOI 5000.02 

SupportCBA: 
1) Provide PMP 
Constraints (l 
known) 
2) Define & Assess 
PMP Related Gaps 
and Constrainls 
3) Provide/ Assess 
Alternative PMP 
Approaches to 
Solve Gaps 
Identified in CBA 

S IS 

Figure 23 Acquisition life cycle process for SMC Parts, Materials, and Processes 
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Provide PMP Program Conttact Reqts: 
JRMET Participation; FRB, GIDEP; RCM; 

FMEA; FT A, Other PMP related Req'ts 

Provide Incentives, Wananty Programs to 
Meet PMP Objectives 

Identify PMP Test & Demo Rqmts 

Assess Ca1tractOtS' & Subs PMP Program & 
Compliance to PMP Requirements 

Assess Deratings, ADocations & Predictia1s 

Assess Adequacy of Parts Qual, FMEA, FT A, Life, 
otller Analyses & Conlractors' Effectiveness to 

Design for PMP 

I Assess PMPCB, MRB, FRACAS, and FRB Programs I 
Assess Conlractors' V&V Procedures & Results: 

Analyses, Tests, Demos 

I Identify/Assess PMP related V&V Methods, 1---r.ll 
. Procedures, Resuhs . ~ 

. . . __.. 
S..111>0rt RCM to MnrllliZe Unscheduled Down Time & 
Increase Operational Readiness, Sched Dependabiity, 

as impacted by PMP 

Pelfonn Mai1tenance Data Collection & Analysis 
(Using CAMS, REMIS) 

Ens..e Parts Rel ADocatia1siPreclictions Models Align 
with Production & Field Data 

Continue to Conduct/ Support PM PCB, MRB, JRMET, 
GIDEP Alert Assessments 

Su111>0rt Closed Loop Failure Reporting & Corrective 
Actia1 (FRACAS) Process 

For Major Modifications: Provide 
Updates to Acq Program Docs 

Support RFP Development & 
PrQI>Osal Evaluation Activities 

Provide PMP Program Ca1tract Req'ts: JRMET Participation; 
GIDEP; FRB, RCM; FMEA; FTA, Derati1g, Other PMP Req'ts 

Provide lr<:entives i Wanomy Programs to Meet PMP 
Objectives 

Stipulate Conlradual Risk Miigations, e.g., OMS Avoidar<:e, 
PMP Growth Program, RCM Program ... 

Disseminate 
PMPTech 

Data among 
Stakeholders 
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PMP Engineers' Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The PMP Engineer plans and executes the essential PMP engineering and engineering management eff01ts in 
an integrated and effective manner \Vithin the context and full support of the overarching Systems Engineering 
ftmction. The PMP Engineer ensures that their SED contributions are timely, adequate, consistent, and 
compliant. The PMP Engineer ensures that their contributions are cham1eled through the Systems Engineering 
Analyses and Control activity. 

Systems Engineers manage the engineering process and activities depicted in Figme 3 while the PMP Engineer 
contributes to this process. PMP Engineers support concept and architecture development and analyses; 
modeling and simulation effo1t s; technology studies when potentially impacted enviromnental challenges. The 
PMP Engineers develop/derive the PMP related requirements and support the requirements analyses and 
allocations process. They also pa1ticipate in technical studies and technical solutions trades when PMP is 
potentially impacted. They provide design analyses contributions to detennine DMSMS I patts obsolescence 
issues; parts performance, reliability, producibility, and quality assurance concems, and other potential risks or 
concems that impact PMP. They assess and propose altemative mitigating actions or solutions. The PMP 
Engineer also works closely with the System Engineers perfonning technology studies and assessments, 
requirements analysis, reliability and hazards analysis, benign and hostile environments analysis. The PMP 
Engineer also supports the integration and verification and validation planning and execution. 

In perfonning the management and control ftmction, the Syste1ns Engineer effectively integrates all 
engineering ftmctions through the ft1ll system life cycle. The PMP Engineer ensures their technical contribution 
to the overall engineering advances and is appropriately applied through systematic control, collaboration and 
sharing across the organization. For example, their activities and products are timed to coincide with 
architectmal trades, design trades, reliability analyses. In addition the Enviromnental products are timed and 
applied by the other Specialty Engineers to perform their unique contributions, and must be provided to 
technical and program management for decision making. The PMP Engineer oversees the Contractors' PMP 
selection and control process. 

Relationship to other SEDs 
The PMP Engineer SED relationship to other SEDs is summarized in Figme 1. PMP Engineer interactions with 
the other SEDs are critical to perf01m and integrate their engineering contributions to the system development 
efforts. 
PMP Engineers team with the Reliability Engineers to perf01m analyses to determine reliability allocations to 
the piece pa1t level, piece prut yields, material life limitations material hazards, and pruts qualification testing 
requirements. When failure analyses results indicate the need to reallocate reliability parameters at the parts 
level, the PMP Engineer assists to adjust reliability allocations and ensme confidence in attaining system level 
requirements through analyses, demo, and test. 

PMP Engineers team with Quality Assurance and Quality Engineers to dete1mine component manufacturing 
controls to maintain quality conformance levels, establish acceptable yield rates, and minimize rework and 
repairs. 
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The PMP Engineer works closely with the Logistics Engineers defining the maintenance concept, and 
perfonning maintenance and sustainment analyses to identify and address sparing needs and requirements. 

Tools Selection and Use 

The PMP Engineer considers effectiveness and efficiencies 
gained by selecting and using the best choice of PMP 
engineering tools considering the PMP tool requirements 
possibly for hazards analyses, inf01mation sharing, automated 
data exchanges with other tools, and other considerations. 

Typical P:\1P Engineering Functions 
Requiring Tools 

PMPSL Management 
SCD SMD development coordination and approval 
Pre-selection oarts & materials database 
Analytical tasks 

Engineering Activities and Products over the Life Cycle 
Design engineering of our space assets depends on the criticality, type, and application of the system being 
acquired by SMC. Patts and material design and selections for space vehicle and la1mch vehicle require tmique 
qualifications for latmch and space environments. Transpo1ting, deploying, and operating in space requires 
highly robust piece patt s. Piece patts I components must be designed to perfo1m in extreme hot and cold 
temperatures and harsh space environments that include energetic pa1t icle radiation, plasmas, micro-pa1t icles, 
and containination. Hence, piece parts I components tmdergo environmental testing requires highly specialized 
facilities and equipment to simulate the severe latmch and operational environments of space. Part s and 
material design and selections for our ground systems take into accotmt field deployable and located and 
operated in any tenain and climate conditions and are usually air and ground transpottable or placed in a more 
benign permanently fixed site. 

As a result, a comprehensive PMP program is required to avoid risks associated with PMP development, 
design, selection, and control. The contractor is usually required to prepare and submit a PMP Program Plan to 
the Program Office with their proposal or shortly following contract award. The plan defmes the overall scope 
and activities required in order to accomplish the technical, schedule and cost requirements defmed in the 
contract. The activities in the PMP Program plan include but are not limited to: 

• Roles, responsibilities and interfaces with other program and functional organizations 

• Requirements derivation and flow-down 

• Patt s and materials selection, analysis (design margin, derating, stress analysis, etc.), documentation, 
procurement and qualification 

• New technology insertion and qualification 

• Engineering drawing review and signoff 

• As-Designed and As-Built PMP Lists 

• PMP Risk Management 

• Subcontractor and Supplier selection, qualification and monitoring 

• PMP Lot Traceability and Control 

• PMP inspection, handling, ESD control, shelf life control, and re-qualification 

• Discrepant PMP disposition and tracking 

• Destiuctive Physical analysis 
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• Conosion Prevention and Control 

• Contamination Prevention and Control 

• Radiation Hardness Assurance and Space Environmental Analysis, Qualification Testing and Lot 
Acceptance Testing 

• GIDEP participation 

The PMP Engineering Group (depicted in Figure 22 above) typically includes the Program Office PMP 
Engineer, Contractor(s) PMP Leads, and subject matter representation. The PMP Engineering Group is 
chartered to implement and operate the Patts, Materials and Processes Control Board (PMPCB). The purpose 
of the PMPCB is to perform PMP selection; defme specification, qualification, and procurement requirements; 
review, maintain and track changes to the Patts, Materials and Processes Selection List (PMPSL); disposition 
discrepant or suspect PMP; and assess, identify, mitigate, track and rep01t on PMP risks for the entire program. 
The PMP representative from the program office is a member of the PMPCB and an active participant. 

The PMPCB coordinates all PMP across all program organizations (both internal to the contractor and their 
subcontractors, suppliers and vendors). The PMPCB is designed to provide both horizontal and vetticallines 
of communications by allowing the patticipants to identify concerns, issues and problem areas, quickly 
determining their impact and infonning others within the program organization including the program office. 
Also, lessons-learned for one organization can be applied to other organizations to reduce overall development 
time and reduce acquisition costs. With new technologies and high product obsolescence as well as emphasis 
on process validation as well as product test and qualification, it is very important that past experiences and 

lessons-learned are taken in consideration. 

Consideration is also given to the consequences resulting from inappropriate requirements translation and 
implementation: 

• Requirements that have been inappropriately specified for the technology selected. During the process 
of vendor selection, contractors may receive a wide range of exceptions that might ultimately result in 
either cost and/or schedule delays due either to inability to manufacture an item or high yield loss 
impacts. In addition, the probability of high rate re-work during the manufacturing phase due to 
system level failures that develop could add additional costs and schedule delays to a program. If the 
requirements are not completely tmderstood or improperly implemented, effective conective action 
and proper risk mitigation cannot be perf01med. 

• Requirements have been tmderstood and conectly specified but the vendor verification process has 
not been properly canied out. This situation puts the parts and/or materials stocked for the program in 
jeopardy and raises the probability of high rate re-work occuning dming the manufactming phase due 
to system level failmes causing additional costs and schedule delays to the program. If the 
requirements have been tmderstood and specified, it is easier to specify and cany out conective 
action; however, the program may incur significant cost and schedule impacts. 

A typical example is the present European Union Legislation and Regulation mandate to have electronic 
manufachrrers "lead-free" by July 1, 2006. To be compliant with the Emopean Union's prohibition of lead 
(and five other substances), electronics manufacmrers are considering other materials that might meet 
stipulated solderability requirements. One such material commonly used today is pme tin. This is an excellent 
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choice in most instances but in the case of space applications it is not an acceptable choice. Within the 
enviromnent of space, pme tin, pme zinc, and pme lead are known to experience metallic growths that both 
look like and are called "whiskers". The growths of these metallic whiskers have in previous space systems 
caused short circuits within the delicate electronic assemblies. 

PMP's implementation and integration within the other specialty disciplines varies consistent with contractor's 
organizational structme and each program phase. The actual integration and requirements decomposition 
process for each physical element within each program phase forms the contractor's proposed systemic 
approach to implementation of Mission-need PMP Program Requirements. 

An effective PMP Program typically defmes two levels of implementation and performance. The ftrst level 
constitutes the contractor's intemal PMP Process activities. The second level constitutes the contractor's 
proposed control and flow-down of PMP requirements to their outside suppliers or subcontractors and 
activities, to ensme tmiform PMP Program implementation. 

For space programs, an Integrated Program Team or the Parts, Materials, and Processes Board (PMPCB) are 
traditionally established as the vehicle for PMP process integration and interface with all necessary disciplines 
and control of outside vendors and subcontractors throughout all program phases. 

The following subsections delineate the PMP Engineer's contributions to the engineering actlVltles and 
products by DOD acquisition Phase. Refer to ASTM E 1548-2009, Standard Practice for Preparation of 
Aerospace Contamination Control Plans and ANSIIAIAA R-100A-2001, Recommended Practice for 
Patt s Management for a more complete list of PMP Engineering activities and products that are prepared by 
the Program offtce and their Contl·actors. 

1. Materiel Solution Analysis. During this 
phase the PMP Engineer may provide inputs 
to and supp01t the Capabilities Based 
Assessment process and the JCIDS process. 
The PMP Engineer evaluates proposed 
concepts and architechrres to identify and 
assess implications of technologies and 
associated components and materials, and 
provides recommendations for each 
altemative. The PMP Engineer assists to 

MSA Phase- Technical Products Required 
SMC PMP Technical PMP Contiibutions to Other 

Products Organizations' Products 
High level assessment of Operational Concepts 
proposed concepts, 
architectures, technologies 
PMP engineering inputs and AoAStudies 
factors for concept, architecture, 
technoloav studies and trades 
PMP C (draft) Initial Capabilities Doc (lCD) Dev 

defme I refme PMP related stl·ategies, technologies, and requirements to supp01t lCD development and 
possibly system requirements docmnent, e.g., TRD development. The PMP Engineer also contributes to 
the development of the MSA Phase technical products. 
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2. Technology Development. During this 

phase the PMP Engineer continues to 
provide inputs to and suppmts the JCIDS 
process. The PMP Engineer also suppmts all 
the engineering activities highlighted within 
the box titled Engineering Activities for 
System & Segment Development & Design 
Figure 23 to commence detailed systems 
defmition and development. The PMP 
Engineer defmes the requirements for a PMP 

PMP 

program for the selection, control, and qualification, long lead, etc to meet PMP engineering objectives 
and SMC PMP requirements. PMP Engineer develops and contributes to development of the TD Phase 
technical products. 

3. Engineering & Manufactw·ing 
Development. The PMP Engineer continues 
to provide inputs to and suppo1t s the JCIDS 
process. The PMP Engineer suppo1ts all the 
engineering activities highlighted within the 
box titled Engineering Activities for 
Detailed Design Figure 23 to commence 
detailed systems defmition and 
development. The PMP Engineer defines the 
requirements for and implements a PMP 
program for the selection, control, and 
qualification, parts and materials purchases, 
parts obsolescence avoidance, sparing, etc. 
to meet PMP engineering objectives and 
required SMC PMP requirements per the 
standards cited in the standards table above. The PMP Engineer provides inputs to and supports the JCIDS 
process. The PMP Engineer develops and contributes to the development of the EMD Phase technical 
products. 

4. Production & Deployment~ Operations & 
Support. The PMP Engineer continues to 
ensure the design meets contractual PMP 
requirements and manufacturing, build and 
integration activities do not induce 
additional PMP related risks. The PMP 
Engineer ensures the PMP program 
appropriately addresses full lifecycle 
requirements for sparing, manufacturing 
sources, and preplanned product 
improvements. The PMP Engineer develops and conti·ibutes to the development of the P&D I O&S Phase 
technical products. 
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PMP Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach stmcture based primarily on their program 
objectives, program and technical challenges, organizational structure, as well as program and engineering 
planning (SEP plus detailed PMP planning and corrosion prevention planning.) 
The PMP Engineer develops and implements the PMP engineering program planning to achieve Program 
Office PMP objectives and requirements. The planning defines the PMP tasks and ftmctions to be performed 
and products to be developed; timing of tasks, task outputs, resources (skills, tools, equipment, and completion 
criteria). The PMP Engineer plans tasks to integrate PMP activities within the Program Office, between 
Contractors and stakeholders. The PMP Engineer plans the tasks to establish and manage PMP selection and 
controls; conduct material, GIDEP, and other PMP review forums; support SE&I activities, risk management, 
integration, and system modifications; coordinate the PMP planning with SMC Staff PMP Engineering office, 
integrate PMP Engineering planning with other ftmctional and acquisition plans (i.e. SEP, ASP, LCMP). 

Execution of the PMP Engineer planning is typically defmed through an Operating Instruction which 
implements SMC and higher level instructions, policies, and directives. The PMP Engineer provides full 
support to defme the program and technical objectives where PMP challenges and risks are known or 
anticipated. The PMP Engineer assists to establish the business model, develop program planning and 
schedules, and define and implement program processes. The PMP Engineer ensures the PMP components of 
the program are appropriately represented in the program plans, program schedules, work breakdown 
schedules, cost estimates. The PMP Engineer also rep01ts their technical performance and progress. The PMP 
Engineer shares in the risk management responsibilities to identify, assess, and propose mitigating actions of 
PMP related risks. They also support the program manager's problem identification, resolution, and decision
making processes. 

The PMP Engineer contributes to the development of the program management products identified in the 
Table. SMC Program Management Products 

PMD 
SEP, IMP, IMS, WBS 
Decision-makin!l & problem solvin!l inputs 
Technical proQression and issues reportin!l 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk ManaQement Inputs 
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Appendix R - Information Assurance Engineering 
DoD defines Information Assurance (IA) as "measures that protect and defend information and infonnation 
systems by ensming their availability, integrity, authentication, confidentiality, and non-repudiation. This 

includes providing for the restoration of information systems by incorporating protection, detection, and 
reaction capabilities (CNSSI No. 4009)." All SMC programs classified as National Security Space Systems 

(NSS) are required to comply with DoDD 8500.01. The Inf01mation Assmance Manager (IAM) or the IA 
Engineer (IAE), appointed by the acquisition program manager, supports the responsibility to stand-up and 

execute the IA program. lAM or IAE can be the same individual, especially for smaller programs, and in the 
following description will be treated interchangeably. This SED describes necessary tasks and products, the 

policy from which they are derived, their relationship to the acquisition framework, and the engineering details 

one should consider in working towards effective IA defenses-in-depth in a net-centric environment. 

Applicable governance, standards, and guidance 
Table 23 below identifies the significant governance, standards, and guidance, which generally requires SMC 

compliance for IA. 
Table 23 Governance, standards, and guidance that shape the Information Assurance Enginee1ing discipline 

Document Xo Governance Title Issue 

National Security 
Directive42 
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DISASTIGs Defense Information Systems Agency (DISA) Security Technical various 

Implementation Guides (STIG)- various lA subjects 
CJCSI6212.01E lnteroperability and Supportability of Information Technology and 18 Dec OS 

National Security Systems 

lA Engineers' Contributions to the Acquisition Life Cycle Framework 
The SMC program IAE suppotts implementation of statutory and regulatory requirements governing lA, 
handles major tasks involved in developing an lA organization, defines lA requirements, integrates lA in the 
program's architecture, develops an acquisition lA su·ategy, collaborates with NSA in defining and 
implementing cryptography for data. protection, conducts or monitors appropriate lA testing and validation, and 
plans for and oversees lA ce1t ification and accreditation for the program within DoD acquisition life cycle as 
defined by DoDI 5000.02. 

IAE has the responsibility to develop an lA Strategy that the DoD CIO must ce1tify for Major Automated 
Information System (MAIS) programs or confirm for Major Defense Acquisition Programs (MDAPs) before 
each Milestone approval. One of the key elements of this ce1t ification or confirmation is the DoD CIO's 
determination that the program has an lA su·ategy that is consistent with DoD policies, standards, and 
architectures. DoDI 8580.1 provides guidance on how to implement policy, assign responsibilities, and 
prescribe procedures necessary to integrate lA into the Defense Acquisition System. 

IAE suppo1t s the program to meet its lA responsibility that includes Information Systems Security Engineering 
(ISSE), cryptography ce1tifica.tion, C&A, usually through the DoD Info1mation Assurance Certification and 
Accreditation Process (DIACAP) process lAW DoDI 8500.2, and helps develop program plans, budgets, and 
contracts, as appropriate to integrate lA into overall Systems Engineering. lAM also provides technical 
validation of lA requirements and selection of !A-enabled technology and products for space systems that 
facilitate GIG connection and net-cenu·ic operations. 

Figure 24 provides the acquisition life cycle framework within which IAE perfo1ms as well as the products that 
the IAE develops or contributes to. This figure and documents in Table 23 provide details on compliance 
requirements to perform lA planning, suppo1t pre- and post-conu·act award acquisition activities, and perfo1m 
lA management and engineering over the system lifecycle. SMC Program Offices appoint, establish, and 
implement lA program su·ategies and objectives consistent with the tenets of appropriate policies, SMC 
acquisition objectives, and program objectives. lAM contributions to the RFP include (i) lA po1tion of RFP 
Section H (Special Contract Requirements) that identifies lA policy and requirements for the design, 
acquisition, installation, operation, upgrade, or replacement of all DoD information systems lAW the 
appropriate docmnents listed in (ii) a section for PWS/SOO to commmlicate specific lA requirements, 
fi.mctions, and tasks required of the offerors, lA roles to be perfo1med, specific lA conu·ols to be satisfied, and 
any specific lA performance criteria. (e.g., availability requirements); (iii) CDRL enu·ies to incorporate any !A
related data products and documents that the potential conu·actor needs to produce; (iv) lA po1tion of RFP 
Section M, Evaluation Factors for Award, to list evaluation factors and significant subfactors by which the 
offers are evaluated and the relative importance that the govenunent places on these evaluation factors and 
sub-factors. When lA performance is critical, the RFP may specifically address the impact of non-compliance 
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or lack of IA perfonnance on the patt of the contractor, and may set up a system of rewards and ptmislnnent 
based on contractor perfonnance. The lAM supp01ts the PM to identify IA test and evaluation requirements, 
metrics, success criteria, and how and when best to conduct the IA testing. And, if essential to the program, 
lAM helps develop CLINs to assure resources for critical IA technology for SE design implementation and 
integration .requirements); (iii) CDRL entries to incorporate any !A-related data products and docmnents that 
the potential contractor needs to produce; (iv) IA portion of RFP Section M, Evaluation Factors for Award, to 
list evaluation factors and significant subfactors by which the offers are evaluated and the relative importance 
that the government places on these evaluation factors and sub-factors. When lA performance is critical, the 
RFP may specifically address the impact of non-compliance or lack of IA perfotmance on the patt of the 
contractor, and may set up a system of rewards and ptmislnnent based on contractor perfotmance. The lAM 
supports the PM to identify IA test and evaluation requirements, metrics, success criteria, and how and when 
best to conduct the IA testing. And, if essential to the program, lAM helps develop CLINs to assure resources 
for critical IA technology for SE design implementation and integration. 

1. Materiel Solution Analysis. The SMC PM establishes 
an IA organization and appoints an IAMIIAE. The lAM 
and his team of IA engineers suppott s IA acquisition 
activities to include (i) identification of IA requirements, 
(ii) detetmination of program Mission Assurance Category (MAC) and Confidentiality Level (CL) IA W 
DoDI 8500.02 for approval (iii) identification of baseline lA controls consistent with their MAC and CL 
and other possible lA requirements beyond the baseline that may be imposed through the Capstone 
Requirements Document (CRD), lCD, (iv) draft of an IA strategy, a living standalone document, using an 
IA strategy template as provided in DAG, and (v) collaboration with NSA to develop a Cryptography 
Security Plan (CSP) that utilizes NSA-approved cryptography and implementation process. lAM supports 
registering of systems with the DoD Chief Information Officer (CIO) tln·ough the Component CIO, and 
guides the program for DoD CIO review and certification of the lA Strategy and the CSP at Milestone A. 

lAM also provides inputs to the overall Systems Engineering (SEP, TDS), cost estimates (CARD), 
solicitation/RFP development for Contractor studies, and proposal evaluation activities as necessary. 

2. Technology Development. If MS A phase for a program 
is skipped, the IAE completes all actions required before 
MS A. For MS B, lAM (i) ensures IA considerations are 
incorporated in the program ASP, (ii) updates and 
submits IA Strategy, (iii) secures resources for IA in the 
program budget to cover the cost of developing, 
procuring, testing, cettifying and accrediting, and 
maintaining the posture of system IA solutions, (iv) 
conducts DoD Infotmation Assurance Cettification and 
Accreditation Process (DIACAP)or other applicable 
cettification and accreditation (C&A) process, and (v) 
updates CSP IA W NSA guidelines and Infotmation Systems Security Engineering (ISSE) support. 
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3. Engineering & Manufacturing Development. For MS 
C, the IAE (i) incorporates and implements IA design 
solutions based on necessary ISSE efforts, (ii) tests and 
evaluates IA solutions, (iii) supports C&A activities for 
the system tmder DIACAP to obtain necessruy approvals 
fi:om the Designated Accrediting Authority (DAA), (iv) 
provides inputs to and supports all program acquisition 
activities to include the development of updates to the lA 
strategy and CSP, updates to the cost estimate, and (v) 

DIACAP Scorecard, POA&M, and supporting artifacts 
including lA Control validation procedures and tests 
and EIDTR/eMASS 
RFP: lA objectives in the SOO; lA related tasks in 
SOW, lA data products in CDRLs; SMC- lA standards -
tailored 

supp01ts solicitation!RFP development and proposal evaluation activities to 
effective IA technologies are acquired to meet program objectives. 

ensure appropriate cost-

4. Production & Deployment, Operations & Support. 
The lAM maintains the system's security posture 
throughout its lifecycle. It includes (i) periodic DIACAP 
re-accreditation, (ii) assessment of lA during lOT &E on 
the matme system 

P&D I O&S Phase- SMC Acquisition 
Products 

~ 
RFP: lA objectives in the SOO; lA related tasks in 
SOW lA data oroducts in CDRLs· SMC- lA standards 
Periodic DIACAP Package for OM approval includes 
SIP, DIP, DIACAP Scorecard, POA&M, and supporting 
artifacts including lA Control validation procedures and 
tests and EIDTR/eMASS reQistration 

lA Engineers' Contributions to the Engineering Life Cycle Framework 

Relationship to SE Organization 
The IAE plans and executes essential IA engineering and management effo1ts in an integrated and effective 
manner within the context and full suppo1t of the overarching Systems Engineering ft.mction. IAE ensures that 
each IA SED contribution is timely, adequate, consistent, and compliant. The IAE ensures that their 
contributions are channeled through the Systems Engineering Analyses and Control activity. 

As depicted in the IAE contributes to the SE process with lA concept and architechrre development and 
analyses, modeling and simulation effo1ts, make or buy (COTS/GOTS) solutions, and threat, risk, and 
technology shrdies. IAE ensures lA technical information is cul1'ent and commensmate with program mahlrity 
and is appropriately applied through systematic control, collaboration, and shru·ing across the organization to 
integrate with all SE engineering ft.mctions through the system lifecycle. This includes application of mandated 
security standards, available from DISR online, as appropriate to the system security poshlre. lAM lays the 
grotmdwork for a successft.rl C&A process by facilitating consensus among the PM, Component CIO, and DoD 
CIO on pivotal issues such as MAC, CL, and applicable Baseline IA Controls, selection of the appropriate 
C&A process, identification of the DAA, and documenting a timeline for the C&A process. 

Relationship to other SEDs 
IA SED's relationship to other SEDs is summarized in Figurel. As shown in Figure 1, IA engineering 
solutions for the program strongly depend on Net-Centric Engineering SED. It is IAE's responsibility to be 
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cognizant of the computing and network envu·orunent and the data model for the program Interoperable 
envirorunents requu·e robust and pervasive network level lA to assme Warfighter's data availability, integrity, 
and confidentiality. 

IAE supp01ts lA test and evaluation (T &E) as an integral patt of the overall T &E process. DoD lnstmction 
5000.02 dll·ects that lA test and evaluation be conducted during both Developmental Test and Evaluation and 
Operational Test and Evaluation. To ensme that lA testing adequately addresses system lA requu·ements, all 
somces of lA requu·ements must be considered. The primary source is the applicable set of baseline lA 
controls. Additional lA requil·ements may be imposed through capabilities docmnents, or as a result of the risk 
management process, or as du·ected by the DoD Components. An Interim Authorization to Operate or 
Authorization to Operate is requu·ed prior to conducting Operational Test, and should maintain Interim 
Authority to Test (IATT) and what that is used for. These authorizations are granted only after the bulk of 
C&A activities are concluded, and the DAA is satisfied with the residual risk to the system. 

Tools Selection and Use 
The lA Engineer considers effectiveness and 
efficiencies gained by selecting and using the 
best choice of information assmance tools 
considering the lA tool requu·ements, 
information sharing, automated data exchanges 
with other tools, and other considerations. 
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Engineering Activities and Products over the Life Cycle 
The following subsections delineate IA Engineer's contributions to engineering activities and technical 
products by DOD acquisition phase. 

1. Materiel Solution Analysis. Specifically, 
dming tllis phase the IA Engineer provides 
inputs to and supp01ts: (i) system lA 
classification, (ii) the Capabilities Based 
Assessment process, (iii) threat assessment, 
(iv) risk assessment, (v) Net-Ready Key 
Performance Parameter (NR-KPP) and 
interoperability assessment, (vi) 
cryptography technology and 
implementation process assessment in 
collaboration with NSA, and if initiated (vii) 
the DIACAP assessment. 

2. Technology Development. During this 
phase the lA Engineer continues to provide 
inputs to and supports the JCIDS process. 
The IA Engineer also supports all the 
engineering activities to update IA products 
described in the MSA phase. IAE assists 
with developing architectural products like 
the DoDAF viewpoints (SV-4, SV-6) to 
incorporate lA design concepts. 

The IA Engineer develops and derives lA 
requirements and supports the SE 
requirements analyses and allocation 
process, participates in technology studies 
and technical solutions tudes to ensme 
compliance with IA mandates, and security 
related standards selection to support 
ce1tification and accreditation of the system. 
The lA Engineer also works closely with the 

TD Phase- Technical Products Required 
SMC lA Technical Products lA Contiibutions to Other 

0J"2anizations' Products 
updated baseline and capability- lAS, ASP, lCD, CDD, PWSISOO 
based lA Controls 
updated Cryptography CSP, ASP, ISP, RFP 
Technology and implementation 
process (NSA support) 
Technology and standards lAS, ASP, SEP, TDS 
selection studies and trades 
lnteroperability and supportability lAS, SEP, ISP 
studies and trades 
updated Threat assessment lAS, ASP, ISP 
(STAR, ISSE, Information 
Operations Capstone Threat 
Capabilities Assessment) 
updated Risk Assessment lAS ASP ISP 
lA architecture, lnteroperability IAS, ISP 
GIG-connectivity assessment 
update DIACAP assessment and lAS, ASP, DIACAP Package 
supportinQ artifacts 
Test and evaluate lA solutions DIACAP Packaoe 

SEs performing interface analyses, functional analyses, and the integration and verification and validation 
planning and execution. A more concerted effort is made to develop tests and lA solutions to validate 
required lA Controls. The IAE in this phase has an emphasis on lA technology and standards studies and 
trades to support SE function and overall inclusion of lA requirements in the system architectme. 
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Fmthennore, IAE also makes cettain that the Net-Ready KPPs are achievable for net-centric operations 
and interoperability, including implementation of Internet Protocol version 6 (1Pv6) as necessary. IAE 
ensures and suppmts activities for the program (capability, system, and/or service) to continuously provide 
survivable, interoperable, secure, and operationally effective information exchanges to enable a net-centric 
military capability while meeting IA requirements of availability, integrity, authentication, confidentiality, 
and non-repudiation over the entire lifecycle. 

IAE also provides inputs to the IA section of the ASP that includes (i) applicable IA policy and guidance, 
(ii) IA technical considerations for choosing design characteristics and solutions, (iii) IA implementation 
schedule, (iv) cost, (v) ftmding profile, and (vi) staffmg and supp01t requirements. 

3. Engineering & Manufacturing 
Development. IA Engineer continues to 
provide inputs to and suppmts the JCIDS 
process. The IAE (i) supports engineering 
activities to ft.uther develop or modify the IA 
component of the system architechrre, (ii) 
ensures IA solution's compliance with the 
Global Infonnation Grid (GIG) architechrre, 
(iii) suppmts product selection and 
make/buy decision shrdies and trades, (iv) 
makes maximmn use of enterprise IA 
capabilities and services, (v) supports 
procurement of lAllA-enabled products with 
emphasis on leveraging COTS hardware 
and/or software and tools (DoD Instruction 
5000.02, paragraph 6 of Enclosme 5), (v) 
helps Implement of security policies, plans, 
and procedures, (vi) continues to support 
technical solutions trades to ensme 

CSP, ASP, ISP, RFP 

lAS, ASP, SEP, ISP, TDS 

lAS, ASP, ISP 

compliance with lA mandates, and security related standards selection to support certification and 
accreditation of the system. The IA Engineer also works closely with the SEs perfomling interface 
analyses, ftmctional analyses, and the integration and verification and validation planning and execution, 
and (vii) conducts IA Training. 

4. P roduction & Deployment~ Operations & 
Support. lA Engineer continues to provide 
inputs to and suppotts the JCIDS process. 

P&D I O&S Phase- Technical Products Required 
SMC lA Technical Products lA Contiibutions to Other 

On!anizations' Products 
Periodic re-accreditation DIACAP Package 
Assess lA posture IOT&E report 

lA Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach based primarily on program objectives, 
technical challenges, organizational stmchrre, and required engineering planning including lA for cost
effective execution. 
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IA Engineer supp01ts the PM in meeting overall IA protection responsibility for the National Security Systems 
(N"SS) system IA W the 8500 series of policy and guidance. It includes definition, development, design, 
maintenance, and operation of interoperable and GIG-connected systems in a net-centric environment with full 
IA protection. 

For acquisitions of Automated Information Systems (AIS), 
lAM coordinates with enclaves hosting applications to 
addresses operational security risks and identifies all system 
security needs using baseline IA controls as a common 
framework to facilitate this process. The burden for ensuring 
that an AIS application has adequate assurance is a shared 
responsibility of both the AIS application lAM and the DAA 

SMC Program Management Products 
lAS ASP RFP PWS SOO 
Decision-making & problem solving inputs 
Cost Estimate (CARDs) 
DIACAP PackaQe and artifacts, lA V&V procedures 
Developmental and Ooerational tests 
Threat Assessment and Risk Management Inputs 

for the hosting enclave. However, the responsibility for initiation of this negotiation process lies clearly with 
the lAM. lAM, to the extent possible, draws on the common IA capabilities that can be provided by the hosting 
enclave. 

Outsourced IT -based processes must comply with the IA requirements in the 8500 policy series. The vendor is 
responsible for delivering outsourced business processes supp01ted by private sector information systems, 
outsourced info1mation technologies, or outsourced info1mation se1vices that present specific and unique 
challenges for the protection of the GIG. The IAE for an Outsourced IT -based process carefully defmes and 
assesses the ftmctions to be performed and identifies the technical and procedural security requirements that 
must be satisfied to protect DoD info1mation in the se1vice provider's operating environment and 
interconnected DoD information systems. The IA Engineer contributes to the development of the identified 
program management products. 

Execution ofiA planning is typically defmed through the IA Strategy document. The IA Engineer provides ft.lll 
support to defme the program and technical objectives where IA challenges and risks are known or anticipated. 
The IA Engineer assists to establish the business model, develop program planning and schedules, and defme 
and implement program processes. The IA Engineer ensures the IA components of the program are 
appropriately represented in the program plans, program schedules, work breakdown schedules, cost estimates. 
The IA Engineer also reports their technical performance and progress. The IA Engineer shares in the risk 
management responsibilities to identify, assess, and propose mitigating actions of IA related risks. They also 
support the program manager's problem identification, resolution, and decision-making processes. 
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Appendix S- Net-Centric Engineering 
Network-centric operations and warfare (NCOW) seeks to translate infonnation advantage into a competitive 
advantage through robust networking of well-inf01med geographically-dispersed forces. NCOW (and net
centiic engineering) focuses on five key areas to realize a net-centric (NC) info1mation sharing vision: (i) data 
and services, (ii) secured availability, (iii) computing infrastructure readiness, (iv) communications readiness, 
and (v) Network Operations (NetOps) agility. DoD envisions moving to trusted NCOW through the acquisition 
of services and systell1S that are secure, reliable, interoperable, and able to commtmicate across a universal 
infonnation infi:astructure based on Internet Protocol (IP) and related non-proprietary and vendor-neutral 
standards. This internetworking, combined with changes in technology, organization, processes, and people 
allows new and robust forll1S of organizational behavior. 

All SMC prograll1S classified as National Security Systell1S (NSS) are required to comply with CJCSI 
6212.01E, lnteroperability and Supportability (I&S) of Infonnation Technology and National Security 
Systell1S, 18 December 2008. Net-centric Engineering or NCOW vision is a major and enabling pa1t of the 
enterprise-wide I&S requirements and often are used synonymously. SMC considers this new SED of great 
importance for enhancing space systems perfonnance and, as such, joined SPA WAR and other organizations 
to develop tools, requirements, and implementable guidance that is available through the Net-Centr·ic 
Enterprise Solutions for Interoperability (NESI) websites - this information can be used by the Net-centric 
Engineer (NCE) as such or tailored to help develop various acquisition a1t ifacts including net-centr·ic 
data/services str·ategy, ASP, and ISP. 

The NCE has the responsibility to stand-up and execute the NCOW program This SED describes the 
necessary tasks and products, the policy from which they are derived, their relationship to the acquisition 
framework, and the engineering details one needs to consider in working towards effective assured 
infonnation-sharing NCOW. 

Applicable governance, standards, and guidance 
Table 24 identifies the significant governance, standards, and guidance which generally require SMC 
compliance for Net Centr·ic Enginee1ing. 

Table 24 Governance, standards, and guidance that shape the Net-Centric Enginee1ing discipline 

Document Xo Governance Title Issue 
DoDD 5000.01 Defense Acquisition System, E1.1.9 (Information Assurance), current as of 20 Nov 07 

E1.1.10 (Information Superiority), E1.1.11 (interoperability T&E), 
E1.1.13 (lnteroperability), E1.1.16 (interoperabilitY) 

DoDI5000.02 Operation of the Defense Acquisition System, Enclosures 5 and 6. 08 Dec08 
CJCSI 621201E lnteroperability and Supportability of Information Technology and 18 Dec08 

National Security Systems 
DoDD 4630.05 lnteroperability and Supportability of Information Technology (IT) 05May04 

and National Security Systems (NSS) 
DoDI4630.8 Procedures for lnteroperability and Supportability of Information 30 Jun 04 

Technology (In and National Security Systems (NSS) 
CJCSM 3170.01C Operation of the Joint Capabilities Integration and Development 

System, 01 May 2007 
DoD IT Standards ReQistrv (DISR) current at http://disronline. 
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The Program Office NCE suppo1t s implementation of statuto1y and regulato1y requirements governing NCOW 
that includes NSS system acquisitions that effectively implements the mandated I&S objectives and 
requirements. The NCE: (i) implements NR-KPPs in the program's architecture, requirements, and 
acquisitions, (ii) leads the development of an Information Suppo1t Plan (ISP) to document the Program's 
compliance with I&S and NC mandates, and (iii) suppo1t s program acquisition activities and products to 
ensure net centric engineering is fully integrated into the acquisition strategies, planning, RFPs, source 
selection, and post-contract execution functions and processes. An equally impo1tant part of the NCE 
responsibilities is to stand-up and manage the necessa1y Community or Communities of Interest (COl) to meet 
the intent of DoDD 8320.02 in sharing user data that is visible, accessible, and understandable in a tmsted 
environment. 

TheNCE implements the NR-KPPs through assessment and determination ofNR-KPP info1mation needs, data 
and services strategy, information timeliness, Information Assurance (lA), and net-ready attributes required for 
both the technical exchange of info1mation and the end-to-end operational effectiveness of that exchange. The 
NCE ensures that NR-KPPs are sufficiently defmed to include verifiable performance measures and associated 
metrics needed to evaluate timely sharing of information for a given capability. TheNCE uses the NR-KPP 
documented in Capability Development Document (CDD) and Capability Production Document (CPD) to 



236 SMC Specialty Engineering Disciplines Net-Centricity 
analyze, identify, and describe IT (includes all NSS) interoperability needs in the ISP and in the test strategies 
in the Test and Evaluation Master Plan. 
TheNCE activities to achieve NR-KPP compliance include: 

• Supp01ts integrated architecture products, including the Joint Common Systems Function List 
required to assess information exchange and operationally effective use for a given capability; 

• Implements DoD Net-centric Data and Services strategies, including data and services exposure 
criteria lAW 8320.02; 

• Ensures compliance with applicable Global infonnation Grid (GIG) Technical Direction to include (i) 
use of the mandated DoD IT Standards Registry (DISR), (ii) development of mandated (CJCSI 
6212.01) DoDAF viewpoints to meet the Net Centric Engineering requirements; 

• Verifies compliance with DoD lA requirements lAW 8500.02; and 
• Ensures compliance with Supportability elements to include Spectnun Analysis, Selective 

Availability Anti-Spoofing Module, and the Joint Tactical Radio System. 

The NCE along with the Program Office team of engineers supports acquisition activities to include: (i) 
identification of NCOW requirements, (ii) initiation of analyses and relevant data to develop the Information 
Supp01t Plan (ISP) or Enhanced ISP (EISP) or Tailored ISP (TISP), (iii) identification of data that the program 
needs to or is required to share, based on ICD/CDD, (iv) identification of possible users across and beyond the 
DoD, (v) initiation and management of COis as necessary to develop vocabularies and service descriptions 
and, (vi) augmentation of existing DoD Discovery Metadata Specification (DDMS) and Net-centric Enterprise 
Services (NCES) to enable NCOW operations, if new metadata or services are defmed. NCE provides this data 
as inputs to the program acquisition activities and products that include ASP, TDS, DMS, cost estimates 
(CARD), solicitation!RFP development, and proposal evaluation activities as necessary. 

The NCE is solely responsible for and leads the development of the ISP - a repository of IT that focuses 
information on net-readiness, I&S, NR-KPP compliance, and infonnation sufficiency concerns. ISP ensures a 
means to identify and resolve potential implementation issues and risks that can potentially restrict the ability 
of a program to perf01m as required. The NCE validates the ISP based on analysis of the program's integrated 
architecture as developed in the mandated DoDAF viewpoints. This analysis identifies inf01mation need, net
centric and I&S issues, and assesses compliance with DoD CIO policy and goals. Guidance for the mandatory 
f01mat and content of the ISP is provided in DoDI 4630.8, enclosure 4, and CJCSI 6212.01. The Joint Staff 
utilizes the ISP in the I&S Cettification process; J2 utilizes the ISP for intelligence supportability (CJCS 
lnstmction3312.01). 

NCE contributions to the RFP include: (i) p01t ions of SOO, SOW/PWS, and attached or referenced technical 
requirements documents -- TRD or acquisition specification and any specific I&S perfonnance, technology, 
and open-standards compliance requirements such as 1Pv6-capable, IPsec in Section C communicating specific 
I&S requirements, functions, and tasks required of the offerors, , (ii) I&S CDRLs in Section J to incorporate 
any I&S-related data products and documents that the potential contractor needs to produce, (iii) special 
contract requirements in Section H that identifies I&S policy and requirements for the design, acquisition, 
installation, operation, upgrade, or replacement of all DoD inf01mation systems lAW the appropriate 
documents listed in Table 24 (iv) section for PWS/SOO to (iii) section in CDRL. (iv) specify data rights in 
Section J, (v) I&S related proposal instructions in Section L to include reusability requirements requiring 
component-based SW, layered architecture, and SOA, (vi) I&S specific proposal evaluation factors for award 
in Section M, and (vii) any post-award considerations that are imp01tant to the program When I&S 
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perfonnance is critical, the RFP specifically addresses the impact of non-compliance or lack of I&S 
perfonnance on the patt of the contractor, and can set up a system of rewards and ptmishment based on 
contractor perfonnance. TheNCE supp01ts the PM to identify I&S test and evaluation requirements, open
standards compliance metrics, success criteria, and how and when best to conduct the I&S testing. When 
essential to the program, NCE helps develop CLINs to assure resources for critical I&S technology for SE 
design implementation and integration. It is recommended that NCE draw on and tailor Net-Centric Enterprise 
Solutions for lnteroperability (NESI) guidance as applicable, and possibly include Parts 3, 4, and 5 as reference 
or guidance documents in the RFP. 

Figure 25 shows theNCE contributions and required products within the DoDI 5000.02 phased acquisition 
lifecycle fi:amework. This figure delineates the Program Office NCE responsibilities and requirements to 
perf01m NCE planning, supp01t pre- and post-contract award acquisition activities, and performs NCE 
management and engineering across the system lifecycle, consistent with the tenets of appropriate policies, 
SMC acquisition objectives, and overall program systems engineering objectives. The Program Office NCE 
helps develop, attain approval for, and implement the Inf01mation Supp01t Plan (ISP) and related artifacts to 
comply with I&S requirements in accordance with current DoD policy. 

1. Materiel Solution Analysis. During this phase, 
the NCE helps establish an NCOW organization 
for the Program Office to supp01t acquisition 
activities that include (i) identification ofNCOW 
requirements including NR-KPP compliance, (ii) 
identification of data that the program is required 
to share based on ICD/CDD, (iii) identification 

MSA Pbast'- SMC Acquisition Products 
I&S inputs (NCOW requirements, NC data/services strategy, 
Vocabularies/service descriptions) for ISP, CPO, TRD, ASP, 
SEP TDS and CARD 
Architecture products (DoDAF Viewpoints) OVs, CVs 
Draft ISP 

of possible users across and beyond DoD, (iv) 
organization and management of CO Is as necessary to develop vocabularies and service descriptions to 
possibly augment existing DoD Discovety Metadata Specification (DDMS) and Net-centric Enterprise 
Services (NCES), (v) initiation of I&S analyses and generation of relevant data including DoDAF 
viewpoints as mandated and listed in CJCSI 6212.01, and (vi) initiation of cost estimates for implementing 
NC requirements for the ISP. TheNCE generates technical analyses and data that are then used by the 
overall program SE organization to produce an integrated system design that is documented in SEP, TRD, 
TDS, CPD, and CARD. NCE also supp01t s RFP development and proposal evaluation activities. While 
ISP is not required until MS B, the foregoing engineering analyses and data can be documented in an early 
draft (recommended). 
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tri c Eng in ee ring (Tailor to meet your program objectives and requirements) 

e Dissemination of 
chnical Data Among 
keholders/COis 

Assess Contractors' & Subs Compliance to NCE 
Contractuai/T ech Rqmts 

Assess Adequacy and Vaidation of Models, 
Simulations Used 

Assess Adequacy of Design Analy<es, Trades 
and Contractors' Effectiveness to Design for 
lnteroperabiity, supportaba•y, producibility ... 

Assess Contractors' V& V Procedures & Results: 
Analy<es, Test&, Demos Data Among 

'-----.:.._-'---'------.J) - StakeholdersJCOis 

Production & 0 men s&S ort 

Update SE Planning to Meet O&M Objectives 
I Update & Integrate NCE Tasks & Timing ofT asks 

1-Perform Previous Phase Tasks As Requioed 

- Support SE Activities: Production Process Controls; 
V&V Activities, Integration, and System Modif!Ci!lions 

- Collect & Analyze Test & field Performance; Update 
Performance Mode~s) 

1-Develop NCE Training 

Provide Engineering Approaches to Meet NCE Objectives 

Stipulate Contractual Risk and Actions for Mitigations 

Assess Contractors' Compliance to NCE 
Req'ts 

Review Contractors' Tech Data: Technical & 
Training Manuals, Test & Integration 

Procedures 

Assess NCE Test & Demo Procedures, 
Monitor Test Activities, Assess Results 

Enswe Contractors' NCE activities are 
Integrated with other related Engineering 

Ensure Oissemi'aation 
of NCE Technical 

Data Among 
Stakeholders/COis 
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2. Technology Development . NCE helps define all 

information needs and related-dependencies including TD Phase- SMC Acquisition Products 

data rights according to DoD Instruction 4630.8, CJCSI lmtlaiiSP 
Uodate Architecture products (DoDAF Viewooints) 

6212.01 , CJCSI 3170.01 , and the JCIDS Manual to 

ensure I&S is addressed in the ISP and CDD. NCE 
updates required DoDAF products as listed in the CJCSI 
6212.01 and NR-KPP compliance for the ISP and ASP. 

NCE updates NC data/services strategy using the COl as 
necessaty. NCE submits the Initial ISP for formal 

I&S inputs (NCOW requirements, NC data/services 
strategy, Vocabularies/service descriptions) for ISP, 
CPO, TRD, ASP, SEP, TDS, and CARD 
RFP: I&S and NCE objectives in the SOO; I&S, NCE, 
and related tasks in SOW, I&S and NCE data products 
in CDRLs; tailored SMC/NESI I&S and NCE 
reQuirements 

coordinated review according to DoD Instruction 4630.8. NCE Tailors and mcorporate SMCINESI I&S 
and NCE requirements in SOO, SOW, and RFP as needed. 

3. Engineering & Manufacturing Development. Before 
CDR, NCE develops a. revised ISP updating all 

information needs and related-dependencies according to 
DoDI 4630.8, CJCSI 6212.01 , CJCSI 3170.01, and the 

JCIDS Manual to ensure information supportability is 

fully addressed. NCE updates DoDAF viewpoints, NR
KPP compliance, and tailored NCE requirements for ISP, 

SOO, SOW, and RFP as needed. NC data/services 
strategy is also updated using the COl as needed. 

NCE produces the Final ISP before MS C in compliance with the mandates. The Final ISP is submitted for 
review and acceptance conducted by J2 and J6 to issue intelligence cett ifications and I&S cett ifications as 

required in CJCSI 3312.01 and 6212.01. NCE helps guide the ISP through DoD CIO approval and 
submission to JCPAT-E as the Final ISP of Record. The Final ISP of Record is required for Joint 

lnteroperability Test Command's Interoperability Test Certification. 

4. Production & Deployment~ Operations & Support. 
After Final Build Approval for Space Programs (or after 
Milestone C), NCE Submits an updated ISP for minor 

upgrades that does not require a. full review process. 
However, for each major upgrade (e.g., block or 

increment), NCE submits an updated ISP for formal, 
coordinated, Initial ISP Review according to DoD 

lnstnrction 4630.8. 

NCEs' Contributions to the Engineering Life Cycle Framework 

Relationship to SE Organization 
The NCE addresses NCOW fi:om an enterprise architecture perspective. As part of the overall mission and 

system design, the NCE defines and applies a collection of policies, standards, methodologies, setvices, and 

mechanisms to ma.intain mission integrity with respect to people, process, technology, information, and 
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supporting infrastmcture. The objective is to ensure enterprise-wide data-centric discoverable infonnation 
availability within a shared and protected environment. Given mission objectives and system design, NCE 
atticulates and integrates a coherent stmcture of NC setvices and mechanisms, develops an NC Framework, 
NC operational processes, and as a patt of the systems engineering ftmction, assists integration ofNCOW/NR
KPP compliance requirements into the system at the ecu·liest time possible in the acquisition process. A well
executed NC "design for system/enterprise" leads to a visible, accessible, institutional, understandable, tmsted, 
and best protected infmmation system with known risks and shmtfalls. The NCE ensures that their 
contributions cu·e challlleled through the Systems Engineering Analyses and Control activity (Figure 25). 

As depicted in Figure 25 the NCE contributes to the SE process with Net Centric Engineering concept and 
architecture development and analyses, modeling and simulation effmt s, make or buy (COTS/GOTS) 
solutions, cost estimates, and threat, risk, and technology shrdies. NCE ensures technical information is cunent 
and collllllensurate with program mahrrity and is appropriately applied through systematic control, 
collaboration, and sharing across the organization to integrate with all SE engineering functions through the 
system lifecycle. This includes application of mandated Net Centric Engineering and I&S standards, especially 
those available from DISRonline, as appropriate. 

Tools available to NCE to implement NCOWINR-KPP requirements include NESI, a cross-setvice effort with 
SMC patt icipation that implements DoDI 4630.8 interoperability process. NESI provides actionable guidance 
to achieve NCOW I&S goals addressing architechu·e, design, and implementation. It offers compliance 
checklists, specific design and engineering knowledge, and recollllllendations to implement NC solutions. NCE 
tailors and implements NESI guidance collllllensurate with program mahu·ity as necessary. 

Colllllltmity of Interest (COl) is an infonnal and loosely coupled organization construct that enables a "group 
of users that must exchange infonnation in pursuit of its shared goals, interests, missions, or business processes 
and therefore must have shared vocabulaty for the information exchanges" (DoD 8320.2). NCE lays the 
grotmdwork for a successftll COl process, recruiting ad hoc members from formal organizations who may 
produce, develop, or consume program data as necessary. Within the COl collaborative environment, NCE (i) 
helps delineate between a program's public and private data sets and setvices, (ii) develops infmmation sharing 
or setvice level agreements with other organizations, and (ii) helps make, disseminate, and maintain program 
vocabulaty, ontology, and formal schemas for sharing and reuse. 
Supp01t required ofNCE over the acquisition lifecycle of the system ensures that: 

• system is Intemet Protocol (IP) compliant, has 1Pv6-capability, employs vendor-neutral and non
proprietaty standards, and offers highest possible quality of setvice; 

• program developed infonnation is shared with collllllensurate authentication, confidentiality, availability, 
and integrity; 

• data and setvices strategy is consistent with timely discovery and availability, authoritative posting of data 
for reuse, and assured sharing. 

Relationship to other SEDs 
NCE SED's relationship to other SEDs is sUllllllarized in Figme 1. 
Relationship with lA Engineering. TheNCE's solutions for the program strongly depend on the lASED for 
authorization and information confidentiality and integrity. It is NCE's responsibility to be cognizant of the 
computing and network environment, the DIACAP process and required lA controls, the ctyptographic supp01t 
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plans, and the data model for the program. This information, as developed in the IA Strategy and CCA 
compliance documents, is smnmarized in the ISP. Interoperable environments require robust and pervasive 
wire-level IA to assme Warfighter's data availability, integrity, and confidentiality. NCE supports the IAE to 
ensme technical validation of IA requirements through the DIACAP process lAW DoDI 8500.2, supports 
cryptography cettification, and suppotts selection of !A-enabled technology and products for space systems 
that facilitate GIG c01mection and net-centric operations. 

Relationship with Software Engineering. To acconunodate an intemetworking environment, software design 
must evolve fi:om traditional platform-centric to the NC construction. Data- and service-oriented NC 
architectme require SW design that can no longer be conducted in a sandbox, but must reach out to open and 
vendor-neutral intemetworking standards and protocols. NCE assists the SW engineer in analyzing the design 
and in the implementation of a data-centric solution that leads to a net-centric battlefield. 

Relationship with Architecture Engineering. DoD enterprise to make critical information widely available 
requires dose coordination of its constituent systems and organizations. This is possible only when component 
architectmes across all programs are designed with data- and service-orientation to create a seamless 
information-sharing constmct. In this respect, NCE assists architectmal engineer in developing various 
DoDAF attifacts that facilitate intemetworking, but especially the operational, system, and service viewpoints. 
NCE, in collaboration with the COis, also helps with the development of the architectmal vocabulary and 
schema like the A V -2 to ensme data is discoverable and understandable. 

Relationship with T &E. NCE supp01ts Net Centric Engineering test and evaluation (T &E) as an integral patt 
of the overall T &E process as mandated for both Developmental Test and Evaluation and Operational Test and 
Evaluation. NCE ensmes that testing adequately addresses system NR-KPP compliance and that the necessary 
verification and validation requirements are incorporated in the Master T &E plan. NCE also supp01ts the 
Program Office to help develop program plans, budgets, and contracts, as appropriate to integrate NCOW into 
overall Systems Engineering. 

Tools Selection & Use 
The NCE considers effectiveness and efficiencies gained by 
selecting and using the best choice of NCE tools that are 
conducive to information sharing, automated data exchanges 
with other tools, and other considerations. 

Typical NCE Functions Requiring Tools 
Design and Architecture Modeling 
Make or Buy decision COTS product selection 
Trades and analyses of NCE technology, standards, 
and products 
ReQuirements Analyses & Allocations 
NCE standards selection - DISRonline 
DoD CIO NCOW Checklists 
NESI tools and Quidance 
NCE government and industry V&V, Development/ 
Operational testin!l 
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Engineering Activities and Products over the Life Cycle 
The following subsections delineate NCE's contributions to engineering activities and technical products by 
DOD acquisition phase. 

1. Materiel Solution Analysis. Specifically, 
dming this phase the NCE provides inputs to 
and suppmts (i) the Capabilities Based 
Assessment process, (ii) inclusion ofNCOW 
requirements in system and operational 
concepts, (iii) development of data model, 
vocabularies and schema with COl 
patticipation as necessary, (iv) NR-KPP and 
I&S assessment, (v) identification of 
mandated and applicable open standards, 

MSA Phase- Technical Products Required 
Sl\IC NCE Terhuical NCE ContJibutions to Other 

Products 0!'2anizations' Products 
Draft ISP CPD, TRD, lAS, ASP 
COl products Vocabulary, data products, 

service definitions 
I&SJNC Risk Assessment lAS ASP 
lnteroperability GIG~nnectivity Data model, service descriptions, 
assessment tailored DISR standards 
NR-KPP assessment lAS, ASP 
DoDAF Viewpoints TRD SEP 

and (vi) lA and cryptography technology consistent with DIACAP assessment in a net-centric 
environment. 

2. Technology Development. Dming this 
phase the NCE continues to provide inputs 
to and supp01ts the JCIDS process. The NCE 
also supports all the engineering activities to 
update NCE products described in the MS A 
phase. NCE assists development of required 
DoDAF viewpoints as listed in the CJCSI 
6212.01. 

The NCE develops and derives NCE 
requirements and supports the SE 
requirements analyses and allocation 
process, participates in technology studies 
and technical solutions trades to ensme 
compliance with NR-KPP mandates, and NC 

TD Phase- Technical Products Required 
SMC NCE Technical NCE Contlibutions to Other 

Products 0!'2anizations' Products 
lnitiai iSP CPD, TRD, lAS 
Updated COl products Vocabulary, data products, 

service definitions 
Technology and standards lAS, TRD, ASP, SEP, TDS 
selection studies and trades 
lnteroperability and supportability lAS, SEP, TRD, CPD 
studies and trades 
Uodated Risk Assessment lAS ASP 
lnteroperability GIG~nnectivity Data model, service descriptions, 
assessment tailored DISR standards 
NR-KPP assessment lAS ASP 
DoDAF Viewpoints TRD,SEP 
Test and evaluate NCE solutions TRD Desian Architecture 
NCE cost analysis ASP, CARD 

as well as security related standards selection in support ofNCOW. TheNCE also works closely with the 
SEs performing interface analyses, functional analyses, and the integration and verification and validation 
planning and execution. A more concerted effort is made to develop tests and net centric engineering 
solutions to validate the required NR-KPPs. The NCE in this phase has an emphasis on NC technology 
and standards studies and trades to suppo1t SE ftmction and overall inclusion of NCE requirements in the 
system architectme. Fwthermore, NCE also makes certain that the NR-KPP is achievable for NCOW 
operations and interoperability, including implementation of 1Pv6-capability as necessary. NCE ensmes 
and supports activities for the program (capability, system, and/or service) to continuously provide 
survivable, interoperable, secme, and operationally effective information exchanges to enable a net-centric 
military capability while meeting lA requirements of availability, integrity, authentication, accotmtability, 
confidentiality, and non-repudiation over the entire lifecycle. 
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NCE also provides inputs to the net centric engineering section in the ASP that includes: (i) applicable 
NCOW policy and guidance, (ii) technical considerations for choosing design characteristics and 
solutions, (iii) implementation schedule, (iv) cost, (v) funding profile, and (vi) staffing and supp01t 
requirements. 

3. Engineering & Manufacturing 
Development. The NCE continues to 
provide inputs to and supp01ts the JCIDS 
process. The NCE: (i) supp01ts engineering 
activities to fmther develop or modify the 
NC component of the system architectme, 
(ii) ensmes NCE solutions are compatible 
with IP and related vendor-neutral open 
standards and comply with the GIG 
architechire, (iii) assists in product selection 
and make/buy decision smdies and trades, 
(iv) makes maximum use of NCES 
capabilities, (v) supp01t s procmement of 
NC-enabled and 1Pv6-capable products with 
emphasis on leveraging COTS HW/SW and tools (DoD lnstmction 5000.02, paragraph 6 of Enclosme 5), 
(vi) helps Implement NCOW policies, plans, and procedmes, (vii) continues to support technical solutions 
trades to ensme compliance with NR-KPP mandates to include secmity related standards selection to 
support ce1tification and accreditation of the system, (viii) organizes and manages COis to solicit 
feedback, develop vocabularies, and define services as necessary, and (ix) conducts NCOW training. The 
NCE also works closely with the SEs performing interface analyses, fi.mctional analyses, and the 
integration and verification and validation planning and execution. 

4. Production & Deployment~ Operations & 
Support. NCE submits an updated ISP for 
minor upgrades that does not require a fi.Ill 
review process. For each major upgrade 
(e.g., block or increment), NCE submits an 
Updated ISP for formal, coordinated, initial 
ISP Review according to DoD lnstmction 

operational documents 

4630.8. NCE also helps maintain data model products and services for the operational phase of the 
program 

NCE's Contributions to Program and Project Management 
Each SMC program defmes its business model and approach based primarily on program objectives, technical 
challenges, organizational stmchrre, and required engineering planning including NCE for cost-effective 
execution. 
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NCE supp01ts the PM in meeting overall NCOW environment 
responsibility for the NSS system IA W applicable policy and 
guidance. It includes definition, development, design, 
maintenance, and operation of interoperable and GIG
comlected system in a net-centric enviromnent with full IA 
protection. NCE also identifies, ananges for, and integrates 
outsomced IT -based processes and services to meet unique 
challenges for the protection of the GIG. 

SMC Program Management Products 
lAS, ASP, RFP, PWS, SOO, TRD 
Decision-making & problem solving inputs 
Cost Estimate (CARDs) 
Developmental and Operational tests 
Threat Assessment and Risk Management Inputs 

TheNCE develops and implements theNCE progran1 planning to achieve NCOW/NR-KPP objectives and 
requirements. The planning defines the NCE tasks and functions to be perfonned; products to be developed; 
timing of tasks, task outputs, resomces (skills, tools, equipment, and completion criteria). TheNCE plans tasks 
to integrate NCE activities within the program office, between contractors and COl stakeholders. The NCE 
plans the tasks to establish and manage inf01mation support plan and documents it in the ISP. The NCE 
interacts with other specialty engineers and the program organization to ensure intemetworking mandates and 
objectives are met in the SW, Architecture Engineering, T&E, and the overall SE. 

Execution of the NCE plamling is typically defmed through an OI. TheNCE provides full support to define the 
program and technical objectives to help cotmteract implementation challenges and risks. TheNCE ensures the 
NCE development and management components of the program are appropriately represented in the program 
plans, program schedules, work breakdown schedules, and cost estimates. The NCE reports on technical 
performance and progress to the program, shares in the risk management responsibilities, and supp01ts the 
program manager's problem identification, resolution, and decision making processes. 
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Appendix T - Environmental Engineering 
Environmental engineering is a well-defined and established SMC discipline. Instmctions, guidance, and 
senior expert SMC Staff resources are available to assist the Program Office Enviromnental Engineer stand-up 
and execute the essential environmental engineering activities for the Program Office. Much of the 
Envu·omnental Engil1eers' activities include ilnplementation of the Environmental, Safety, and Operational 
Health (ESOH) mandates and best practices. In fact, ESOH is accomplished by a team of Envu·onmental 
Engineers, Systems Engineers, System Safety Engineers, Reliability Engineers, Design Engineers, and others 
that tmderstand their responsibilities to collaborate to achieve the ESOH objectives and requu·ements. The full 
intent is to identify potential envu·onmental, safety, and operational health problems as early as possible in the 
product lifecycle to provide greater opportunities to eliminate hazards. As design decisions are made and the 
development effo1t s transition to production and fielding, ESOH related design improvements may be orders of 
magnitude more expensive. 

The Environmental Engineer plans and executes the essential environmental engineering and management 
efforts in an integrated and effective manner to ensure that each envu·onmental SED contribution is timely, 
adequate, consistent, and compliant. The Envii·onmental Engineer POC ensures that theu· engineering 
contributions are channeled through the Systems Engineering Analyses and Control activity. 

Envu·onmental Engineering objectives include: 
1. Establish envu·onmental, safety, and operational health requu·ements based on public law, 

Gove1nment policy and mandates, operational constramts, and SMC practices. 
2. Propose technical solutions and evaluate the illherent ESOH implications of proposed technical 

solutions to influence technical decisions to meet the envu·onmental, safety, and operational health 
requirements. 

Applicable governance, standards, and guidance 
Policy, directives, and illstmctions that mandate SMC environmental engmeermg related program requil·ements 
are mcluded ill a wide range of mandates mcludmg those providmg requil·ements for acquisition, Systems 
Engineermg, T &E, Human Systems Integration (HSI), and others. 
The DoDI 5000.02 Envu·onmental l ESOH related mandates for SMC acquisition programs mclude: 

1. Implementation of stah1tory requil·ement applicable to MDAPs and MAIS Acquisition Programs for 
PESHE (Includmg National Environmental Policy Act (NEPA) I (Executive Order) E.O. 12114 
Compliance Schedule) Sections 4321-4347 of title 42, U.S.C. required at MS B, MS C, Full-Rate 
Production DR, (or Full Deployment DR) 

2. Human-factors engineermg to design systems that require minimal manpower; provide effective 
trailling; can be operated and maintamed by users; and are suitable (habitable and safe with minimal 
environmental and occupational health hazards) and survivable (for both the crew and equipment). 

3. The Program Manager (PM), Lead Systems Engineer I Chief Engmeer, Envu·onmental Engineer and 
System Safety Engmeer ensure that appropriate HSI and Envu·onment, Safety, and Occupational 
Health (ESOH) efforts are integrated across disciplmes and mto Systems Engineermg to detetmine 
system design characteristics that can millimize the risks of acute or chronic illness, disability, or 
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death or injury to operators and maintainers; and enhance job perfonnance and productivity of the 
personnel who operate, maintain, or supp01t the system. 

4. The Environmental Engineer and System Safety Engineer ensme integration of ESOH risk 
management into the overall Systems Engineering process for all developmental and sustaining 
engineering activities. As part of risk reduction, the Environmental Engineer and System Safety 
Engineer supports the PM to eliminate ESOH hazards where possible, and manage ESOH risks where 
hazards catmot be eliminated. The Environmental Engineer and System Safety Engineer ensmes the 
acquisition program reviews and fielding decisions address the status of all high and serious risks, and 
applicable ESOH technology requirements. Prior to exposing people, equipment, or the environment 
to known system-related ESOH hazards, the Environmental Engineer and System Safety Engineer 
assists the PM to docmnent that the associated risks have been accepted by the following acceptance 
authorities: the CAE for high risks, PEO-level for serious risks, and the PM for medium and low risks. 
The user representative shall be part of this process throughout the life cycle and shall provide fonnal 
concurrence prior to all serious- and high-risk acceptance decisions. 

The SMC Systems Engineering Standard SMC-S-001 also provides requirements for the Environmental 
Engineer when chattered to perform the standard Environmental, Safety and Occupational Health (ESOH): 

1. Provide ESOH requirements (system and allocated) , baselined and traceable to the system level 
2. Identify hazards, analyze hazards including handling and disposal, propose and evaluate mitigation 

decisions 
3. Ensme compliance to National Environmental Policy Act (NEPA) and Programmatic Environmental, 

Safety and Health Evaluation (PESHE) requirements 
4. Defme ESOH risks and corrective actions and altema.tives to eliminate or reduce environmental, 

health, and identified hazards and tmsafe conditions; Identify the threat of regulatory violations. 
5. Establish criteria. for monitoring and reporting of pollution elimination/reduction efforts. 
6. Develop containment program, including procedures for safe use and disposal. 
7. Include handling and disposal of hazardous material in life-cycle cost estimates. 

Table 25 below identifies the significant govemance, standards, and guidance which generally require SMC 
compliance for Environmental Engineering. 

Table 25 Govemance, standards, and guidance that shape the Environmental Engineering discipline 



The list of Data Item Descriptions (Dills) provided below conelate with the tasks of Mil-Std-882C 
deliverables. SMCI 63-1205 provides the associations of these and additional Dills with 882C as well as 
recommended tailoring. Data Item Description DI-HFAC-80746B describes equipment which interfaces with 
operators. The htunan engineering design emphasis expands to environmental factors including operator life 
support systems, protective clothing and equipment, noise, vibration, radiation, temperature ambient 
illtunination, climatic effects, and other relevant environmental parameters. 

Date Item Title Date Item Description (DID) 
Hazardous Materials Management Program Plan DI-MGMT-81398 
Hazardous Materials Management Program (HMMP) Report DI-MISC-81397A 

Explosive Ordnance Disposal Data DI-SAFT -80931 B 
Human Engineering Design Approach Document-Operator DI-HFAC-807468 
System Safety Hazard Report DI-SAFT -801 01A 
Health Hazard Assessment Report DI-SAFT-80106A 
Mishap Risk Assessment Report DI-SAFT-80109A 

Environmental Engineers' Contributions to Acquisition Life Cycle 
Framework 
The DoD acquisition life cycle is defmed by DoDI 5000.02. Environmental engineering contributions over this 
life cycle are best represented within the phase of acquisition. Figure 26 provides the acquisition life cycle 
framework within which Environmental Engineers perf01m as well as the products that the Environmental 
Engineers develop or contribute to their development. This figme provide the requirements to perform 
environmental engineering planning, support pre and post contract award acquisition activities, and perform 
environmental engineering and management across the system lifecycle. SMC Program Offices establish and 
implement environmental engineering program strategies and objectives consistent with the tenets of 
appropriate policies, SMC acquisition objectives, and program objectives. The Program Office develops, 
attains approval for, and implements environmental engineering planning into the Systems Engineering Plan 
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(SEP) and higher level integrated planning (e.g., IMP) in accordance with cw1·ent DoD policy. This planning is 
finnly based on program and technical objectives, strategies, DoD mandates, and instmctions. 

An effective environmental engineering program supp01ts all of the major acquisition activities through the full 
system life cycle. The Environmental Engineer sufficiently defines the environmental engineering program 
planning to achieve the enviromnental engineering and overall program objectives and requirements. The 
planning specifies tasks and fi.mctions to be performed, timing of tasks, resomces required, and products to be 
developed. This planning then forms the basis for the development of the program environmental engineering 
or ESOH Instruction (01) and the PESHE. The environmental engineering planning and 01 are then reflected 
appropriately in the WBS, IMS, PESHE, and other program docmnents that address environmental engineering 
related elements. The Environmental Engineer delineates the strategy for integrating ESOH into the systems 
engineering process and describes the ESOH management approach in the PESHE. The environmental 
engineering planning is executed concwTently with the Program Office Operating Instruction that docmnents 
the process to perform, control, and integrate all environmental engineering and management activities for 
each phase of acquisition. 

The SMC Program Office environmental engineering planning (usually contained in the SEP and the detailed 
environmental engineering program planning) and 01 are also based upon the appropriate program-approved 
life cycle. The following subsections delineate environmental engineering contributions to acquisition 
activities and products by DOD acquisition Phase. 

1. Materiel Solution Analysis. Dw'ing this phase the 
Environmental Engineer provides inputs to and supp01ts 
most program acquisition activities to include the 
development of the acquisition strategy, inputs to the cost 
estimates, solicitation/RFP development for Contractor 
studies, and proposal evaluation actlv1t1es. The 
Environmental Engineer prepares an initial Hazardous 
Material Management Strategy and supp01t s the System 
Safety Engineer to prepare the draft Systems Safety 
Management Plan (SSMP) I Systems Safety Program 

~VISA Phase- S~VIC Acquisition Products 
PMD 
ASP TDS DMS TES 
LC Cost Estimate 
RFP inputs (environmental I ESOH requirements; 
ESOH assessment requirements; High level ESOH 
assessments of conceots 
APB CCA 
Preliminary I draft Hazardous Material Management 
StrateQy 
SEP, LCMP 

Plan (SSPP). The Environmental Engineer also contributes to the development of the MSA Phase 
acquisition products. 
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Figm·e 26 Acquisition life cycle process for SMC Environmental Enginee1ing 
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2. Technology Development The Enviromnental Engineer 
prepares the initial PESHE and an updated MS B PESHE 
to include the NEPA Strategy. Environmental Engineer 
provides inputs to and supports all program acquisition 
activities to include the development of the acquisition 
strategy, updates to the cost model and development of 
the Cost Analysis Requirements Description (CARD), 
solicitation/RFP development and proposal evaluation 
activities. The Enviromnental Engineer identifies other 

Environmental Engineer 

enviromnental related contract requirements, enviromnental related tasks, test & demo requirements to 
meet enviromnental engineering objectives. The Enviromnental Engineer also conu·ibutes to the 
development and updates to the TD Phase acquisition products. 

3. Engineering & Manufactming Development. The 
Enviromnental Engineer provides inputs to and supp01ts 
all program acquisition activities to include updates to the 
acquisition su·ategy and updates to the cost model to 
reflect the actual technical solutions detemlined and 
updates to the CARD. Enviromnental Engineer supports 
the solicitation/RFP development and proposal evaluation 
activities which include providing the technical inputs 
including technical requirements, compliance standards, 
engineering approaches, incentives, and wan anty 
programs to meet program objectives. The Enviromnental 
Engineer identifies other contract requirements as 
necessaty to meet enviromnental engineering objectives. 
Enviromnental Engineer also contributes to the development and updates to the EMD Phase acquisition 
products. 

During EMD the Enviromnental Engineer documents hazardous materials in the Programmatic 
Enviromnent, Safety, and Occupational Health Evaluation (PESHE) and ensures that the SMC Program 
Office estimates and plans for the system's demilitarization and safe disposal. The demilitarization of 
energetic materials (including any item containing propellants, explosives, or pyrotechnics) must be 
considered during system design. 
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4. Production & Deployment, Operations & Support. r..-~-P.ft-

The Environmental Engineer provides inputs to and 
supp01ts all program acquisition activities to include 
updates to the acquisition strategy and updates to the cost 
model to reflect the actual technical solutions detennined 
and updates to the CARD. The Enviromnental Engineer 
supp01ts the solicitation/RFP development and proposal 
evaluation activities. The Environmental Engineer 
identifies other contract requirements: production and 
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, LCSP, TEMP 

field test & demo requirements; field performance and sustainment analyses to meet Environmental 
Engineering objectives. At the end of its useful life, the Environmental Engineer ensures that the system is 
demilitarized and disposed of in accordance with all legal and regulatory requirements and policy relating 
to ESOH (including explosives hazards), security, and the environment. 

Environmental Engineers' Contributions to Engineering Life Cycle 
Framework 

Relationship to the SE Organization 
The Environmental Engineer plans and executes the essential environmental engineering and engineering 
management efforts in an integrated and effective manner within the context and full support of the 
overarching Systems Engineering function. The Environmental Engineer ensures that their SED contributions 
are timely, adequate, consistent, and compliant. The Environmental Engineer ensures that their contributions 
are channeled through the Systems Engineering Analyses and Control activity. 

Systems Engineers manage the engineering process and activities depicted in Figure 3 while the Environmental 
Engineer confl·ibutes to this process. Environmental Engineers supp01t concept and architecture development 
and analyses; modeling and simulation effo1ts; technology studies when potentially impacted environmental 
challenges. The Environmental Engineers develop/derive ESOH related requirements and supports the 
requirements analyses and allocations process. They also participate in technical studies and technical solutions 
trades when environmental engineering is a factor. They provide design analyses confl·ibutions to determine 
potential hazards. They assess and propose altemative mitigating actions or solutions. The Environmental 
Engineer also works closely with the System Engineers perfonning interface analyses and functional analyses 
to leverage the required ESOH related analyses. The Environmental Engineer also suppo1ts the integration and 
verification and validation plalllling and execution. 

In perfonning the management and confl·ol function, the Systems Engineer effectively integrates all 
engineering ftmctions through the ft.lll system life cycle. The Environmental Engineer ensures their technical 
contribution to the overall engineering advances and is appropriately applied through systematic control, 
collaboration and sharing across the organization. For example, their assessment products, e.g., hazards 
assessments, are timed to coincide with architech1ral fl·ades, design trades, reliability analyses (fault tree, 
failure modes, critical items lists, reliability block diagrams, etc). In addition the Environmental Engineering 
products are timed and applied by the other Specialty Engineers to perform their unique contributions, and 
must be provided to technical and program management for decision making. 
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Relationship to other SEDs 
The Enviromnental Engineer SED relationship to other SEDs is smmnarized in Figure 1. Environmental 
Engineer interactions \Vith the other SEDs are critical to perf01m and integrate their engineering contributions 
to the system development efforts. 

Environmental Engineers team with the System Safety Engineers and Reliability Engineers to perfonn system 
hazards analyses to determine items or ftmctions when perfonned or whose failure could lead to a hazardous 
system state-- one that could result in tmintended death, injury, loss of property, or enviromnental harm). 

Enviromnental Engineers work closely with Human Systems Integration to design systems that can be operated 
and maintained by users; and are habitable and safe with minimal enviromnental and occupational health 
hazards. When failme analyses results indicate potential hazards impacts, the Enviromnental Engineer assists 
to adjust reliability allocations and ensme confidence in attaining ESOH requirements through analyses, demo, 
and test. Figure 16 illustrates how the Enviromnental Engineer contributes to the analyses and integrates that 
effort with the Systems Engineer, Safety Engineer, Reliability Engineer, and Risk Manager. The 
Enviromnental Engineer works closely with the Logistics Engineers performing maintenance and sustainment 
analyses to identify and address hazards related issues or risks. 

Tools Selection and Use 
The Enviromnental Engineer considers effectiveness and 
efficiencies gained by selecting and using the best choice of 
Enviromnental Engineering tools considering the ESOH tool 
requirements possibly for hazards analyses, information 
sharing, automated data exchanges with other tools, and other 

considerations. 

Typical Environmt>ntal Engint>t>ring 
Functions Rt>quiring Tools 

Hazards identification analyses & reportinQ 
Incidents & action trackinQ 
Fault tree, failure modes; probabilistic failure 
analvses (See RAM SED) 

Engineering Activities and Products over the Life Cycle 
Engineering activities that are unique to enviromnental engineering include: 

• Identify, evaluate, and conu·ol hazards throughout the system's life cycle. 

• Defme and document mishap risk levels including associated mishap risk acceptance processes. 

• Establish a program that manages and documents the probability and severity of all hazards associated 
with development, use and disposal of the system. 

• Manage all ESOH risks in a manner that is cost effective and consistent with mission requirements. 

• Ensme that mandated enviromnental requirements are established and implemented for all space 
systems. Enviromnental Engineering includes the control and minimization of hazards related to 
orbital debris, collision avoidance, laser clearing-house ftmctions, enviromnental hazards, and safety 
procedmes. 

• Align with the System Safety Engineers to establish an explosives safety program that ensmes 
munitions, explosives, and energetics are properly hazard classified, and safely developed, 
manufachrred, tested, transported, handled, stored, maintained, demilitarized, and disposed. Comply 
with DoD explosives safety requirements in all acquisition programs that include or supp01t 
munitions, explosives, or energetics. Evaluate and manage the use and selection of energetic materials 
and the design of munitions and explosive systems to reduce the possibility and the consequences of 
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any mtuutwns or explosives mishap to optimize the trade-off of mtmitions reliability against 
tmexploded ordinance liability. 

Environmental Analysis and Impact Assessment. An enviromnental analysis is performed to detennine the 
impact on and by each system product and process altemative. Proposed envirolllllental-related tradeoffs and 
analyses are presented through the System Engineering process to detennine balanced technical solutions 
which the Envu·omnental Engil1eer is a prut of. 

The Envirolllllental Engineer ensmes adherence to all applicable statutes and to contractually designated 
hazardous material lists; analyzes factors such as noise pollution, quantities and types of hazardous materials 
used, hazardous waste disposal, and other defined envu·olllllental requil·ements as applicable; defines and 
assesses methods to mitigate problems and inlpacts identified from this analysis; includes the results of these 
assessments illto effectiveness analyses as well as system definition, design, and verifications; documents 
analysis output appropriate to the acquisition phase and use in conjunction with cost and performance analyses 
outputs to supp01t acquisition phase exit criteria; avoids use of materials that present a known hazard to the 
envirolllllental; includes envu·olllllent-critical characteristics of people, product, and process solutions, and 
theu· risks included ill risk management process. 

Disposal Analysis and Assessment. The Envirolllllental Engineer contributes disposal analyses and 
assessments to supp01t development of people, product, and process solutions to dispose of products and by
products. Proposed disposal-related tradeoffs and other analyses are presented through the System Engilleering 
process to detennine balanced technical solutions which the Envu·olllllental Engineer is a part of. 

The Envu·olllllental Engineer identifies envu·olllllental factors for process waste and output as well as used 
products and components; evaluates effective disposal methods for system patts and materials and 
requirements for new or modified methods, including storage, dismantling, demilitru·ization, reusing, recycling, 
and destmction; identifies costs, sites, responsible agencies, handlillg and shippillg, supporting items, and 
applicable federal, state, local, and host nation regulations as factors, and illcludes disposal-critical 
characteristics of people, product, and process solutions and their risks ill the program risk management 
process. 

The followillg subsections delineate Envu·olllllental Engineer contributions to engineering activities and 
technical products by DOD acquisition phase. 
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1. Materiel Solution Analysis. Dw1ng this 

phase the Environmental Engineer may 
provide inputs to and supp01t the 
Capabilities Based Assessment process and 
the JCIDS process. The Enviromnental 
Engineer evaluates proposed concepts and 
architech1res to identify and assess 
implications of energetic materials, 
explosives, hazardous materials and provide 
recommendations for each altemative. The 
Environmental Engineer assists to defme I 
refine ESOH related requirements to support 

MSA Phase- Technical Products Required 
Sl\IC ESOH Technical ESOH Contiibutions to 

Products Otber O~anizations' 
Products 

High level assessment proposed Operational Concepts 
concepts & architectures 
Environmental engineering inputs AoAStudies 
and factors for concept, 
architecture, technology studies, 
and trades 
ESOH Re<l'ts (draft) Initial Capabilities Doc (lCD) Dev 
Roadmap and architectural inputs DoDAF CVs, OVs 
- Identification & mitigations of 
potential hazards 

lCD development and possibly TRD development. The Environmental Engineer also contributes to the 
development of the MSA Phase technical products. 

2. Technology Development. Dming this 
phase the Environmental Engineer continues 
to provide inputs to and suppo1ts the JCIDS 
process. The Environmental Engineer also 
supports all the engineering activities 
highlighted within the box titled 
Engineering Activities f or System & Segment 
Develop ment & Design Figme 26 to 

TD Phase- Technical Products Required 
SMC ESOH Technical 

Products 

Inputs to System Concepts 
Factors for Studies/Trades 
ESOH Tech Req'ts, TRD, SRD, 
Specifications. ICDs, Standards 
Selection/ Tailor 

commence system definition and 
ESOH inputs to ISP 
Prelim hazards list 

development. Environmental Engineer PESHE 
develops and contributes to development of the TD Phase technical products. 

3. Engineering & Manufacturing 
Development. Environmental Engineer 
continues to provide inputs to and suppo1ts 
the JCIDS process. The Environmental 
Engineer supports all the engineering 
activities highlighted within the box titled 
Engineering Activities for Detailed Design 
Figme 26 to commence detailed systelllS 
definition and development. The 
Environmental Engineer ensmes process is 
in place to report, analyze, and Initigate 
hazards data dming DT &E. The 
Environmental Engineer provides inputs to 
and suppo1ts the JCIDS process. The 

ESOH Contiibutions to 
Other Organizations' 

Products 
Operational Concepts 
Operational Assessments 
Capabilities Development Doc 
(COD) 

DoDAF CVs, OVs 

Environmental Engineer develops and contributes to the development of the EMD Phase technical 
products. 
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4. Production & Deployment, Operations & 

Support. The Environmental Engineer 
continues to ensure design meets the 
contractual environmental engineering 
requirements and manufacturing, build and 
integration actlvttles do not induce 
additional hazard risks. The Environmental 
Engineer ensures the ESOH program 
appropriately addresses end-of-life sating, 
and space environments per AFSPC 
Supplement to AFI 91 -202. The 

P&D I O&S Phase- Technical Products Required 
SMC ESOH Technical ESOH Conhibutions to 

Products Otber Orgauizations' 
Products 

Inputs tech baseline engineering Supportability assessment Rpt 
chanqes Contribution 
Analyses of failures and mishap Operational Assessments 
incidents Contributions 
Hazards analyses Report. Transition & Fielding Docs 
PESHE Update 
T&E I Demo, ESOH Reports 
ESOH evaluations of Tech 
Orders, operations manuals 

Environmental Engineer develops and contributes to the development of the Production & O&S Phase 
technical products. 

Environmental Engineers' Contributions to Program and Project 
Management 
Each SMC program defines their business model and approach st11.1cture based primarily on their program 
objectives, program and technical challenges, organizational stmcture, as well as program and engineering 
planning (SEP plus detailed ESOH planning (HMMP/SSMP/SSPP)). 
The Environmental Engineer develops and implements the environmental engineering program planning to 
achieve Program Office environmental engineering objectives and requirements. The planning defines the 
ESOH tasks and functions to be perf01med and products to be developed; timing of tasks, task outputs, 
resources (skills, tools, equipment, and completion criteria). The Environmental Engineer plans tasks to 
integrate ESOH activities within the Program Office, between Cont1·actors and stakeholders. The 
Environmental Engineer plans the tasks to establish and manage hazards; conduct hazards review fomrns; 
support SE&I activities, risk management, integration, and system modifications; coordinate the ESOH 
planning with SMC Staff Environmental Engineering office, integrate environmental engineering planning 
with other functional and acquisition plans (i.e. SSMP, SEP, ASP, LCMP). 

Execution of the Environmental Engineer planning is typically defined through an Operating lnstmction which 
implements SMC and higher level instructions, policies, and directives. The Environmental Engineer provides 
fhll support to defme the program and technical objectives where ESOH challenges and risks are known or 
anticipated. The Environmental Engineer assists to establish the business model, develop program planning 
and schedules, and defme and implement program processes. The Environmental Engineer ensures the ESOH 
components of the program are appropriately represented in the program plans, program schedules, work 
breakdown schedules, cost estimates. The Environmental Engineer also reports their technical performance and 
progress. The Environmental Engineer shares in the risk management responsibilities to identify, assess, and 
propose mitigating actions of ESOH related risks. They also supp01t the program manager's problem 
identification, resolution, and decision-making processes. 
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The Environmental Engineer contributes to the development 
of the program management products identified in the Table. 

SMC Program Management Products 
PMD 
SEP IMP IMS WBS 
Decision-making & problem solving illQ_uts 
Technical prooression and issues reporting 
LC Cost Estimate ICARDs) 
Processes (Ois) 
Risk Manaoement Inputs 
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Appendix U- Prognosis, Diagnostics (Prognostics) & Health 
Management (PHM) Engineering 
Since the 1960s, most electronic military 

equipment associated with space and ait·bome 
systems has been developed with built-in-test 
(BIT) capability. BIT capability typically 
provides: 

• Fault detection 
• System (or equipment) response to the 

fault 
• Fault event warning and/or logging to 

aid in troubleshooting 

More sophisticated BIT designs can be 
characterized as passive fault diagnostics and 
management intended mostly for airbome 
systems to suppo1t the maintenance process. For 
our latmch, space and missile systems, unique 
constraints (remote systems, minimal event 
response time, autonomous safety, harsh 
environments) drive the need for more 
sophisticated and autonomous PHM. Hence, our 
space systems now demand active fault 
management system designs to provide 
automated and high fidelity prognostics of 
system hardware and software and can take 
proactive measures to conect faults 
autonomously. The table below stumnarizes 
common PHM capabilities that are designed into 
our space, latmch, and missile systems. 

Systt>m 
Spacecraft 

Launch 
Systems 

Missile 
systems 

Safety-
critical 
devices 

Computers & 
Application 
Software 

Integrated 
Circuits 
Other 
Components 

Typical PH..VI Capabilitit>s 
Spacecraft PHM capabilities include autonomous 
health and operations monitoring and control; power 
and attitude control monitoring with automated 
systems reset and restart; transmitter and receiver and 
communication link tests; automatic reset features to 
restart remote computers. 
Pre-launch failure detection, notification, and response 
for abort determination; command destruct /self-
destruct; stage event monitoring and diagnostics; 
communication systems link tests 
Pre-launch failure detection, notification, and response 
for abort determination; command destruct /self-
destruct; stage event monitoring and diagnostics. 
Minuteman Missile was one of the first major weapons 
systems designed and fielded with computer-
controlled BIT systems 
Safety devices self-test to assure their continued 
operations. Normally there are two tests. A power-on 
self-test to perform device diagnostics. Then periodic 
tests to assure that device have not become unsafe 
since the oower-on self-test 
The typical personal computer tests itself at start-up 
with the BIOS power-on self-test Most computers, 
including embedded systems, have self-tests of the 
processor(s), memory and application software. 
In integrated circuits, BIT is used to make faster, less-
expensive manufacturinQ tests. 
Prognostics are designed into insulated gate bipolar 
transistor (IGBT). embedded capacitors, FPGAs, 
resettable fuses, to name a few 

Developing and designing PHM sub-systems follows the engineering requirements, and practices summarized 
in SMC - S-001 , SMC-G-001, and the SMC Systems Engineering Handbook. In stunmary, the PHM sub
system is first concephralized and architected based on the required operational and sustainment capabilities 
and established constraints. The PHM subsystem design is then increasingly characterized based on system and 
allocated requirements, technical solutions trades results, and top-down (e.g., fault tree) and bottom-up (failure 
modes) failure analyses. 

To be specific, as the system design is engineered, failure precursors, which indicate changes in a measured 
variable that can be associated with impending failure, are systematically identified. An active PHM design 
solution includes automated monitoring of the failure precursors, prognostics, and fault conection. 
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PHM provides the capability to make intelligent, informed, and appropriate decisions relating to system faults 
within and across systems during system development, integration & test, and operations & sustainment. A 
solid PHM program will also provide cost savings over the system life-cycle. 

Key attributes of PHM include real time or near real time health status availability; proactive advisory 
generation based on health state; autonomic logistics (reduced human interaction); no or minimal false alamlS; 
and autonomous fault management to preclude safety mishaps, perfonnance degradation, and catastrophic 
failures. The SMC Program Office designated PHM Engineer will likely be responsible to: 

• Lead or facilitate the concephtalization and architectural development of the PHM sub-system and 
elements 

• Ensure adeqmcy of the system requirements analyses and allocations of the required PHM related 
capabilities. 

• Supp01t technical solutions trades and supporting PHM analyses for optimal and cost effective 
solutions. 

• Ensure implementation of the PHM requirements and identify and remedy common gaps and baniers 
to achieving PHM 

• Ensure establishment, implementation, and V&V of the PHM design baseline 

The PHM Engineer plans and executes the essential PHM engineering and management efforts in an integrated 
and effective manner to ensure that PHM contl'ibution is timely, adeqttate, consistent, and compliant. The PHM 
Engineer ensures that their contl·ibutions are channeled through the Systems Engineering Ana~yses and Control 
activity. 

Applicable governance, standards, and guidance 
Policy, directives, and inst11.1ctions that mandate SMC PHM engineering related program requirements are 
included in a wide range of mandates including those providing requirements for acquisition, systems 
engineering, reliability, maintainability, T &E, system safety, and others. 

DoD lnsmrction 5000.02 directs the effective sustainment of systems resulting from the design and 
development of reliable and maintainable systems. The operational readiness is optimized via "diagnostics, 
prognostics, and health management techniques in embedded and off-equipment applicatiotlS when feasible 
and cost-effective". 

DOD lnstluction 4151.22 instlucts the application and integration of approp1'iate processes, teclmologies, and 
knowledge based capabilities through Condition Based Maintenance (CBM) to improve the reliability and 
maintenance effectiveness of DoD systems and components. The CBM strategy includes implementing an 
optimum mix of maintenance technologies (e.g., diagnostics and prognostics) along with low ambiguity fault 
detection, isolation and prediction. 

The standards provide requirements and guidelines for conducting research, development, and implementation 
of PHM technology and PHM design. PHM design standards are often specific to the technology, Line
Replaceable Unit (LRU) type, software application type, and device. Hence, they are largely determined 
during the system development and design process. 
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Table 26 Govemance, standards, and guidance that shape the Prognostics Health Management discipline 

Document ~o Gowrnance Title Issue 

PHM Engineers' Contributions to the Acquisition Life Cycle Framework 
The DoD acquisition life cycle is defined by DoDI 5000.02. The PHM Engineer contl·ibutions over this life 
cycle are best represented within the phase of acquisition. Figme 27 provides the acquisition life cycle 
framework within which PHM Engineers perform as well as the products that the PHM Engineers must 
develop or contribute to their development. The SMC Program Office PHM Engineer establishes and 
implements PHM program strategies and objectives consistent with the tenets of appropriate policies, SMC 
acquisition objectives, and program objectives. The Program Office PHM Engineer then develops, attains 
approval for, and implements PHM planning into the Systems Engineering Plan (SEP) and higher level 
integrated planning (e.g., IMP) in accordance with cunent DoD policy. This planning is fmnly based on 
program and technical objectives, strategies, DoD mandates, and instl'lictions. 

An effective PHM program supports all of the major acquisition activities through the full system life cycle. 
The planning sufficiently defines the PHM program to achieve the PHM and overall program objectives/goals 
and requirements; specifies tasks and ftmctions to be perfmmed, timing of tasks, resomces required, products 
to be developed, and fonns the basis for the development of the program PHM Operating lnstl'liction (01). The 
PHM planning and 01 are then reflected appropriately in the WBS, IMS, and other program documents that 
address PHM related elements. The PHM planning is executed concunently with the Program Office 01 that 
documents the process to perfmm, contl·ol, and integrate all PHM engineering and management activities for 
each phase of acquisition. The SMC Program Office PHM planning (usually contained in the SEP and the 
detailed PHM program planning) and 01 are to be based upon the appropriate program-approved life cycle. 
SMC Program Offices establish and implement PHM program stl·ategies and objectives consistent with the 
tenets of appropriate policies, SMC acquisition objectives, and program objectives. 
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1. Mater iel Solution Analysis. During tllis phase the PHM 

Engineer provides inputs to and supports program 
acquisition activities to include the development of the 
acquisition, technology demonstration, test strategies, 
inputs to the cost estimates, solicitation/RFP development 
for Contractor studies, and proposal evaluation activities. 
The PHM Engineer also conu·ibutes to tl1e development 
of the MSA Phase acquisition products. 

2 . Technology Development. The PHM Engineer provides 
inputs to and supports program acquisition activities to 
include the development of the acquisition su·ategy, 
updates to the cost model and development of the Cost 
Analysis Requirements Description (CARD), 
solicitation/RFP development and proposal evaluation 

activities. 

The PHM Engineer supports the development of the 
acquisition, technology demonsu·ation, and test su·ategies 
to ensure successful implementation of PHM capabilities. 
PHM su·ategies are likely integral to the Reliability 

MSA Phase - SMC Acquisition Products 
ASP, TDS, OMS, TES 
LC Cost Estimate 
APB, CCA Inputs; Stated Goals for PHM tempered with 
Affordabilitv 
SSP PHM Goals for System & Subsystem level 
SEP, LCMP, LCSP Inputs, Early Concept Development 
lnouts Cost & Schedule lnouts 

Concept Development Inputs, PHM Technologies, 
Cost & Schedule 

Availability Maintainability (RAM), and test su·ategies as well as su·ategies to achieve autonomous system 
perfmmance 

The PHM Engineer supports the defmition of contract requirements such as PHM perfonnance work 
statements and specification requirements associated witl1 application software perfmmance, development, 
and qualification to meet the system or enterprise level PHM requirements and capabilities. 

The PHM Engineer also suppo1ts the definition of incentives programs as well as PHM related 
requirements forT &E, reliability, and maintainability. The PHM Engineer conu·ibutes to the development 

and updates to the TD Phase acquisition products. 

3. Engineering & Manufacturing Development. The 
PHM Engineer provides inputs to and supports program 
acquisition activities to include updates to the acquisition 
su·ategy and updates to the cost model to reflect the actual 
technical solutions detennined and updates to the CARD. 

The PHM Engineer supports the development of the 
acquisition, technology demonsu·ation, and test su·ategies 
to ensure successfhl implementation of PHM capabilities. PHM strategies are likely integral to the RAM, 
and test strategies as well as su·ategies to achieve autonomous system perfonnance. The strategies now 
extend to implementation of PHM design consu·aints detennined through system u·ades and engineering 
analyses. 
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The PHM Engineer supports the definition of contract requirements such as PHM perf01mance work 
statements and specification requirements, and detailed design specification requirements associated with 
application software performance, development, and qualification to meet the system or enterprise level 
PHM requirements and capabilities. 

The PHM Engineer supports the RFP development and proposal evaluation activities which include 
providing the technical inputs including technical requirements, compliance standards, engineering 
approaches, and incentives programs to meet program objectives. 

The PHM Engineer also suppo1t s the definition of incentives programs, T &E, RAM requirements. The 
PHM Engineer also contributes to the updates to the TD Phase acquisition products. 

4. Production & Deployment, Operations & Support. 
The PHM Engineer provides inputs to and supports 
program acquisition activities to include updates to the 
acquisition strategy and updates to the cost model to 
reflect the actual technical solutions determined and 
updates to the CARD. The PHM Engineer supports the 
solicitation/RFP development and proposal evaluation 
activities. The PHM Engineer identifies other contract 
requirements: incentives programs; production and field 

Product>/O&S - SMC Acquisition 

Products 

~ 
RFP: PHM objectives in the SOO; PHM related tasks 
in SOW, PHM data products in CDRLs; SMC- PHM 
standards - tailored 
SSP: evaluation criteria for PHM 
Detailed PHM planning, SEP, LCMP, LCSP, Test 
PlanninQ Updates 
CARD update 

test & demo requirements; and field performance and sustainment analyses to meet PHM objectives. The 
PHM Engineer ensures successful validation of the intended prognostics, diagnostics, and fault 
management capabilities through operational test and demonstration. 
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Figw·e 27 Acquisition life cycle process for SMC Prognostics & Health Management Engineering 
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PHM Engineers' Contributions to the Engineering Life Cycle Framework 

Relationship to the SE Organization 
The PHM Engineer plans and executes essential PHM enginee1ing efforts in an integrated and effective 
manner within the context and full support of the overarching Systems Engineering fhnction. The PHM 
Engineer ensures that each PHM SED contribution is timely, adequate, consistent, and compliant. The PHM 
Engineer ensures that their contributions are channeled through the Systems Engineering Analyses and Control 
activity. Systems Engineers manage the engineering process and activities depicted in Figure 3 while the PHM 
Engineer contributes to this process. The PHM Engineer supp01t s concept & architechrre development and 
analyses; modeling and simulation eff01t s; and technology shldies. The PHM Engineer develops/derives their 
requirements and supports the requirements analyses and allocations process. They also participate in technical 
sh1dies and solutions trades when system availability, reliability, maintainability, survivability, system safety 
are a factor, minimizing unscheduled maintenance, extending maintenance cycles, and maintaining 
effectiveness through timely repair actions; reducing the life-cycle cost of equipment by decreasing inspection 
costs, downtime, and inventory; and improving qualification and assisting in the design and logistical supp01t 
of fielded and furore systems. 

The PHM Engineer also works closely with the System Engineers to ensure PHM hardware & software 
architech1ral and design solutions are adequately represented in the system architechlre. The PHM Engineer 
supports the System Engineers' requirements development activities to defme requirements for development 
and design of the PHM related hardware, software, information exchange formats, integrity analyses, etc. The 
PHM Engineer aligns closely with the Reliability Engineer to perf01m failure analyses to determine failure 
precursors, define prognostics methods, and fault conection techniques. 

In performing the management and control function, the PHM Engineer ensures their technical information 
advances and is appropriately applied through systematic control, collaboration and sharing across the 
organization. For example, their analytical products (e.g., dete1minations of passive verses active fault 
management solutions) must be timely fed back to the architechrral development team, test team, and 
requirements team to perform their unique contributions, and must be provided to technical and program 
management for decision making. 

Relationship to Other SEDs 

The PHM Engineer ensures their technical contribution to the overall engineering advances and is 
appropriately applied through systematic control, collaboration and sharing across the organization. PHM 
Engineers products are timed and applied by the other Specialty Engineers to perform their unique 
contributions, and must be provided to technical and program management for decision making. 

The PHM Engineer works closely with the Logistics Engineers to detennine maintenance and ma.intainability 
requirements and technical solutions. Implementation of the PHM related requirements are initially conveyed 
in the maintenance concept and system architechlre. The PHM Engineer collaborates with the Systems 
Engineer, Architechrre Engineer, T &E Engineer, and Design Engineer to ensure the system architechrre 
includes PHM related technology, physical and ftmctional solutions that implement the maintainability 
requirements for built-in test and fault management requirements for real-time or periodic system integrity 
prognostics, health and/or fault reporting, and fault conections (autonomous or man-in-the-loop). 
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The PHM Engineer supports the Reliability Engineer in the perfmmance of the failme analyses to identify 
failure precmsors and assist to detennine design reliability solutions that may be partially achieved through 
application of PHM technologies, devices, and techniques. The PHM Engineer suppmts the T&E Engineer to 
detennine alternative and cost effective test solutions that are balanced to also meet perfmmance requirements 
and logistics, reliability, maintainability and other constraints. 

The PHM Engineer suppo1ts the System Safety Engineer to identify requirements, viable technologies, and 
design solutions for safety systelllS and devices incorporating PHM such as safe and a1m systelllS and 
command destruct devices. 

Tools Selection and Use 
The PHM Engineer considers effectiveness and 
efficiencies gained by selecting and using the best 
choice of PHM tools considering the PHM tool needs 
for fault data collection, analyses, repo1ting, and fault 
management. 

Typical PHM Functions Requiring Tools 
PHM Modeling and Architecture Development 
PHM Requirements Analyses & Allocations 
Fault Data Collection and Reportinq 
Proanostics and Health Manaaement Analvsis 

Engineering Activities and Products over the Life Cycle 
The following subsections delineate PHM contributions to engineering activities and technical products by 
DOD acquisition phase. The Program Office dete1mines the fhll scope of PHM activities and products that are 
to prepared by the Program Office and their Contractors. 

There are many aspects of the prognostics and health management that need to be addressed before successfhl 
implementation in any system. These include conceptualization and architechrral development of the PHM 
subsystem or PHM elements; PHM requirements development; technology, architechrre, and design solutions 
trades; and verification and validation of PHM specification requirements and required capabilities. 

Built-in test of space system elements provides fault fmding as a means to aid in system unit monitoring and 
diagnostics. BIT stahls is beneficial when failtrre occurrences can be rapidly isolated to a particular milt and 
equally useful when sihrations result in no-fault fotmd and may be attributable to other conditions. The unit 
BIT provides the necessary BIT sensors and parametric test data fi:om parametric sensors, to the system level 
PHM (application software) manager for diagnosing the root cause of failme and failme predictions 
(Prognostics). 

In strrnmary, effective PHM for a space system integrates unit, subsystem, and system level prognostics, health 
monitoring, and management strategies, consisting of diagnostic and prognostic technologies, with an 
integrated modeling architechu·e that addresses anomaly/failme rrlitigation to optimize perfo1mance and reduce 
life cycle costs. 

A PHM system is capable of comprehensive fail me mode diagnostic and prognostic approaches ranging from 
generic signal processing and experience-based algorithms to the more complex knowledge and model-based 
techniques. Prognostic approaches that apply to space systelllS also include: 

• Reliability and Usage Based Prognostics 

• Evolutiona1y-based Prognostics 

• Data-Driven Prognostic Modeling 
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• Parameter Estimation Based Approach 

• Physics-Based Approaches 

A sample depiction of how this may be implemented is illustrated by Figme 28 below. 

Router Router 

KG·xx HAIPE 

System Intranet 

Figw·e 28 Conceptual illustration of PHM implementation on a satellite conh·ol system 

Additional Functions of a PHM Manager. The System Level PHM Manager conceptually monitors an entire 
system stah1s to identify hardware and software problems across the system. In addition, the System Level 
PHM Manager provides tools for filtering and conelating fault information, diagnosing problems, and 
resolving these problems efficiently. The System Level PHM Manager may opt to manage hardware and 
software of the system elements if they are not managed locally. System Level PHM Manager performs 
configuration management of all elements, services, and applications in a Services Oriented Architechlre 
(SOA) based system. Deployment of a new software application is simply a deployment of a software package 
across the complete SOA-based system network for user constunption. 

For launch systems recent latmch failures have been attributed to fairing separation issues. Examples of BIT 
technology applied to latmch system separation devices follow. 

Laser or Light Emitting Diode Initiated Ordnance. Laser or built-in light elnitting diodes are used to supply 
the initiation energy. These devices allow the simplification of factory integration and checkout due to its 
Built-in-Test (BIT) capability to verify system integrity of each initiator. 

Intelligent Initiation System. EBA&D has developed an intelligent electronic initiation system (WizOrd®) 
based on a selniconductor bridge initiator. Employing a silnilar safe and arm architechrre as laser or light 
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emitting diode initiated ordnance, this intelligent system offers real time BIT and health monitoring while at 
the same time operating with much lower draw on vehicle power. Both attributes provide for enhanced 
reliability and cost for the overall vehicle. 

Hence, the PHM Engineer ensmes PHM considerations during early concept and technology development, 
identifies plausible solutions to system PHM methodologies and alternative technologies or devices for 
monitoring, data acquisition, data processing, algorithms for fault identification, fault isolation, failme 
prediction, remaining useful life estimation, testing, decision making for condition based maintenance, and 
fault conection. 

1. Materiel Solution Analysis. Dming this 
phase the PHM Engineer may provide inputs 
to and support program acquisition activities 
to include the development of program 
acquisition strategy, input to the cost 
estimates, solicitation!RFP development for 
Contractor sh1dies, and proposal evaluation 
activities. He may also provide input to the 

MSA Phase- Technical Products Required 
SMC PHM T«bniral PHM Conhibutions to 

Products Otber Organizations' 
Products 

PHM models; inputs to concept, Operational Concepts 
arch, technoiOQY studies & trades 
System PHM Req'ts (draft) AoAStudies 
PHM risk assessments Initial Capabilities Doc (lCD) Dev 
Inputs to TDS, OMS, TES DoDAF AVs, CVs, DIVs, OVs, 

Capabilities Based Assessment process and the JCIDS process. The PHM Engineer also contributes to the 
development of the MSA Phase technical products. 

2 . Technology Development. Dming this 
phase the PHM Engineer continues to 
provide inputs to and supports the JCIDS 
process. The PHM Engineer also supports 
all the engineering activities highlighted 
within the box titled Engineering Activities 
for PHM Development & Design Figure 27 
to connnence system defmition and 
development. PHM Engineer develops and 
contributes to development of the TD Phase 
technical products. 

TD Phase- Technical Products Required 

The PHM Engineer supports the concept, 
architechrral, technology development, and 
engineering trades and analyses to ensure the 

SMC Technical Products 

Inputs to ASP TDS, OMS, TES 
System Cost Model, LC Cost 
Estimate I CARD 
RFP Inputs: SOO; PWS Tasks, 
CDRLs, DIDs; PHM system & 
allocated requi rements 
PHM Factors for Studies/Trades 
System and Service DODAF 
Views ISP inputs 
Planning Inputs: SEP, LCMP, 
LCSP Test Plan & Procedures 
Inputs to R&M failure analyses; 
alternative maintainability 
solutions, BIT analyses 

concept, architech1ral, technology and design solutions: 

PHM Conhibutions to 
Otber Organizations' 

Products 
Inputs to ASP 

Operational Concepts 

AoAStudies 

Operational Assessments 
Input to SSP & evaluation criteria 
for SSP) 
Input to DoDAF AVs, CVs, DIVs, 
OVs 

• Optimize operational readiness through affordable, integrated, embedded diagnostics and prognostics. 

• Enable the system architechrral solutions to monitor system performance, predict, detect isolate and 
remedy faults. 

• Lead toward frrm supportability design characteristics that in the system and design specifications for 
prognostics & diagnostics capabilities/technologies (including built in test and health state rep01ting) 
supporting condition based maintenance. 
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3. Engineering & Manufacturing E:viD Phast> - T t>chnical Products Rt>quirt>d 

Dt>vt>lopmt>nt. PHM Engineer continues to 
provide inputs to and supp01t the JCIDS 
process. The PHM Engineer supp01ts all the 
engineering activities highlighted within the 
box titled Engineering Activities for 
Detailed Design Figure 27 to connnence 
detailed systems definition and 
development. 

The PHM Engineer establishes collecting 
process, whereby he can provide DT &E 
inputs anived at, from data required for 
Knowledge Base (KB) development and 
supports the JCIDS process. The activities of 
PHM during this phase are extensive. The 

SMC PHM Technical 
Products 

lnouts to ASP TDS OMS TES 
System Cost Model, LC Cost 
Estimate I CARD 
RFP Inputs: SOO, PWS Tasks, 
CDRLs, DIDs; PHM system, 
allocated desian reauirements 
PHM Factors for Studies! Trades 
System and Service DO OAF 
Views; TVs. ISP inputs 
Planning Inputs SEP, LCMP, 
LCSP, Test Plan & Procedures 
Assessments of tech baseline 
engineering changes 
Inputs to R&M failure analyses; 
maintainability solutions. BIT 

PHM Conhibutions to 
Otber O~anizations' 

Products 
lnouts to ASP 

Operational Concepts 

AoAStudies 

Operational Assessments 
Input to SSP & evaluation criteria 
for SSP ) 
Input to DoDAF AVs, CVs, DIVs, 
OVs 
Capabilities Production Doc 

PHM Engineer supp01ts the solicitation!RFP development and proposal evaluation activities which 
include providing the technical inputs including PHM technical requirements, compliance standards and 
engineering approaches to meet program objectives. PHM Engineer develops and contributes to the 
development of the EMD Phase technical products. 

The PHM Engineer suppo1ts the LCMP and LCSP implementation to ensure the technology and design 
solutions: 

• Continue to optimize operational readiness through affordable, integrated, embedded diagnostics and 
prognostics. 

• Effectively monitor system performance, predict, detect, isolate, repo1t , and remedy faults with 
minimal false alarms. 

4. Production & Deployment~ Operations & 
Support. PHM Engineer continues to 
provide inputs to and supports the JCIDS 
process. The PHM Engineer provides input 
to CARD as prut of Architechrre team and 
supports solicitation!RFP development and 
proposal evaluation activities. The PHM 
Engineer contributes to the development of 
the Produce I O&S Phase technical products. 

Product> I O&S Phast>- Tt>chnical Products Rt>quirt>d 
SMC PHM Technical PHM Contiibutions to 

Products Other O~anizations' 
Products 

CARD inouts Suooortabilitv Analvses Rot 
RFP Inputs: SOO, PWS Tasks, Operational Assessments 
CDRLs, DIDs; PHM system, 
allocated desian reauirements 
Assessments of tech baseline 
enaineerina chanaes 
Planning Inputs SEP, LCMP, 
LCSP; Production & OT&E 
plannina 
GIDEP assessments; Analyses of 
reliability & test reoorts 
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PHM Engineers' Contributions to Program and Project Management 
Each SMC program defines their business model and approach structure based primarily on their program 
objectives, program and technical challenges, organizational structure, as well as program and engineering 
planning (SEP, LCSP, LCMP plus detailed PHM plalllling). 

The PHM Engineer develops and implements the PHM program planning to achieve Program Office 
objectives and requirements. The planning defines the PHM tasks and ftmctions to be pe1fonned and products 
to be developed; timing of tasks, task outputs, resources (skills, tools, equipment, and completion criteria). The 
PHM Engineer plans tasks to integrate PHM activities within the Program Office, between Contractors and 
stakeholders. The PHM Engineer plans the tasks to establish and manage PHM models, requirements 
development, failure precursors and associated technology and design solutions; support SE&I activities, risk 
management, integration, and system modifications; coordinate the PHM planning with SMCIEN, integrate 
PHM engineering plalllling with other ftmctional and acquisition plans (i.e. SEP, ASP, LCMP, LCSP). 

Execution of the PHM plalllling is typically defined through an Operating Instruction which implements SMC 
and higher level instmctions, policies, and directives. The PHM Engineer provides full support to define the 
program and technical objectives where PHM challenges and risks are known or anticipated. The PHM 
Engineer assists to establish the business model, develop program plalllling and schedules, and defme and 
implement program processes. The PMP Engineer ensures the PHM components of the program are 
appropriately represented in the program plans, program schedules, work breakdown schedules, cost estimates. 
The PHM Engineer also rep01t s their technical perfonnance and progress. The PHM Engineer shares in the risk 
management responsibilities to identify, assess, and propose mitigating actions of PHM related risks. They also 
support the Program Manager's problem identification, 
resolution, and decision-making processes. 

The PHM Engineer contributes to the development of the 
program management products identified in the Table. 

SMC Program Management Products 
PMD 
SEP IMP IMS WBS 
Decision-makin!l & problem solvin!l inputs 
Technical oroaression and issues reoortina 
LC Cost Estimate (CARDs) 
Processes (Ois) 
Risk ManaQement Inputs 
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Acronym List 

Acronym Definition Program 

AME Arms, Ammunition, and Explosives CBM Condition Based Maintenance 

ACAT Acquisition Category Chemical, Biological, Radiological, and 

Advanced Concept Technology CBRN Nuclear 

ACTDs Demonstrations CCA Clinger-Cohen Act 

ADM Acquisition Decision Memorandum CCACert Clinger-Cohen Act Certification 

AF Air Force COD Capability Development Document 

AFI Air Force Instruction CDR Critical Design Review 

AFISC Air Force Inspection and Safety Center CDRL Contract Data Requirements Lists 

AFMAN Air Force Manual Cl Commercial items 

AFOSH Air Force Occupational Safety and Health CIO Chief Information Officer 
Air Force Operational Test and CISP Counterintelligence Support Plan 

AFOTEC Evaluation Center 

AFPD Air Force Policy Directive 
CJCS Chairman of the Joint Chiefs of Staff 

Chairman of the Joint Chiefs of Staff 
AFSC Air Force Space Command CJCSI Instruction 

AFSPC Air Force Space Command Chairman of the Joint Chiefs of Staff 
CJCSM Manual 

AFSPCI Air Force Space Command Instruction 
CL Confidentiality Level American Institute of Aeronautics and 

AIM Astronautics CLIN Contract Line Item Number 
Acquisition Information Assurance CMMI Capability Maturity Model integration 

AlAS Strategy Committee on National Security Systems 
AIS Automated Information System CNSSI Instruction 

ANS American National Standard Cost and Operational Effectiveness 
COEA Analysis 

AoA Analysis of Alternative 
COl Critical Operational issues 

AoA Analysis of Alternative 
COM Computer Operation Manual 

APB Acquisition Program Baseline 
CONOPS Concept of Operations 

APB Acquisition Program Baseline Composite Overwrapped Pressure 
Archs Architectures COPVs Vessels 

ASD Acquisition Strategy Document COQ Cost of Quality 

ASP Acquisition Strategy Panel COTS Commercial Off The Shelf 
American Society forT esting and CPAT Critical Process Assessment Tool 

ASTM Materials 
CPO Capability Production Document 

AT Anti-Tam per 
CPI Critical Program Information 

ATEA Anti-Tam per Executive Agent 
CPM Computer Programming Manual 

AV All View 
CRD Capstone Requirements Document 

BIT Built-in-Test Capability Requirements and Risk 
C&A Certification and Accreditation CRRA Assessments 

CAE Component Acquisition Executive 
Crew System Ergonomics Information 

CSERIAC Analysis Center 
CARD Cost Analysis Requirements Description 

CSP Cryptography Security Plan 
CBA Capabilities Based Assessment 

CTEs Critical Technology Elements 
CBDP Chemical and Biological Defense 
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cv Capability Viewpoint and Evaluation 

D&D Development and Demonstrate Doctrine, Organization, Training, Materiel, 
Leadership & Education, Personnel or 

DAA Designated Accrediting Authority DOTMLPF Facilities 
DAG Defense Acquisition Guidebook DPA Destructive Physical Analysis 
DASD Deputy Assistant Secretary of Defense DR Deficiency Reporting 
DAU Defense Acquisition University Deficiency Reporting and Investigating 

DBDD Database Design Description 
DR IS System 

DCID Director of Central Intelligence Directive DT&E Developmental Test and Evaluation 
Ensign-Bickford Aerospace and Defense 

DCMA Defense Contract Management Agency EBA&D Company 
Doctrine, Organization, Training, Materiel, Engineering Change Proposal System 
Leadership & Education, Personnel or ECPSSR Safety Report 
Facilities (DOTMLPF) Change 

EIAP Environmental Impact Analysis Process 
OCR Recommendation 

DOL Delegation of Disclosure Authority EIAs Environmental Impact Assessments 
USAF Enterprise Information Technology 

DDMS DoD Discovery Metadata Specification EIDTR Data Repository 
Delta PDR Delta Preliminary Design Review EISP Enhanced Information Support Plan 

Defense Federal Acquisition Regulation 
EM Electromagnetic 

DFARS Supplement 
Enterprise Mission Assurance Support Department of Defense Information 

eMASS Service Assurance Certification and Accreditation 
DIACAP Process EMC Electromagnetic Compatibility 

Department of Defense Information Electromagnetic 
Assurance Certification and Accreditation EMC/EMI Compatibility/Interference 

DIACAP/Cert Process EMCE Electromagnetic Compatibility Engineer 
DID Date Item Description Engineering and Manufacturing 

DIP DIACAP Implementation Plan 
EMD Development 

DISA Defense Information Systems Agency EME Electromagnetic Environment 

Defense Information Technology EMI Electromagnetic Interference 
DISR Standards Registry Electromagnetic Interference Control 

DIVs Data and Information Viewpoint EMICP Procedures 
Electromagnetic Interference Test 

DLA Defense Logistics Agency EMITP Procedures 

OMS Data Management Strategy EMITR Electromagnetic Interference Test Report 

OMS Data Management Strategy EMP Electromagnetic Pulse 
Diminishing Manufacturing Sources and 

EMV Electromagnetic Vulnerability 
DMSMS Material Shortages 

DoC Department of Commerce 
EN SMC/Engineering 

EOLP End of Life Plan 
DoD Department of Defense 

Department of Defense Architecture EP Electronic Protection 
DoDAF Framework ESD Electrostatic Discharge 

DoD Architecture Framework Operational Environmental, Safety, and Operational 
DoDAFOVs Views ESOH Health 
DoDAFOVs, Architecture Framework Operational 

FEM Finite Element Modeling SVs Views, Service Views 
Federal Information Processing 

DoDD Department of Defense Directive FIPS Standards 
DoD I Department of Defense Instruction FMEA Failure Mode and Effects Analysis 
DoOR Department of Defense Regulations FOG Full Operational Capability 
DOT&E Office of the Director, Operational Test FOM Figure of Merit 
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Failure Reporting And Corrective Action Institute of Bectrical and Electronics 

FRACAS System IEEE Engineers 

FRB Failure Review Board ILS Integrated Logistics Support 

FSM Firmware Support Manual ILSP Integrated Logistic Support Plan 

FTSR Right T ennination System Report IMP Integrated Master Plan 

GFE Government Furnished Equipment IMS Integrated Master Schedule 
Government-Industry Data Exchange IOC Initial Operational Capability 

GIDEP Program 
IOT&E Initial Operational Test and Evaluation 

GIG Global information Grid 
Hardness Assurance, Maintenance, and IP Internet Protocol 

HAMS Surveillance IPsec Internet Protocol Security 

HAND High Altitude Nuclear Detonation IPT Integrated Product/Process Team 

HARs Hardware Acceptance Reviews 1Pv6 Internet Protocol version 6 

HAZMAT Hazardous Materials IRS Interface Requirements Specification 
HDBK Handbook ISO Information Systems and Organizations 

HE Human Engineering International Organization for 
Standardization/International 

HEMP High-Altitude Electromagnetic Pulse ISO/IEC Electrotechnical Commission 
Hazards of Electromagnetic Radiation to 

ISP Information Support Plan HERF Fuel 
Hazards of Electromagnetic Radiation to Information Systems Security 

HERO Ordnance I SSE Engineering 

Hazards of Electromagnetic Radiation to IT Information Technology 
HERP Personnel ITI Integrated Test T earn 
HFE Human Factors Engineering 

ITU International Telecommunication Union 
HHA Health Hazard Assessment IUID Item Unique Identification 
HHAR Health Hazard Assessment Report Joint Capabilities Integration 

Hazardous Materials Management JCIDS Development System 
HMMP Program Joint C41 Program Assessment Tool -
HN Host Nation JCPAT-E Empowered 

HSI Human Systems Integration JDM Joint Depot Maintenance 
Joint Reliability & Maintainability 

HSIP Human Systems Integration Plan JRMET Evaluation T earn 
HW Hardware JROC Joint Requirements Oversight Counci l 
I&S lnteroperability and Supportability KB Knowledge Base 

lnteroperability and Supportability I Net 
KPP Key Performance Parameters I&SINC Centric 

lA Information Assurance KSA Key System Attributes 

IAE Information Assurance Engineer LC Ufe Cycle 
LCCost 

lAM Information Assurance Manager Estimate Ufe Cycle Cost Estimate 
lAS Information Assurance Strategy LCC Ufe Cycle Cost 
IATI Interim Authority to Test LCMP Ufe Cycle Management Plan 
lAW In accordance with LCSP Ufe-Cycle Sustainment Plan 
IC Initial Capabilities LCSSP Ufe-Cycle Signature Support Plan 
lCD Initial Capabilities Document LFT&E Uve Fire Test and Evaluation 
ICW Interactive Courseware LL Long Lead 
IDD Interface Design Description LMI Logistics Management Information 
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LRU Line-Replaceable Unit NetOps Network Operations 

LSA Logistics Support Analyst National Industrial Security Program 
NISPOM Operating Manual 

LSAR Logistics Support Analyst Report National Institute of Standards and 
M&P Manufacturing and Producibility NIST Technology 

M&S Modeling and Simulation NR-KPPs Net Ready-Key Performance Parameters 

MAC Mission Assurance Category NSA National Security Agew;;y 

MAIS Major Automated Information System NSS National Security Systems 
Manpower Training Research Information National Telecommunications and 

MATRIS Systems NTIA Information Administration 
Military Communications-Electronics O&M Operations and Maintenance 

MCEB Board 
O&S Operations and Support 

MDA Milestone Decision Authority Occupational Safety and Health 
MDAPs Major Defense Acquisition Programs O&SHA Administration 

ME Manufacturing Engineers OCD Operational Concept Description 

MER Manpower Estimate Report OFS Other Findings of Significance 

MfgTech Manufacturing Technology 01 Operating Instructions 

Mii-Std Military Standard OMB Office of Management and Budget 

MOAs Memorandum of Agreements OPR Official Person Responsible 

MOEs Measures of Effectiveness OPSEC DoD Operations Security 

MOPs Measures of Performance ORO Operational Requirements Document 

MOSs Measures of Suitability ORS Other Recommendations of Significance 

MP Manufacturing and Producibility OS Operations and Support 

MPCP Mass Properties Control Plan OSD Office of the Secretary of Defense 

MRAR Mishap Risk Assessment Report Operational Safety, Suitability and 
OSS&E Effectiveness 

MRB Material Review Board 
OT Operational Test 

MRRs Manufacturing Readiness Reviews 
OT&E Operational Test and Evaluation 

MS Milestone ov Operational Viewpoints 
MSA Materiel Solution Analysis 

P&D Production and Deployment National Air and Space Intelligence 
Production and Deployment I Operations NASIC Center 

P&D/O&S and Support 
NC Net Centric 

PCA Physical Configuration Audit 
NCDS Net-Centric Data Strategy 

PO Directive 
NCE Net Centric Engineering 

PDR Preliminary Design Review 
NCES Net-Centric Enterprise Services 

PEO Program Executive Officer 
NCOW Net Centric Operation Warfare Programmatic Environment, Safety and 
NCW Net-Centric warfare PESHE Occupational Health (ESOH) Evaluation 

NOAA National Defense Authorization Act 
Program Environmental Safety Health 

PESHEWG Evaluation Working Group 
NDis Non-Developmental Items PGI Procedures, Guidance, and Information 
NEPA National Environmental Policy Act PHAR Preliminary Hazard Analysis Report 
NEPAEO National Environmental Policy Act 
12114 Executive Order PHL Preliminary Hazard List 

Net-Centric Enterprise Solutions for PHM Prognostics Health Management 
NESI lnteroperability Packaging, Handling, Storage and 

PHS&T Transportation 
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Project Management, Program SCG Security Classification Guide 
Management, Project Manager, or 

PM Program Manager so Systems Director 

PMO Program Management Directive S-0 Spectrum-Dependent 

PMP Parts Materials and Processes SOAR Space Debris Assessment Report 

PMP Program Management Plan SOD Software Design Description 
Parts Materials and Processes Control SOD System Design Description 

PM PCB Board 
SOP Software Development Plan Parts Materials and Processes Selection 

PMPSL List SOR System Design Review 

PMSDL Parte, Materials, Selection Data List SE Systems Engineering 

POA&M Plan of Action and Milestones SE&I Systems Engineering and Integration 

POC Point of Contact SED Specialty Engineering Disciplines 

PP Program Protection SEP Systems Engineering Plan 

PPIAT Program Protection I Anti-Tamper SHA Safety Hazard Analysis 
Program Protection Engineering I SIB Safety Investigation Board 

PPE Program Protection Engineer 
SIGINT Signals Intelligence ppp Program Protection Plan 
SIM Serialized Item Management 

PSM Product Support Manager 

Performance Work Statement 
SIO Single Investigator 

PWS Software Installation Plan or System 
QA Quality Assurance SIP Identification Profile 

QA/QE Quality Assurance and Quality Engineer SM Spectrum Management 

QAE Quality Assurance Engineering SMC Space And Missile Systems Center 

QAOE Quality Assurance Officer/Engineer Space And Missile Systems Center I 
SMC/EN Engineering 

QAP Quality Assurance Program Space And Missile Systems Center 
QATech Quality Assurance Technical SMCI Instruction 

RAM Reliability Availability Maintainability SMO Standard Microcircuit Drawing 

RBD Reliability Block Diagram SME Subject Matter Expert 

RCM Reliability Centered Maintenance SOA Services Oriented Architecture 
Research, Development, Test And SOH Safety and Occupational Health 

ROT&E Evaluation soo Statement of Objectives Reliability And Maintainability Information 
REMIS System Assessments sow Statement of Work 

RF Radio Frequency Space and Naval Warfare Systems 
SPA WAR Command 

RFP Request for Proposal 
Specs Specifications 

RHOC Radiation Hardened Oversight Council Spectrum 
RPPOB Replenishment Parts Purchase or Borrow SupCert Spectrum Supportability Certification 

RSSP Replaced System Sustainment Plan 
Software Process Improvement 

SPICE Capability Determination 
RTP Research and Technology Protection SPO System Program Office 
S&T Science And Technology SPS Software Product Specification 
SAG Software Acquisition Guidebook SQA Software Quality Assurance 
SAR Safety Assessment Report SQE Software Quality Engineers 
SAWE Society of Allied Weight Engineers SRD Software Requirements Description 
SCD Specification Control Drawings SRDR Software Resources Data Report 
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SRR System Requirements Review SysML Systems Modeling Language 

SRS Software Requirements Specification T&E Test and Evaluation 
ss Spectrum Supportability Technology Assessment and Control 

TNCP Plan 
SSA Space Situational Awareness Technical Architecture FrameworK for 
SSA Source Selection Authority TAFIM Information Management 

SSDD System/Segment Design Description TBA to be addressed 

SSE System Security Engineering TBD to be developed, or to be determined 

SSEB Source Selection Evaluation Board TO Technology Development 

SSG System Safety Group TDS Technology Development Strategy 

SSHA System Safety Hazard Analysis TDSB Test Data Scoring Board 

SSHAR System Safety Hazard Analysis Report TEMP Test and Evaluation Master Plan 

SSL Space Survivability Levels TEO Technology Executive Officer 

SSM System Safety Manager/Engineer TES Test and Evaluation Strategy 
System Safety Management Plan or TISP Tailored Information Support Plan 

SSMP System Security Management Plan 
TMCR Technical Manual Contract Requirements 

SSP Source Selection Plan 
TO Technical Orders 

SSPP System Safety Program Plan 
TOA T umover Agreement 

SSPPR System Safety Program Progress Report 
TOG Total Ownership Cost 

SSRA Spectrum Supportability Risk Assessment Technical Planning Integrated Product 
sss System/Segment Specification TPIPT Team 

SSWG System Safety Working Group TRA Technology Readiness Assessment 

STA System Threat Assessment Traceability 
Rqts Traceability Requirements 

STAR System Threat Assessment Report 
TRD Technical Requirements Document 

SID Software Test Description 
TRL Technical Readiness Level 

StdVs Standards Viewpoints 
TRR Test Readiness Reviews 

STIC Space Technology Integration Council 
TSP Transition Support Plan Security Technical Implementation 

STIG Guides TT&C Tracking, Telemetry, and Command 

STP Software Test Plan TVs Technical Standards View 

STR Software Test Report UML Unified Modeling Language 

STrP Software Transition Plan us United States 

SUM Software User Manual USAF United States Nr Force 
Systems and Services VIeWpoint, or usc United States Code sv Space Vehicle 

V&V Verification and Validation 
SvcV Services Viewpoint 

WBS Work Breakdown Structures 
SVD Software Version Description Waiver or Deviation System Safety 

Survivability and Vulnerability Program WDSSR Report 
SVPP Plan EBA&D developed Intelligent Electronic 
sw Software WizOrd Initiation System 

SWAMP Software Acquisition Management Plan 
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